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O Preface

APl s enable isolated applications to communi
the applications live inside the same organization, in the cloud, or on the other side of the

planet APIs have become the universal languagapgfiicationsystems. Even artificial

intelligence relies on them as a bridge to move beyond the data center and interact with the
realworld.

I nterfaces exi st ed-ahddJ8QNoabed APdsrBaitthose dagligro s HTTP
approaches were hard to understand and required experienced specialists to implement.
Modern APIs changed that completely. They are designed to be sso@ienple that even

high school students can use them in their proj@tts. simplicity has fueled widespread

adoption and made APIs the backbone of digital communication.

Gateways connect frontend apps to backends, partners to platforms, and services to each
other.Yet as systems grovthe challenges grow with ther8ecurity, observability, and
lifecycle managemeriiecome progressively more difficultnd this is where AP Gateways
prove their value.

0.1 AboutThisBook

What exactly does an API Gateway do and how can you use it effectively? This book answers
those questions and gives you a solid understanding of API Gateways and the problems they
solve. It covers architectural patterns, deployment models, key featullesj\aanced topics

like Zero Trust and APIOps. Whether you are securing public APIs, managing internal traffic,
or scaling your APl ecosystem, gateways play a central role.

This is a practical guide: starting with HTTP basics and proxy fundamentals, then moving into
how gateways work, how to deploy and configure them, and how to solweaddlAPI
challenges such as routing, security, integration, and operations.

The book is written for architects, developers, and platform teams working with APIs in any
context.

Part | lays the foundation with general patterns, principles, and best practices in avendor
neutralway.

Part Il focuses on concrete solutions to re@lrld problems. The examples use the
Membrane Open Source API Gateway for illustration, but the patterns and techniques apply
to other gateways as well.

The goal is for this book to serve both as a guide and as a toolbox for working effectively with
API Gateways.
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0.2 About the Second Edition

Almost a year after the first edition appeared, this second edition was released. It incorporates
feedback from readers, including error corrections, questions, and ideas that led to entirely
new sections.

As a result, the content has grown by more than 50 pages and now exXepdges. A
major change compared to the previous version is the update of the second part to the new
YAML based configuration language used in the examples.

As with the first edition, we welcome feedback, questions, and suggestions that may help
shape a future third edition.

0.3 WhyYou ShouldReadThis Book?

This book is for anyone working with APIs, whether you are part of a platform team, in
operations, or focused on API development and architecture. It provides practical guidance,
from foundational concepts to advanced configurations andvadd use cases.

You should read this book if:

You're responsible for securing APIs

You want to streamlin@PI delivery using OpenAPI and APIOps practices
You're evaluating ooperatingan API Gateway

You're building with microservices, workingith the cloud or integrating hybrid
systems

= =4 =4 -9

No deep prior knowledge is required. Key concepts are explained step by step, from HTTP
fundamentals to JSON Web Tokens and OAuth2.

Part | is particularly useful for API designers, product owners, and project managers who
need a clear, higlkevel understanding AAPI Gatewag and how they fit into modern
architectures.

Part Il is aimed at operators, developers, and API specialists who want to see how things
work in practice, with concrete examples and configuration details.

If your goal is to build secure, maintainable, and scalable API infrastructure, this book is
written for you.

0.4 How toReadThis Book

If you are new to API Gateways, start wiRlart 1. It introduces the core concepts in a
structured and easy to follow way and builds a solid foundation.
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Part Il goes deeper and presents practical examples usiogé¢nesourcdembrane API
Gateway to demonstrate how specific problems can be solved. Even if you use a different
gateway product, the architectural patterns and techniques discussed here are broadly
applicable. Adapting the examples to your own environment showdttdightforward.

You can read the book from start to finish, or jump directly to the chapters that are most
relevant to your current challenges or interests.

0.5 WhyWe Wrote This Book

While working on the documentation for Membrane API Gateway, we kept running into the

same problem: a reference guide is only helpful if you already know what you're looking for.

We found ourselves answering the same kinds of questions j ust fdAwhat does
do?0 but Awhy would | wuse it?0 and Ahow does

That 6s when we realized something was missin
enough to understand the individual configuration options. You also need a solid grasp of how
gateways work behind the scenes and how they fit into modern arctatectu

We wrote this book to fill that gap. It's meant to go beyond the usual documentation and offer
practical, hand® n gui dance. Whether youbre routing t
messages, or exposing legacy systems will find patterns and examples to help you along

the way.

Andyes,we 0 | | .\Weatsd veratesthis book to give oopen sourcgateway, Membrane,

some attentorBut wedve done o ur Paldkisvendaneutrakamctlagys t hi n g s
out the general concepts every gatewsgertshould know. Part Il just happens to use

Membrane for the hanesn examplesWell, someone had to be the demo gateamyway
Hopefully, youdll find value in both parts (
we wondét compl ain).

0.6 How We Wrote This Book

This book is theesult of years of hands on experience with API Gateway deployments, the
development of our open source APl Gateway, and many conversations with the community.

Al served as a patient assistaritile writing the book It helped rephrase, polish, and clean up
clumsy English, without complaining about late night edits. The content itself, including the
ideas, concepts, and practical experience behind it, is entirely hDegpite the assistance,
writing this book still took us more than 1,200 hours alongside our regular daytime work.
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0.7 HowYouCanHelpUs

We believe books should be written like software: iteratively, with feedback and continuous
improvementEbooks make this kind of agile process possible.

We received valuable input and many corrections from readers of tielgase and the first
edition. This second edition has gone through extensive revisions. Still, there are likely errors,
omissions, or sections that can be improved.

If you spot a mistake, have suggestions, or want to share general feedback, we would
appreciate hearing from you. With your help, the next update will be even better.

Send us an emailt

bayer@predic8.deor polley@predic8.de

Thanks for helping us make this book better.

0.8 AboutUs

Thomas Bayer

| 6m Thomas Bayer, CEO of predic?8,
in Bonn, the former capital of Germany. My journey into distributed
systems began back in the 1990s with FIDO Net, early PC

networks, and CORBA. In 1998 | founded my first company,
Orientationin Objects, where | embraced Serv{doeented

Architecturesbuilt XML -based Web Serviceand began exploring

the early ideas behind REST.

Sincethen | 6ve worked on a wide range
across industriesn 2004, | foundedsmotic Welin Boston to promote the stiflascent
concept okervicesback when ARdwererdot yet synonymous with HTTEF
then, | believed strongly in the poweragien sourcéools as a foundation for digital
transformation. That belief eventually led to the development of Membrane API Gateway.

Since founding predic8 in 2007, | pee conti nu
sourceprojects, and support clients worldwide in designing, securing, and scaling APIs.

| regularly speak at conferences about software architecture, API design, and security, and |
write articles for tech magazines on these topicsY@uiTube | share insights and tutorials

on modern API technologies and architectural patt@hepredic8 YouTube channeln

German.

Outsidethe world ofsoftware, | enjoyearninglanguages, photographyoga and collecting
tools.

8
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Tobias Polley

I'm Tobias Polley, c€CEO of predic8 and a software architect with
a focus on cloud infrastructure, operations, and API security. Since

joining predic8 in 2011, | 6ve helr
security foundations of Membrane, apen sourcdPl Gateway
As a consultant, trainer, and inte

supported organizations in securing their APls and ensuring robust,
high-performance deployments.

| studied Mathematics, which continues to influence my analytical
approach to software design. Outsidevofk, | enjoy languagesxploring different cultures,
andrunningMor e recentl vy, | dan enexpectedtymewargingg ar deni ng
counterbalance to the digital world.

Happy readingand great success with your APl Gateway endeavors!
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Partl
APl Gateways

Fundametals

This part lays the groundwork for understanding API Gateways. We begin by revisiting the
fundamentals, APIs, HTTP, and practical tools such as curl and Postman, to ensure a shared
baseline. From there, we take a deeper look at APl Gateways: what thie ameblems

they address, and how they contribute to security, scalability, and API operations.

Whether you are just getting started or want to sharpen your understanding, Part | provides
the essential context needed to make informed architectural and operational decisions.

1C
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1 Foundation

Letds begin by establishing a solid foundat:i
concepts you will need throughout the bolbkou are already familiar with APIs, HTTP, and
common API tools, you can skip ahead to Chap#&PPRGatewayswhere we focus on API

Gateways.

1.1 Application Programming Interfa(®&P)

When people use an application, they interact through its user interface (Ul). But when
applications need to communicate with each other, they rely on an Application Programming
Interface, olAPI. APIs are designed specifically for machimemachine interactions,

allowing applications to communicate efficiently at a technical or business level.

User Interface

Application APl | Application

-

/"J\

p’/

Image: User Interface and API

Today, the most common API style is REST (Representational State Transfer), but
alternatives such as GraphQL and other H'BEBed approaches are steadily gaining
popularity.

HTTP-based APIs are widely adopted because HTTP simplifies communication between

di fferent systems, even across organizationa
firewalls and network boundaries makes it particularly suited for widespread API
implementationWe'll explore HTTP further in the next section.

11
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1.2 Hypertext Transfer Protoc(TTH

Most APIs are built on top of the Hypertext Transfer Protocol (HTTP), the backbone of
communication on the web. Originally introduced more than 30 years ago, HTTP is the
protocol web browsers use to fetch web pagexking it fundamental to how we interact with
theWeh

HTTP is known for its simplicity, which contribudeo its widespread adoption.
Understanding the basics of HTTP is essential for grasping how API Gateways function. In
this section, we will explore the core concepts of HTTPrépare yodor the chapterahead

HTTP follows the Client-Server paradigm where a client sends a request to a server, and the
server responds with the requested resource. For example, suppose a web browser wants to
access the URhttps://api.predic8.de . Herebs how this interact.i

1. Domain Name Resolution
The browser queries tligomain NameSystem(DNS) to resolveapi.predic8.de to an
IP address.
2. Connection Establishment
Once the IP addresskaown, the browser opens a connection to the web server.
3. Sending the Request
Then the browser sends an HTTP request asking $mecificresource.
4. Receivingthe Response
The server processes the request and returns an HTTP response.

Exploring HTTP C ommunication with curl

Instead of using a graphical browser like Firefox, we can use a cormandT TP client
such agurl to make a request and observe how HTTP communication works. For example:

curl  -v https://api.predic8.de/shop/v2/products/7

This command initiates an HTTP request to the sefia option v cause curl to show you
exactly what is going over the wire. In the output crebieclrl , you will find arequest that
might look like this:

GET /shop/v2/products/7 HTTP/1.1
Host: api.predic8.de

Letds break this down:

1. The Request Line
The first line is theequest line
o GETspecifies the HTTP method, which in this case asks for a resource.
o /shop/v2/products/7 is thepathto the resource on the server.
o HTTP/1.1 indicates the HTTP protocol version being used.

12
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(0]
2. Host Header.
TheHost header identifies the server the request is directeapitprédic8.de ). This is
necessary because multiple domains can share the same IP address, and the server needs
to know which site the client wants to access.

After receiving the client's request, the server processes it and sends back a response. For the
example above, the server might respond with:

HTTP/1.1 200 OK
Content - Type: application/json

{
"id": 7,
"name": "Gac - Fruit",
"price": 69.99

}

This can be broken into the following parts:

1. Status Line
The first line of the response is thiatus line
o HTTP/1.1 indicates the HTTP protocol version used for the response.
o 200 OK is thestatus codeandreason phrase The200 status code tells the client
that therequest has been successful

2. Headers
HTTP headers provide additional information about the respbm#i@s case:
o Content - Type: Indicates the format of the response body.

3. Response Body
Following the headers, the server sendgd¢sponse bodywvhich contains the actual
content. In this case, the body includekKS®Ndocumenwith data about the requested
product.

HTTP/2 and HTTP/3

HTTP/2 and HTTP/3 were introduced as successors to HTTP/1.1, aiming to improve
performanceespecially for loading web pages in browsers. They bring features like
multiplexing, header compression, ase&tver pusto reduce latency and speed up page loads.

However, when it comes tmachineto-machine communication such as APIs, the benefits
are limited.

Despite these improvements, both HTTP/2 and HTTP/3 preserve the core semantics of HTTP:

methods likeSET, POST, and status codes likeo still work the same way. This means your
existing HTTRbased APIs don't need to be redesigned to work over newer versions.

13
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Many gateways today suppttf TP/2and evergRPC, which takes advantage of some of
HT TP/ 20 s Fof gereetallAPl elesign and compatibiligg the time of writing
HTTP/1.1 remains the most widely supportedprotocol.

1.3 HTTP Clients

When working with APl Gateways, thorough testing is essential. Although a web browser can
serve as a basic HTTP client, specialized tools offer enhanced control and deeper insights for
API testing and exploration. Famost ofthe examples in this boothe REST Client plugin

for Visual Studio Codeis used. To follow the samplggu can choose from commatide

tools likecurl, graphical interfaces likeostman or editor pluginsThe choice depends on

your workflow and personal preference.

curl

curl is a powerful and versati\ommand-line tool widely used for sending HTTP requests.
Its simplicity combined with scriptingapabilitiesmakes it perfect for quick testing,
automation, and integratian CI/CD pipelines.

Here's a basic example demonstrating kot makes a GET request:

curl - v https://api.predic8.de/shop/v2/

This produceghe output:

> GET /shop/v2/ HTTP/1.1

> Host: api.predic8.de

>

<HTTP/1.1 200 OK

< Content - Type: application/json
< Content - Length: 363

<
"links" : {
"products_link" : "/shop/v2/products”,
"vendors_link" : "/shop/v2/vendors",
"orders_link" : "/shop/v2/orders"”,
"customer_link" : "/shop/v2/customers”
}
}

It shows both the raw HTTP exchange and the JSON response body.

14
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Postman

Postman is a usdriendly graphical tool for exploring and testing APIs. While it started as a
simple HTTP client, it has grown into a fd#latured API platform with powerful
collaboration and automation features.

With Postman, you can group requests into collections, define environments for testing and
production, and use variables to manage dynamic data. Itsrbsdtipting capabilities allow
you to write prerequest scripts and tests, automate workflows, afidate responses.

ece Home Workspaces v  Explore ) Search Post ©7  Signin
GET https://apl.predicB.de/s

P hitps://api.predic8.de/shop/v2/products/17 7 s

GET https://api.predic8.de/shop/v2/products/17 Send v

Cookies

Body K {ead est F t (Y atus: 200 OK 19 ms 618B  Save Response

Pretty Raw Preview Visual JSON mQ

2 "id": 17,
“name"; "Pineapple-Slice"”,
“price": 0.56,

i

1
5 "vendors": [
5
7 "id": 3,

“name";: "True Fruits Inc.",

9 "self_link": "/shop/v2/vendoxrs/3"

10 1

11 1,

12 "image_link": "/shop/v2/products/17/image",
13 "modified_at": "2025-02-07T12:30:00.063985Z2"

Image: HTTP client in Postman
There are alsopen sourcalternatives to PostmaBrunag, for example, offers fewer features

than Postman, but it stores collections in local folders and does not require a cloud account.
For teams that prefer working with files in git, this can loeusialadvantage.

Resources

command line tool and library for transferring data with URLs (since 1998)
https://curl.se/

Bruno - Opensource IDE for exploring and testing APIs.
https://github.com/usebruno/bruno

Hoppscotch
https://hoppscotch.io/

15



The API Gateway Handbook

PostmanAPI Platform
https://www.postman.com

16



The API Gateway Handbook

HTTP Client Plugins for Editors and IDEs

HTTP client plugins for editors ardkvelopment environmeniige Visual Studio Codeand

IntelliJ make it easy to test, debug, and script API calls directly within your IDE. They offer

a clean and efficient interface where you can view both the request and the response side by
sidewithout hiddenheaders or metadata in separate tabs.

These plugins also let you:

T Write and organize multiple requests in a single file
1 Save and reuse request files across projects
1 Share requests with your team using version control (e.gGitja

Theydére a great fit for developers who want
APIs.

I n this book, youodoll find examples |ike the

POST https://api.predic8.de/shop/v2/products/
Content - Type: application/j son

{

"name": "Pineapple”,
"price": 2.79
}

This may look like a captured HTTP exchange, but it's a detailed description of an executable
request. Unlike a typical HTTP messagtich only includes the path (e.ghroducts ) after

the request linghis description lets you specify a full URL. That means you can include the
protocol (ttp or https ), hostname, and port, providing the plugin with all the information it
needs to send the request to the server.

How to Use This Example

1. Copy the Example
Copy the HTTP request shown above and paste it into your editor.

2. Set the Language Mode
Change the language modeHoTP, or save the file with attp  extension so your editor
recognizes it.

3. Send the Request
Click theSend Requesbutton (usually visible above the request). The response will
appear in a panel on the right side of your editor.

17
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These pluginsupport autocompletion, which makes writing HTTP requests quick and
comfortable.

ttps://api.predic8.de/shop/v2/products/

[e] Connection HTTP Header
[¢] Content-Length

[¢] Content-MD5

[@] Content-Type

[e] CONNECT

[e] Cache-Control

Image: HTTP Autocompletion with the REST Plugin

The screenshot below shows Visual Studio Code after seadatyest.

Search 0008 O

# Response(546ms) X w1 I

https://api.predic8.de/shop/v2/products/ HTTP/1.1 201 Created

: chunked
: Origin, Access-Cont -Request-Method, Access-Control-Request-Headers
HEE

X ®oAo DOsaems 04008 Q@ @ @PocoLlive 0

Image: Request and Response in the REST Client Plugin

18
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Installing the REST Client Plugin in Visual Studio Code
It only takes a minute to set up.

1. Open the Extensions View
Click on theExtensionsicon on the left sidebar in Visual Studio Code (or press
Ctrl+Shift+X or Command+Shift+X onmacOS.

2. Search for "REST Client"
TypeREST Clientinto the search bar.
3. Install the Plugin
Find the plugin byHuachao Maaand click thdnstall button.

Once installed, youdre ready to stant sendin
terminal or external tools required.

Search
@5 Extension: REST Client X

REST client

REST Client
REST Client

{255} REST Client for Visual Studio Code REST HuachaoMao | < 5528,347 | % % % % % (365)
Huachao Mao & Client REST Client for Visual Studio Code

Thunder Client D5IM * 3 Disable Uninstall |vv / Auto Update

Install
DETAILS
Generator for MicroProfile Rest Client

Installation

o REST Client

httpYac - Rest Client Identifier hum

Open in Visual Studio Code () Node CI o status’

Install
chat [BRGIEER)
Simple REST Client
to e r REST Clier lows you to send HTTP request and view the

Install response in Visual Studio Code directly.

Rapld.}\Pl Cher}n . D 440K % 4 Main Features Marketplace

Ay

inetal + Send/Cancel/Rerun HTTP request in editor and v.. ..

response in a separate pane with syntax highlight
2 @ @oolve O

Image: REST Client Plugin in Visual Studio Code

Similar extensionsare available fomtelliJ and other development environments.

Resources

REST Client, Microsoft Marketplace
https://marketplace.visualstudio.com/items?itemName=humaalrest

JetClient - The Ultimate REST Client, IntelliJ
Marketplacehttps://plugins.jetbrains.com/plugin/21]&8lient-the-ultimaterestclient

19
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1.4 Reverse Proxies

Now thatw e Geqguipped with the right togls

| tert t@akey networlcomponentthe

reverse proxyTo understand what makes an APl Gateway special, and why it plays an
important role, it helps to understand the difference between a traditional proxy and a reverse

proxy.

Proxies (Forward Proxies)

A traditional proxy, also known as a forward proxy, sits on the client side of a connection,

between the client and the puhliternet.

Client Proxy

Image: Forward proxybetween client anthternet

Its primary purposes include:

Web Server

Web Server

\ 4

Web Server

1. Performance It speeds up communication legchingfrequently requested resources.
2. Access Control Filters or restricts access to websites or content.

Reverse Proxies

As the name suggests, a reverse proxy sits ootltezside of the connection, directly in front

of one or more backen@iversFr o m

t he

clientods

perspective,

directly withatarget server. In reality, the reverse proxy receives the request, applies routing
or filtering logic, and forwards it to the appropriate backend server.

2C
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Client

Client Reverse Web Server
Proxy

\ 4
A

F 3

Client

Image: Reverse proxypetweerinternet and server

A reverse proxy:

1.

Acceptsclient requests

2. Forwardsthemto theappropriateserver
3. Returnsthebackendesponse to thdient

Beyond simple forwardinga reverse prox can provideadditional value:

il

Load Balancing

Distributes incoming traffic across multiple servers to improve performance and
reliability.

Security

Hidesinternalserver details and filters potentially malicious requests.

TLS Termination

Handles encryption and decryption, offloading this work from backend systems.
Logging

Records information abouéquess and response

Monitoring

Tracks system health, laten@nderror rates

In the following sections, weill explore how API Gateways build aeverse proxiet
address the unique challengesA#fis.

21
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2 API Gateways

API Gateways are essentially reverse prokigswith a twist. They're specialized in handling
API traffic and come equipped witkPl-centric functionsWhile a traditional reverse proxy
might only care about forwarding HTTP requests, an API Gateway understands the nuances
of APl communication.

It speaks fluent JSON, knows how to decode JWT tokens, manages API keys, and can even
handle GraphQL queries. But more importantly, it tackles-gg@&cific challenges like
security enforcemeninessagéransformation, and traffic contrall in one place.

Think of it as a smart doorman for your APIs: not only does it open the door, but it also
checks IDs, limits the crowd, and makes sure noigsaeaking in anything suspicious.

2.1 Responsibilities of APl Gateveay

An API Gateway acts as a central control point for APl communication between clients and
backend services. It provides a range of capabilities that simplify client interaction while
protectingbackend system&ey responsibilities include:

Routing

API Gateways forward incoming requests to the appropriate backend services. Clients
communicate only with the gateway and do not need to know internal network structures or
backend addresses. This abstraction simplifies clients and allows backend systeohset
without breaking integrations.

Security
Gatewaydhelp to enforceecuritypoliciesby handlingauthentication, authorizatipand
messag®alidationbefore requests hit backend systems.

Logging, Monitoring and Tracing
They collect operational data ab@R| usage by monitoringey performance indicatgrs
recording logs, and tracking request paths.

Message Transformation

API Gatewaysantransform messagé®tween different formats, such as converting XML
payloads into JSON or adapting data to meet client requirenTémsshelps bridge
differences between client and backend representations.

Orchestration

In complex scenarios, the gateway can coordinate multiple backend calls and combine their
responses into a single result. For example, it may aggregate data from several microservices
to provide a unified response to the client.
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Load Balancing

By distributing incomingraffic across multiple backend serveA$| Gatewayg can ensure
that no backend becomes overwhelmids not only improves overall performance but also
enhances system availability and reliability.

Inventory Management
Gateways also aid in inventory management, providing visibility into all exposed APIs,
including tracking usage patterns and identifying outdated or deprecated services.

ThesecapabilitiesnakeAP| Gateway a critical piece of modern IT infrastructure, essential
for maintaining scalable, secure, and welinaged APIs.

2.2 Kinds of APl Gateways

With over sixty API Gateway products listed on the APl Landseagdepagechoosing the
right one for your needs can be a daunting task. Many of these gatewtikezd for
specific scenariosFor examplgethere aregatewayghatfocus on edge computing, enterprise
APl managementr Al integrations

API Gateways/Management (7]

API gateways (63)

e £ -
3
APIOAK

CAMARA - 2 <!> (s

. m Fl E fYHongo Migress IERE IS @
Kube@mv " & wusk n \,ﬂ @ |, Nevatech ngrok E O

Image: API Gateway products @PI Landscape

The following subsections explore these categories in detail, helping you understand the
strengths and use cases for each kind of API Gateway.
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Edge Gatewag

Theinternet protocol allows a gateway to be reachable from almost anywhere in the world.

But global reach doesn't guarantee consistent performiaatancy and bandwidth can vary
significantly depending on the userds geogr a
that s acceptable. But some applications req
robotics, or autonomous vehicles. In theases, even small delays are not acceptable.

Edge computingaddresses this challenge by placing services physically closer to where
theydre needed. fhérousdtriptime and impraves respertivenesss

WhenAPl Gatewag ar e deployed in a distributed mann
available within the user's region. As a result, requests are handled with lower latency and

greater reliability.

Cloud Gateways

Major cloudproviderslike Amazon AWS and Microsoft Azure offer their own API Gateways
that integrate seamlessly into their cloud platforms. These-clatide gateways benefit from
built-in scalability and deep integration with cloud services.

In addition to conventional backendsrverless functions can also be used as backend targets.

However, you're not limited to using a clopibviders built-in gateway. Almost any other

API Gatewaycan also be deployed and configured to act as the entrance into a cloud
environment. This flexibility allows you to choose a gateway based on specific requirements,
such as cost, features, or portability across multiple cloud providers.

Gateway Libraries

Gateway libraries let you embed APl Gateway functionality directly into your application
instead of running a separate gateway process. This approach givesygrainedcontrol
over routing, filtering, and security behavior, tightly integrated with your application code.

On the Java platform,waell-knownexample isSpring Cloud Gatewayt provides routing,
security, and filtering capabilities within Sprifigased applications and integrates naturally
with the Spring ecosystem.

Kubernetes APl Gateways

Kubernetes is aopen sourceontainer orchestration platform that enables the management of
containerized workloads and services, lmtipremise and in the cloud. Within Kubernetes
clusters APl Gateway canplay a critical role: they manage traffic flowing into the cluster,
orchestrate communication between services, and provide security and observability features.
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If you are not working with Kubernetes, feel free to skip this section. However, if you use
Kubernetes, this section offers insights on g Gateway canintegrate withand enhance
aKubernetes environment.

Kubernetes Ingress Controllers

Applications running isidea Kubernetes cluster must be accessible from the outside world.
Ingresscontrollersare Kubernetes native components #@fasentry pointshat route
external traffic into the clustefhey offer several key features to accomplish this task:

T Service Discovery:
An Ingress controller leverages Kubernetes service discovery to determine whidapods
serve as backends for a given API. This dynamic discovery ensures that traffic is routed to
the correct and available instances.

1 Traffic Control:
To maintain high availability and reliability, requests must be routed only to healthy
endpoints. In the event of errors, retries are esseRtiadluctspecific extensions or
service meshes often addnomon patterns such as circuit breakers andiraiters,
managng traffic surges and preveng cascading failures.

T Observability:
All traffic going inside a cluster can be logged and monitored.

1 Protocol Flexibility:
BesideHTTP, many Kubernete&Pl Gatewag also support TCP and gRPC. This
capability allows nearly any protocol to be proxied, providing flexibility in handling
diverse workloads.

T Tight Kubernetes Integration:
The configuration of thesgpecialgateways is deeply integrated wahd native to
Kubernetes.

Several Kubernete&P| Gatewayg, such as Ambassadar EnRouteare built on top of
Envoy Proxy. Envoy offers high performance, extensive observability, and robust traffic
management features that are ideal for modern aehatigte environments.

This comprehensive set of features makes Kubernetes Ingress Controllers an essential

component for managing external traffic and ensuring that APIs remain scalable, resilient, and
secure within the dynamic environment of a Kubernetes cluster.
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Sidenote Kubernetes Gateway API
Gateway APIs aKubernetes sutroject managed bihe Kubernetes Special Interest
Group (SIG Network) It aimsto standardize how services agosedandtraffic is routed
within Kubernetes clusters.

The Gateway API provides a set of Kubernetes resdypes(like Gateway , HTTPRoute, and
TCPRoute) beyond the Ingress ARb standardiz@ath rewriting traffic managemenand
routing in Kubernetes.

The phras&ubernetes API Gatewaycan imply something similar to a fefttatured API
Gateway like Kong, AWS API Gateway, or Tykhe Kubernetes Gateway API it

intended to replacecommonAP| Gateways or Kubernetes Ingress controllers. Instead, it's
meant as a standaiterface to define networking and routing behavior, leaving actual
implementation to specialized controllers.

Gateway API implementations still rely aoncretenetworking solutions or ingress
controllers (like Istiavith Envoy, LinkerD, Contour, Ambassador, or Traefik), which extend
and provide functionality behind these standardized interfaces.

Sidecarsin Service Mesles

Gateways can hidiae complexityof networks and the underlying infrastructure from
applications. All traffic to and from an application passes through such a gateway, enabling
enhanced security, observability, and traffic management.

In contrast to an ingress gatewaysitioned at the edge aKubernetes clustea sidecar
proxy operates directly alongside each individual application or infrastructure service within
the cluster itself.

Because sidecars run alongside every applica
resource footprint, often consuming less théd MB of RAM. These lightweight proxies

manage traffic not only to business applications but also to infrastructure components like
databases. As a result, they commonly support not just HTTP but also binary protocols like

gRPC or generic TCP connections.

Typical gateways in this category include Envoy and sepeoaluctsbuilt on top of it, such

as I stio, Consul, and Ambass afdrdhisuseédasekitey r eas
small memory footprint, typically around 10 MB, combined with high performance and

efficient resource usage.
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Artific ial Intelligence Gateways

Interacting with large language models (LLMs) and other Al services can become costly very
quickly. Al Gateways help manage these costs by monitoring usage, enforcing quotas, and
applying ratdimits. Some even offeallback capabilities, automatically switching to

alternative (and potentially more affordable) models wineressary

While most API Gateways can, in principle, handlerdlhted traffic specialized Al
Gateways like Lunar.deyare purposduilt for working with Al APIs. These tools come
with features designed specifically for LLM workloads, including:

1 Detailed usage analytics
T Dynamic routing between models or providers
1 Finegrained access control for different users or teams

These gateways are a great choice for teams buildirgp¥ered applications that need cost
control, flexibility, and visibility into usage patterns.

Open-Source APl Gateways

When choosing an APl Gateway, youbdbve got opt
a commercial product or apen sourcene. Fortunately, many gateways blend both worlds:

t h e ppensaurcebut commercially backed. This means you get the flexibility and

transparency abpensource plus the support that often comes with a company behind the

scenes.

Examples include:

T KrakenD
A high-performance gateway focused on aggregating and transforming data.
1 Kong
One of the most weknown gateways with an active community and a broad plugin
ecosystem.
T Tyk
Lightweight and developdriendly, with great support for hybrid and cloundtive setups.

T h e n tARISIX,aétandout in the pumpen sourceamp, developed under the Apache
Foundati on. ltds built with performance and
popularity among clousative developers.

Youodol I al s ®embrane eurapenrscaursaPl Gateway. To keep the first part of

the book relevant to a broader audience, webd
however, youdéll find detailed information an
Resources

API Landscape
https://apilandscape.apiscene.io/
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Kubernetes Gateway API
https://github.com/kubernetesgs/gatewasapi

Gateway API FAQ
https://gatewayapi.sigs.k8s.io/faq/
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3 How API Gatewawd/ork

An API Gateway is essentially reverse proxywith additional capabilities for APIs. You can

use a reverse proxy such as Apache mod_proxy to forward API traffic, but it does not provide
APl-aware features. For example, a typical reverse proxy does not understand API keys or
OpenAPI definitionsin other words, it forwards HTTP messages, but it does not understand
the API contract or enforce ARpecific policies. That is where an APl Gateway goes further.

To do its job, the API Gateway sits between API clients and backend services, just like a
reverse proxy. The diagram below showsleein the architecture. The gateway acts as a
single entry point and exposes backend services under a unified domain such as
api.predic8.de

Client

GET /products
Host: api.predic8.de

(1)

API Gateway
api.predic8.de
Port: 80

GET /products
Host: server3:8080

(2)

Backend
server3
Port: 8080

v
v

S
F

@ 3)

Backend
server?
Port: 8080

Backend
serveri12
Port: 8080

Image: Location of an API Gateway in theessagédlow
Here is the basic flow:

1. Aclient sends an HTTP request to the gateway, suclcas groducts  request.
2. Thegateway inspects the request path and forwards it to the appropriate backend (e.g.,
server3 ).
3. The backend handles the request and sends a response.
4. Thegateway then relays that response back to the client.
k e

From the clientds perspective, it | ooks 1

gateway routes traffic, enforces security policies, or lngssagelata.

At this level, the behavior of an APl Gateway is similar to a reverse proxy. The difference lies
in its focus. Reverse proxies are built for generic HTTP traffic handling. APl Gateways
extend this model with AP$pecific functionality.

In fact some API Gateways likBM APIlcast, Kongor APISIX arereverse proxies equipped
with pluginsand extensionfor APIs.
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3.1 Pluginsand Policies

Plugins and policies are what elevate an GRieway beyond a simple reverse proxy. They
provide the functionality needed to transform, secure, and observe API traffic. The exact
terminology varies by product: some call thpluging otherspolicies interceptorsor filters,
but the idea is the same.

Gatewaysusuallycome preloaded with a wide selection of plugins. These extensions are
often grouped into categories such as:

Transformation : modify headerspr change payload formats
Authentication: validateAPI key, JWT or passwords
Security: protect againghjectionthreats ocontentoombs
Observability: provide logging, tracing, and monitoring
Traffic Control : manage ratémits, quotasandretries

=A =4 =4 =4 =4

Some gateways even maintain marketplaces, allowing plairty vendors to publish their
own extensions for reuse or commercial distribution.

apache.org

A Apache APISI... Docs v Blog Case Studies Downloads Help Team Resourceswv A English v Q

AUTHENTICATION

?
@

4%
@ A -

Key-Auth Jwt-Auth Basic-Auth

(#) 2

Authz-Keycloak Authz-Casdoor Wolf-Rbac

|
qllll

Image: Plugins atAPISIX plugin hub
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3.2 Message Flow

A call typically passes through the API Gatewtayce as shown in the image below

Client

API| Gateway

Request Flow

\ 4

@

Response Flow

Image: Messagédlow betweerclient, APl Gateway antackend

F 3

®

Y

The sequence is as follows:

1. Request Flow

1. The client sends a request to the Gateway.

Backend

2. Thegateway processes the request (e.g., checking authentjcation
3. Then hegatewayusesa secondHTTP connectionto the backend and forwards the

request.

2. Response Flow

4. After processingthe backend sends@sponsén the opposite direction
5. The message passes the gateways response flow in the opposite direction. Further
processing can be applied to the response (e.g., transforming the payload or injecting

headers).
6. Finally, the gateway returns the response to the client overitfiral connection.

Plugins, when engaged in the request or response flovbl@akrequests with invalid

credentials or log payloads.
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Plugin Placement

API Gateways provide functionality throughugins. For a plugin to be effective, it must be
plugged intathe correct stage of thequesbr responsdlow.

Some plugins should be invoked everyrequest, regardless of which API is being called.
Examples include security policies or logging. To accommodatedfuirement, most API
Gateways offer global flow through whichall messagegass. By placing a plugin in the
global flow, it is applied consistently across all APIs.

In the illustrdion below there is a JSON Web Tokealidatorand a Logging plugin engaged
in the global flow.

Client Backend Backend
API
Global Request Flow Request Flow
e =
o = S
> B Ak >
= =
(=] = =
s||s e[| S
Global Response Flow Response Flow
g “ ? %
8 o]
] o

Image: API Gateway with global and API locHbws

Other plugins are only relevant for a specific APl or endpoint. For example, you might enable
schema validation only for one API that must strictly follow its contract. In this case, the
plugin is placed in the API local flow.

Gateways usually allow each API to define its own request and response flows. By placing a
plugin locally, you restrict its scope to a specific route or backend service.

This flexibility, choosing between global and local scope well as request and response
flow, gives you precise control over where a plugin performs its work. Careful planning of
plugin placement ensures that each request and response is processed exactly as intended.

Some plugins must participate in both the request and the response flow. In the illustration

below, the OpenAPI plugin appears in both flows. This is necessary because it validates not
only incoming requests but also outgoing responses against the ARlctont
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Listener

Virtual Host: *
Port: 2000
Path: null
Method: *

openapi publisher
Publishes the OpenAPI description and Swagger
UI.

opena pi
Autoconfiguration from OpenAPI ...

rate limiter setHeader
Limits incoming requests to 5 requests every Sets the value of the HTTP header 'X-Api' to the
PT1M. expression: Fruitshop.

Ta rget
URL: https://api.predic8.de

Image:Vi sual i zation of adaimcodsé#ldd i n Membr aneos

Example Throttle for Backend Connections

Letds | ook at a practical example. Satmpose
time. To protect it from overload, you need to limit the number of concurrent API calls.

A plugin that runseitherin the request or in the response flow cannot solve this problem
alone To manage a counter for backend threads, the plugin must have hooks in both flows.

A simple implementation could work like this:

1 A counter isncrementedwhen a request enters thateway
T | td@sgementedwhen the corresponding response is retutodbe client

If the counter reaches ten, new requestbbreked until the number of active backend
connections drops below the threshdld.do this reliably, the plugin must track each call

across the full request and response cycle. Only then can the counter accurately represent the
number of in flight request3his type of flowaware logic requirestateful coordination and

goes beyond simple request filtering.
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3.3 Native Plugins and Plugin Rurmer

Pl ugins can run directly inside the gateway?®b
CPU resources. This tight integration allows for fast communication between the gateway and

its plugins, enabling higperformance processing. However, for a pluginun natively, it

usuallyhas to be implementedbr the sameuntimeas the gateway itself.

The gatewayos underlying technology stack de

1 Javabased gatewaysupport plugins written in Java, Kotlin, or Groovy
T JavaScript-based gatewaysccept plugins developed in JavaScript
1 C-based gatewaysllow native C plugins

To make plugin development easier and allow dynamic reloading without restarting the
gateway, some products embed a lightweight scripting runtime. A common choice is
OpenResty® a Luabased platform that combinaginx with LuaJIT. Gateways like
APISIX, Kong, and3scale(now part of IBM) use OpenResty to let developers write and
deploy Lua plugins directly into the gatewaithout recompilation or redeployment.

Plugin Runners

To use plugins written in a language different from that of the gateway core A&tIme
Gateway support a feature call@dligin runner. This architecture allows, for example, a
plugin written inPython to integrate with a gateway implemented3a. The gateway
communicates with the external plugin over the network, typically using efficient protocols
such agilRPCinstead of HTTP to minimize latency.
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Client

A
HTTP —
@ Python Application

API Gateway

\ 4
Plugin m PG > @

(7) gRPC @

A

a

Backend

Image: Extending an API witlpythoncode via gplugin runner

However, relying on external plugin runners introduces certain-tvideNetwork
communication adds potential points of failusach as latency spikes or connectivity issues
which could lead to delays or even downtime. Additionally, since the plugin runner operates
outside the core gateway process, every API call that engages the plugin must be routed
across a network boundary.

If your plugin is involved in botlequestandresponseprocessing (see steps 3 and 8 in the

image), it will beinvoked twice for every single API callonce on the way in and again on
the way out. This can amplify latency and increase the complexity of failure handling.

Combining Plugins

Multiple plugins can work together to accomplestask. Template, setHeader and
extractor plugins are true team playeesd are often combined with other plugins
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For example, a request flow consisting of three plugins might extseszr value from an
XML body, store it in a variable, then use that variable in a template, and finally prettify the
resulting JSON.

<year>2025</year>

Request Flow

Set Variable with XPath //year

year = 2025

\ 4
Template ¢ upegin“: ${year} }

{ “begin“:
2025 }
v
Beautify
{
“begin“: 2025

Image: Multiple plugins working together
The glue that binds plugins togethetheexpression languagk.provides the magic that

makes collaboration between plugins possible. In the next sectiomi/lviake a closer look
at howexpression language&ork and why they matter.

3.4 ExpressiorLanguags

Writing a custom plugin foan API Gatewayin Lua, Java,orGoi s ndt r o bukiet sci e
requires some ramgup. You'll need to learn the language, set up a development environment,
and probably spend more time than youodd 1|i ke

Luckily, t hexpreséianlaaguagdsor t cut :
Most APl Gateways includene or moresmall, embeddable expression langusbat let you

tweak behavior with just a fegharacter®f code. Thestanguagesre more lightweight and
focused than generpurpose programming languages.
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Think of it like this: instead of writing 50 lines of Java or C to query a database, yowijast
ashortSQL querylike:

SELECT * FROM products

SQL is aDomain-SpecificLanguage (DSL) 1t 6s f ocused on interact
hides all the lowlevel plumbing. Expression languages in gateways work the same way
theydre DSLs designed for:

T extracting valuesfrom JSON or XML documest
accessing property value$rom objects
evaluating conditions

= =4

By using an expression language, you can get quick wins without diving into full plugin
development.

Popular expression languages incl@tsogle CEL,Jakarta Expression Language, MVEL,
JSONPath, andXPath. Full-featured dnguages likdavaScript andGroovy are also
commony supportedThey're great for quick oA@ers or evermoderatelycomplex scripts.

Expression languages typically run isandboxed environment protecting the host system
while giving the script a set of context variables to interact with the gateway. For example, the
Groovy snippetbelow calls aradd method on a header objgobvided by the gateway

header.add("X - Foo", "42")

L e tbideBy explore a fewpopularexpression languageBefore yougo alkin onone,check
thatyour gatewaysupportst.

Spring Expression LanguaggSpEL)

SpEL is part of the Spring Framework and provides more advanced features than the Jakarta
Expression Languageommonly used idakarteEE projects. It is also a powerful alternative
to expression languages such as OGNL or MVEL.

If you are working with Spring Boot, you may already be familiar with SpEL because it is
frequently usedor configurationor security rules.

SpEL supports property access, method invocation, collection harahidgonditional logic.
This makes it suitable for dynamic routing, conditional executiod,of coursealue
extraction inside an API Gateway.

Groovy

Groovy is a fulifeatured scripting language with seamless Java interoperabliityy Java

basedAPI Gateway, such asApiman and Gravitee, support Groovy, allowing you to extend

gateway functionality using the full power of the Java ecosystem. You can even add libraries
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to the classpath for advanced tasks like decoding JWTSs, transforming XML/JSON, or
accessing databases.

Groovy i s I-badk eousihftexibdebespressagartipowerful But with great
power comes great responsibiligroovy scriptamight have full access to the underlying
operating systenThat means they can read files, open sockets, or execute external
commandsCapabilities thatanmake security officers nervousor this reason, some
gateways run Groovy in restricted or sandboxed environments

JavaScript

Thanks teembeddable Jaaript engines and nativesupport for JSON, JavaScript is a natural

fit for APl Gateways. Gateways likepigeeandGravitee offer buil-i n suppor t . | t 6s
for transforming JSON payloads. Consider this transformation example:
@

id: json.id,

client: json.customer,
positions: json.items.map(i => ({
pieces: i.quantity,

price: i.price
)
)
)
JSONPath
JSONPath is inspired by XPath and is designed for querying struci@®ild at a . | t 6s

commonly usedn APl Gatewaygo extract data from incoming or outgoing payloads.
The expression:

$.article[].name

returns thename fields of all elements in tharticle array.

XPath

If you're working withXML payloads, XPath is theaturalchoice.lt is often calledSQL for
XML becauseti allowstheextracton of values from XML document&.helearning curvas
relatively shallow yet it providesadvanced features fandleeven complexjuerying tasks.
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Take this expression, for exampledoesquitea lot in one line

Ilarticle[@ promotion ]/ color

It selects altolor childrenof article  elements that havepgomotion  attribute, regardless
of where thosearticle  elements appear in the document.

In the screenshot below, you can see an online XPath expression tester in actieft. The
paneldisplays the input XML document, tiep field contains the XPath expression, and the
right panel shows the evaluation resuBuch tools are useful ttevelop and test expressions.

@ ® El x XPath online real-time tester, e\ X hd

“ C O £ Not Secure xpather.com o @ L @ FH » =

//article[@id=3]/name Elements found: 1

oo J e o]

<articles>
<article id="1"> 1. Waffle
<name>Biscuits</name>
</article>
<article id="3">
<name>Waffle</name>
</article>
<article id="7">
<name>Fruit Salad</name>
</article>
</articles>

Image: XPath expression tester with document view and result output

Tip: Be cautious when pasting sensitive data into online td@s never know who might be
collecting or loggingheinput.

For most development environments, there arelatsa tools and pluginsavailable that let
you safely experiment withSONPathor XPath without sending data over the internet.
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Here are a few monasefulXPath examples:

Expression Description

/articles/article/name Retrieves th@ame elements of alirticle  elements
that match the exact path starting from the root
elementarticles

Ilarticle[1] Selects the firsirticle  element in document order
across the entire document.

article[last()] Selects the lagiticle  element among the current
n o d atidles children.

article/@id Retrieves th& attributes of alkrticle  child
elements of the current node.

Table: XPath examples

3.5 Custom Plugins

Custom plugins let you extend or tweak your APl Gateway's behavior seamlessly. They
integrate deeperthan simple scripts, allowing you to run code not only during the request or
response flow but also during kifecycle events like initialization and shutdown. Plus,
plugins often provide access to inner componentschioles or the routing engine

While writing a plugin requires more effort than a quick script, it gives you greater control
and the plugin becomediest -class citizen of the gateway

How you implement a plugin depends on the technology behind the API Gateway. For

example, ngindbased gateways often use OpenResty laith, gateways written in Go are
typically extended irGo, and Javdbased gateways are usually extended Jdatra.
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4 Deployment

This chapter introduces the core deployment models of APl Gateways and explains how to
integrate a gateway into your organizationos
firewall integration, and operation withinfaMZ .

You will learn what to consider when positioning gateways at the edge of your network, in the
cloud, or in hybrid environments. Each option has implications for security, latency,
scalability, and operational complexity.

(Stateless)Standalone Gateway

The simplest deployment model consists of the gateway alone. In this stateless setup, the
configuration is usually stored in a local file. Changing the configuration typically means
editing that file and restarting or reloading the gateway.

The main advantage is simplicity. A restart brings the gateway back to awtdhdefined
state. There is no external system that must be synchronized or recovered. This makes the
setup predictable and easy to operate.

API Gateway

Configuration

YAML, JSON,
XML

Image: Minimalistic standalone API Gateway

Because no persistent state is stored, horizontal scaling is straightforward. You can start
multiple identical instances using the same configuration file and place them behind a load
balancer.

Sidenote:Stateless API Gateways
Stateless does not mean that the gateway cannot use memory during request processing. It
simply means that nlong-termoperational state such as réitait counters or analytics data
is persisted across restarts unless external systems are added.
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Gateway with DatabaseBackend

ltés al so common t o database Tdis endbles featuneslikegqur at i on

graphical user interface (GUI)for editing the configuration and centralized management of
logs, metrics, or usage statistics. Multiple gateways can connect to the same database to stay
synchronized.

Admin Ul API Gateway API Gateway API Gateway API Gateway

Database Database

Image: API Gateway and clustavith shareddatabase for configuration anaktrics

TheKong Gateway, for example, supports both modes: it canwith a database to enable
full admin functionality, owithout one for lightweight scenarios. This gives users the
flexibility to choose betweefeature richnessandsimplicity .

Extending Gateways withadditional Components

ModernAPI Gateway often support a modular architecture, allowing external components to
be integrated as requirements grow.

Common components include:

1 Cache serverge.g., Redis, Memcached)
Used tostore tokens session stateor counters forate limiting across gateway
instances

1 Monitoring tools (e.g., Prometheus, Grafana)
For collecting metrics, visualizing traffgatterns and triggering alerts.

1 Log aggregators(e.g., Elasticsearch, Loki)
To centralize log collection and support advanced search or correlation.

1 Security services
Such as externglolicy engines(like OPA), threat detection systen® data loss
prevention (DLP) filters.

Some gateways require these components for key features to function. Others provide
optional supportor them, allowing you to start simple agtbw as needed.
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Admin Ul API Gateway Dashboard

Monitoring

Database Cache Server Logs

Image: Modular APl Gateway setup with optional integrations
Gateways often follow a plugndplay model: a minimal setup might start with just the

gateway and a configuration file, while features like token caching, traffic monitoring, or log
aggregation can kedded step by ste@s requirements grow.

4.1 Exposing APIs externalOrganizations

Organizations frequently need to provide external access to theiffAPpgrtners, service
providers, or customerg/hile preserving strict security boundarigsis requiresthoughtful
network design that protects sensitive internal systems from unauthorized access.

Typically, the first line of defense is a firewall, which shields internal networks from external
exposure.

Example: SeltService Portal for an Insurance Company

Imagine an insurance company wants to offer customers-aeseite portal to manage their
contracts. The challenge is providing external access without compromising internal security.
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Demilitarized Zone (DMZ)

To tackle this, companies uselemilitarizedzoneg a secure buffer network situated between
the public internet and internal networks.

Public Internet DMZ Internal Network

Browser 2 Firewall Insurance
.

\ (]
|

Web Server

Web App

Image: Demilitarized zone betweenternetand internal network

A DMZ has these key characteristics:

1. Direct routing betweemternetand internal networkis blocked
2. Inbound trafficis directed teservers located within the DMZ.

3. DMZ hosts can initiate connections to internal resources.

A secure sefservice portatouldbesetup as follows:

1 A Web applicationruns in the DMZ, handling customer interactions.
. ThisWeb app connects toternal backend servicedo accesslata.

While effective, this setup exposes a complex application directly in the DMZ, creating a
sizable attack surface. To mitigate this, companies commonly:

1. Host critical applications within protected internal networks.
2. Use areverse proxyin the DMZ, forwarding external requests securely to internal apps.
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Public Internet DMZ Internal Network

Web Server

Web App

Browser Firewall

\(

Insurance
Application

Reverse Proxy

Image: DMZ with reversegoroxy
Benefits of a reverse proxy:

1 Reduced Attack Surface A simple reverse proxy offers fewer vulnerabilities.
1 Enhanced Security:Sensitive logic and data remain protected internally.

4.2 Backend for Frontend (BFF) Pattern

Modern web applications, especiaByngle Page ApplicationsSPAs, run in the browser as
JavaScript clients. Unlike traditional server rendered applications, SPAs communicate with
backend services through APIs to fetch data and trigger functionality.

A Backend For Frontend BFF is a dedicated backend component that acts as a bridge between
a specific frontend and internal APIs. It is typically deployed in a secure zone such as a DMZ
and exposes only the endpoints required by that frontend.

The key characteristicand featuresf aBFF are

1 Dedicated perfrontend
Each frontend typically has its own dedicated BFF.
1 Tailored requests and esponses
The BFF aggregates, reshapes, or filters data so the frontend receives exactly what it
needs
1 Request validation
Incoming requests are validated before they reach internal services.
1 Authentication and authorization
The BFF manages tokens, sessions, and access control policies.

The BFF patterraters to theeparation of concermqminciple Frontend specific logic stays in
the BFF, while internal APIs remain clean and reusable. It also strengthens security by
limiting direct access from the browser to internal services.
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Public Internet DMZ Internal Network

Browser Firewall ARt

Single Application

Page
App

\
1

APl

Backend4Frontend
App A

API

Backend4Frontend
AppB

Image: Backendror Frontends (BFF) in the DMZ

Replacing BFFFunctionality with APl Gateways

When a BFF takes on too many responsibilities, complexity increases quickly. Using a BFF to
reshape interfaces and separate frontend concerns is reasonable. But once it also handles
crosscuttingconcerns such as securaggdmonitoring it can becomenore costly and time
consuming than needed

In many cases, an API Gateway can provide a simpler and more standardized alternative for
these concerns.

The key advantages of using an API Gateway instead are:

1. No custom coding
Unlike acustombuilt BFF, an API Gateway is typically configured rather than coded.
APIs can be exposed and secured through configuration, which reduces implementation
effort.

2. Fasterdeployment
Adding or modifying an API in a gateway often takedy minutes. Rolling out a custom
BFFrequires developmeiindtesting.This can take several days or longepending on
the process.

3. Standardization
Using an API Gateway ensures a consistent, reliable configuration process. This reduces
the risk of errors that can occur due to custom coding and manual maintenBrée
implementations

4. Out-of-the-Box features
Gateways provide productiegradecapabilities such aSpenAPIvalidation,
authentication, an@GraphQL protectionThere is no need to reientcommon
infrastructure features.
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5. Security
API Gateways come withattletestedsecurity functionsSelf-implemented infrastructure
alwayscomes withtherisk of subtlevulnerabilities.

Thesecharacteristicsurn APl Gatewaysnto a robust, efficient, and secure alternative to the
Backend for Frontend approach, offerstgeamlined APl management, accelerated
deployment, and a significantly faster time to market.

Public Internet DMZ Internal Network

Browser Firewall APt

Single Insm:an:.e
Page Application
App

i

API Gateway [~~—————
DB

4—"'/

API

API

Image: SingleAPI Gatewayreplacingmultiple BFFs

However, combining BFFs and APl Gateways can also be a sound architectural choice. The
BFF can focus on frontergpecific orchestration and interface reshaping, while the API
Gateway handlesrosscuttingconcerns such as authentication, validation, and traffic
management. This separation keeps responsibilities clear and reduces architectural friction.

An additional advantage of this setup is network placement. The API Gateway can be
positioned at the edge, for example in the DMZ, where it terminates external traffic and
enforces security policies. The BFF can remain inside the internal network, sliielted
directinternetaccess.

This layered approach strengthens security boundaries while preserving flexibility in frontend
specific logic.
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4.3 Outgoing Gateway

An outgoing APl Gateway is the reverse of the typical gateway setup. Instead of managing
incoming traffic from the outside world, it handiestbound requests from internal systems

to external APIslike Stripe, PayPal, or Twilio. It's also useful for accessing APIs provided
by business partners or public cloud services.

Internal Network DMZ Internet

Application Outgoing External API
API Gateway

=—lp| Authenticate
Log

Mask
Validate

F 3

Image: Outgoing gateway routing API requests to external services

Rather than allowing any application in the compangoianect teexternal APIsan outgoing
gateway provides a central, controlled egress point. It helps to:

Restrict outbound traffic to approved external APIs

Limit external accessto selectinternal applications

Handle authentication by adding tokens or API keys

Mask or sanitize sensitive dat@efore it leaves theompany

Log and monitor outgoing traffic for auditinggr compliance

Simplify external APl consumption by handling authentication, versioning, and
formatconversions

Validate responsedefore theyenterinternal systems

Apply rate limiting to control usage and costs (especially useful forgenuse APIs
like LLMSs)

= =4 =4 -8 -8 -9

= =

An outbound gateway helps enforce consistent traffic policiesanids a situation where
everyone builds their own outbound solutions.

The Problem with Default GatewayBehavior

Most gateways are designed for inbound traffic. Using them as an outgoing gateway without
adjustment can unintentionally leak internal information.
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Imagine an internal client sends this request to an outgoing gateway:

POST / payments

Host: egress.predic8 . com

Content - Type: application/json

User - Agent: SAP (compatible; 750 2.0; abap client 1.0)

X- Api - Key: 6ee7ffc8 -5b57- 4de6 - 90cf - 02d78591a888

X- Api - Key- Gateway : a79ca858 - 561a- 435¢ - abff - eB48c6a2ed3e

{" payment ™ ".." }

The X-Api-Key is needed to authenticate at the exteARl, and theX-Api-Key-Gateway
header to authenticate with the outgoing APl Gateway to get permission totesicle.

The gatewayow forwardsthe request to thexternalAPI:

POST /payments

Host: api.example.com

Content - Type: application/json

User - Agent: SAP (compatible; 750 2.0; abap client 1.0)

X- Api - Key: 6ee7ffc8 -5b57-4de6 - 90cf - 02d78591a888

X- Api - Key- Gateway : a79ca858 - 561a- 435e - a5ff - e848c6a2ed3e
X- Forwarded - For: 10.0.3.127

{ "payment™: "..." }

The external API receiverore than it shouldVhy is that a problem?

T User - Agent reveals internal technologies, in this case: SAP and its version.

1 X- Api - Key- Gateway leaks internal credentials that shoaklerreach the outside.

1 X-Forwarded - For exposes an internal IP address, which could be used for fingerprinting
or profiling.

To safely use an API Gateway for outgoing traffic:

1 Preventthe automatic addition of X- Forwarded header fields
1 Don't forward internatonly headers
1 Only passrequired headers likeontent - Type or external API credentials

Sidenote:Outbound APIsin regulated Environments

Outgoing gateways are especially valuable in regulated indysthese strict auditing and
control over data flows leaving the organization are required.
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4.4 Internal Gateways

API Gatewaysan be just as valuabiesidethe network, managing servite-service
communication between internal applications.

Two main topologies have emergedtie entral or multiple decentralizedgateways.

One Central Gateway

In this model, all internal API traffic flows through a single, centrally managed gat@&Wwisy.
creates a unified control point with several benefits:

1 Centralized Governance
Monitoring, security, and version control are handled in one place.

1 Operational Efficiency
One singlecentral gateway can reduce operational complexity, especially when each
gateway installation incurs costs.

However, this setup also has drawbacks:

1 Single Point of Failure
A failure or performance issue in the central gateway can impact the availability of all
APIs.

1 Vendor Lock-in
Relying on a central gateway product can bring back the same concerns once seen with
themonolithicEnterprise Service Bus (ESB)When an entire organization depends on a
single critical installation, replacing it latexspecially after support endsan become a
costly and risky endeavor.

Decentralized Gateways

In a decentralized setup, multiple lightweight gateways are distributed across the organization.
Each gateway serves a specific domain, team, or platfdodern lightweight gateway
solutions make installation and maintenance relatively easy.

Different types of gateways can be deployed depending on the needs of the environment, such
as:

Internet-facing gatewaydor publishing APIs.

Cloud gatewaysfor managng API access within or across cloud environments.
Container-native gatewaysto handle traffiovithin platforms like Kubernetes.
Integration gatewayswith connectivity to messagirgystemsor legacy protocalsuch as
Web Services

=A =4 =4 =4

Each type of gateway can be deployed in multiple locatoiisvith multiple instances if
neededThe advantages of a decentralized approach include:
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1 Increased Resilience
Eliminates the risksf a single point of failure.

1 Flexibility
Enablegseamsto selecthe right gateway for their use case
1 Scalability

Makes it easier to growhe infrastructur@alongside API demanaid traffic volume.

The main downside iadded complexityManagingand masteringnultiple different
gateways across teams and environmadts overhead icoordinationandmonitoring.

Microgateways

Microgateways are purposkesignedor minimal resource usage, often consuming less than
100 MB of RAM. They are ideal for highly scalable, containerized environments where
memory and startup time matter. Gateways implemented in efficient languages,liResgo
or C tend to perform particularly well in these scenarios.

The table showthe memory footprint of selected gateways:

Gateway RAM Footprint  Platform Comment
in MB

Microgateways

Envoy 14 C++
KrakenD 20 Go
traefik 23 Go
tyk 72 Go

Lightweight Enterprise Gateways

APISIX 209 nginx, C, Lua Gateway and etcd registry
Gravitee 416 Java

Kong 368 nginx, C, Lua Without database
Membrane 195 Java

Table: Micro- and enterprise gateways
Note: Memory usage depends on the specific version and setup. These values were obtained

throughsimplemeasurements and are meant for rough compamnsoras formal
benchmarks.
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Even the heavier gateways in this list are relatively lightweight compared to traditional
enterpriséAP| Gatewag, which require significantly more memory, dgkace and external
services. All gagways shown here are more or less suitable for microgate\agg us
depending on the scenario.

4.5 Clustering Gateways

To ensurenigh availability and handldarge volumes of trafficc APl Gatewag can be
deployed as a cluster. Since gatewayofien statelessmeaning they don't retain session
data or request histary h e y 6 isuited voehbrizontal scaling. You can simply spin up
multiple instances behind a load balancer to distribute incoming requests.

Loadbalancer API Gateway
:. #
< [ —
API Gateway
————l s e
—— < e
API Gateway
> EEEEEE—
< —

Image: Cluster of APIGateways behind a load balancer.
However, some use cases regstegeful behavior, such as:

f Sessiorbased authentication (e.g., with cookies)
1 Accurate ratdéimiting

Statelessness makes scaling easy, but in these cases, it can create issues. For example, if a
clientdés requests are routed to different
ratelimit counter, the client may effectively bypass ratats.

To manage state in a clustered gateway setup, two main strategies ashasstistateand
sticky sessions
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Shared State

A shared cache or centralized storage sysseich afkedis or Memcached can synchronize

state across gateway instances. This allows each instance to access the same session data,
ratelimit counters, or authentication tokens, ensuring consistent behavior regardless of which
instance handles a request.

Loadbalancer API| Gateway
> S 8
< l—

»

AP| Gateway
—————- s S S
——— o | ————

A

API| Gateway
» B ——
&  E——

Yy vV v

Cache Server

Image: Gateways sharing a cache server like Redis to manage a unified state

Sidenote Why Redis?
Redis is a higiperformance, iimemory keyvalue store often used for caching and transient
data. It supports data structures like counters, lists, and expiring keys, making it ideal for tasks
like ratelimiting or session tracking across distributed systems.
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Sticky Sessions (Affinity)

An alternative is to configure the load balancersession affinityalso known asticky

sessionk This ensures that requests from the same client are consistently routed to the same
gateway instance, typically using a session codkies way, state remains local to each

gateway instance but still behaves consistently for each client session.

Loadbalancer API Gateway
= SESSION=2 .
< SESSION=7 e
SESSION=8
SESSION=4 API Gateway
-_——— > SESSION=1
A—— <t SESSION=3
APl Gateway
> SESSION=4 —_—
<+ SESSION=6 ——

Image: API Gateway instance selection based on session ID

| t cdmsmonpractice to place dedicated load balancein front of a gateway cluster.
However, many modern gateways come with Builbad balancing capabilities In some
setups, the gateway itself can act as a load balancer, distributing requests across multiple
backend services.

Tip: Whenever possible, design and deploy your gateways to be stateless. Stateless
gateways simplify scaling, improve reliability, and significantly ease the deployment and
operational complexity.

4.6 Chaining Gateways

I t 6 s ¢ o miworld architectures tHain multipleAPI Gateway, each with a distinct
role in the infrastructurésateways often form pipeline, with each one handling a specific
layer of responsibilityfrom external traffic filtering to internal routing and observability.

A typical gateway chain might include:

1 A loadbalancer and API Gateway in the DMZ
Provides initial security such as authentication, input validation, and protection against
malformed JSON or XML payloads.
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1 An internal APl Gateway
Resides within the corporate network, responsible for roatnaiccess policies.
T An ingressgateway in a Kubernetes cluster
Directs external traffic into the cluster and distributes it to the correct services.
1 Sidecargateways(proxies in a service mesh)
Deployed alongside individual services, handling sertoegervice communication,
traffic shaping, and observability features like tracing and metrics.

DMZ Internal Network ' Kubernetes Cluster

Load Balancer API Gateway API Gateway API Gateway AP| Gateway Backend

> Ingress SFrvice Mesh =
Sidecar

Image: Chain ofmultiple gatewaysrom DMZ to backend

I n microservices architectures, i téewnal so co
gateway or sidecar proxy adding further layers to the chain.

Trade-offs in Gateway Chaining

Routing traffic through multiple gatewapsturallyintroducesa performance overhead
Everyhop adds latency and processing time. The challengéadace security,
observability, and reliabilitagainstacceptable performance.

Still, the operational overhead is often lower tleapeced

We conducted an experiment chainb@ gateways sequentiallpn a single machind&ach

gateway passed the requesttothenesi ng t he | ocal operating sy
The test used BOST request with a 100 KB payloadda 100 KB responsé&ven with this

extreme setup, the totadund-trip time remained unde&t00 milliseconds

This resultdemonstratethat evera longchain ofgateway introduces only moderate latency.
In realworld scenarios, where the number of chained gateways is typbhedliyeentwo and
five, the performance penaltyastennegligibleandoutweighed by théenefits of layered
control observabilityand modularity

The surprisingly low latency also supports current architectural trends, especésipin
Trust environments, where clear segmentation and policy enforcement zones are essential.
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4.7 Zoning andero Trust

While many diagrams in thisookshow a simplified architecture with just three network
zonesInternet, DMZ, andintranet,t hi s doesndét reflect the
environments. Nor is it sufficient from a security standpoint.

This basic threeone model creates a potena#thick path.
An attacker might breach a single poorly secured system in the Intranet, then use it as a

stepping stoneto move laterally within the network. Given the number and variety of
systems inside most corporatetworks it's likely that at least one weak point exists.

Public Internet DMz Internal Network

API Gateway Application

- &

<§\\
=71

—

Victim

Image: Attacker jumping from compromisddtranet system to internal targets

Fine-Grained Zoning

To strengthen internal security, many organizations introdddéional internal zones each
with its own security boundary. This strategy limits lateral movement within the network,
helping to contain potential breaches. TechnologiesSikéware-Defined Networking

(SDN) make it easier to define, manage, and adapt these segmented network zones
dynamically.

More zones also mean more complexifyne-grainedsegmentation makes routing between
services harder. Systems that previously communicated directly may now need to cross
multiple boundaries, and each boundary can enforce different access rules.

T h at 6 sintemnhl ARl &ateways come into playThese gateways manage traffic

between zones, acting as bobliting hubs andpolicy enforcement points They help
ensure that only authorized, and validated traffic can pass from one zone to another.
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Zone A Zone B

Service API Gateway Service

A
a

Image: Gateway routing API traffic betweenternal retwork zones.

By placing gateways at these boundaries, organizations maintaiodmttbl and visibility
without sacrificing modularity or security.

Zero Trust Networking

Another approach gaining traction is thero Trust model.Unlike traditional perimeter
based models, Zero Trudbes not automatically trust anything not even devices or
services inside the internal network.

Under Zero Trust principles:

1 Internal network connections are considered untrusted by default.

1 Everycommunicatiormust beauthenticated and authorized regardless of its origin.

1 All network traffic,especially between services like APIs and gatewayst be
encrypted and verifiedypically using TLS or mutual TLS (mTLS).

The good news2PI Gateways are welluited for Zero Trust environmeni&hey can:

1 Terminate and initiate TLS or mTLS connections

1 Authenticate and authorize request

1 Enforce finegrained policies per service drent

This makes them a natural fit for enforcing Zero Trust policies at network and application
boundaries.
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5 Installationand APIOps

In the past, setting up aP| Gatewayoften meantisingagraphical user interfacar
managing it as part of a larger, sometiroesmplexAP|I managementplatform

Today, thatdos changed. Modern gateways are
DevOpspracticesAPI Gateways areften packaged aontainers, making them easy to
deploy, update, and scale. This shift enables teams to automate the deployment process and

maintain consistent configurations across development, staging, and production environments.

5.1 Containerized>ateways

PackagingAP| Gateway intocontainerffersseverabenefits. It ensurgsortability and
consistencyacross development, testing, and productiovironmentsTeams can focus on
configuring and scaling the gateway without worrying about the underlying infrastructure.

Containerized gateways are easy to deploy and integrate into CI/CD pipelines. Many
gatewaysan be launched withsangle Docker command making it simple to get started or
to test locally.

Here are some examples of popular gateways and how to start therD askay:

Envoy

docker run -p 9901:9901 - p 10000:10000
envoyproxy/envoy:v1.73.7

Kong

docker run \
- e "KONG_DATABASE=off" \
- p 8000:8000 - p8443:8443 \

kong:latest
Membrane
docker run -- name membrane -p 2000:2000 predic8/membrane
Tyk
docker run -- name tyk - p 8080:8080 tykio/tyk - gateway
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Certain gateways require additional infrastructure running in separate containers. For
example APISIX uses @ocker Composefile to launch aretcd registry alongside the
gateway container.

5.2 APIOps

APIOpsappliesDevOpsprinciplessuch as automation, version control, and continuous
deliveryto theAPI lifecycle. It treats both APIs anllPl Gatewayg as code, enabling
repeatable, testableandsecuredeployments.

By integrating APIOps into your workflow, trenfiguration and deployment of gateways
become significantly more streamlined. Gateway configurations and OpenAPI specifications
are stored irsource controlsystems like Git, witlpipelinesmanaging validation, build, and
deployment.

A typical APIOps deployment pipeline for updating/&inl Gatewaymightwork like this:

1. Merge
A configuration change is merged into thainbranch of theGit repository, triggering
pipeline.

2. Verification
The gateway configuration &lidatedfor syntax and structural correctneshis may
include OpenAPI linting.

3. Build
A container image is built with the updated configuration and pushedawotainer
registry.

4. Deployment
The image is deployed to the targaetiironmentwhether that's Kubernetes, a VM cluster,
or a cloudhosted gateway instance.

Merge of Pull Request

Container
Runtime

:

Verify Build

@/

Image: DevOpsbased API deployment process

Deploy

Container
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This automated, GitOpstyleworkflow ensures:

1 Consistent configuratiorescross environments

1 Fewer manual errors

1 Fasterand saferollouts

1 A transparent audit trail linked thesource controfystem

APIOps doesn't just improve efficiendy alsoincreases confidence thedelivery pipeline.
Sidenote: Why apply APIOps to gateways?
Treating gateway configuration as code brings the same consistency and agility that DevOps

brought to application cod#é.also helpgrevent configuration drift between environments,
which often sneaks in through ad hoc changes in Uls or quick fixes in the terminal.
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6 OpenAPI

OpenAPI has become the de facto standard for describing#dTdRB ed APl s. But
than just a documentation format. As we already saw in the chapter on configuration,
OpenAPI can play a central role throughout the entire API lifecycle.

I n this chapter, weoll explore how OpenAPI
gateways can:

1 Be configured directly from OpenAPI descriptions
T Rewrite addresses in OpenAPI documents on the fly to reflect glablimy endpoints
T Validate incoming and outgoing messages against OpenAPI definitions

These capabilities not only improve the developer experience but also help enforce
consistency, contract compliance, and security at runtime.

Sidenote: What is OpenAPI?
The OpenAPI Specification(originally known as Swagger) defines a standardized way to
describe APIs using YAML or JSON. It goes beyond just document&@ioenAPI
descriptions can drive tools for mocking, validation, code generation, testing, and automation.
In many setups, these specifications even serve as the configuration soieeGateway,
making them a cornerstone of modern API design and deployment.

6.1 OpenAPdbased Configuration

OpenAPI provides a structured, machmeadable format for describing APIs, covering
everything from endpoints and HTTP methods to parameters, authentication requirements,
and response formats.

Today, many moderAP| Gatewag support OpenAPI as a firslass configuration source.
Instead of setting up routes, authentication, and validation rules manuallyftgnaan just
hand the gateway an OpenAPI file and let it handle the rest.

This approach makes the OpenAPI documesihgle source of truthfor implementation,
documentationand deployment. It simplifies onboarding, reduces human error, and enables
repeatable, automated rollsatf new APIs across environments.

TakeAWS API Gateway as an example: you can import an OpenAPI file directly in the
AWS Console to create and deploy a new API in just a few clicks.
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e e 5 | [ 4P Gateway - Create REST AP1 X

- c © & httos:feu-north-1.console.aws.amazon.com/apigatewayjmain/create-rest7experience=rest-importaregion=e P @

= APIGateway > APls > Create APl > Create REST API

Create REST API i

API details

New API

reate a new REST AP|

© import API O Example API
mport an AP from an ¢ n

AP definition

Upl: endPI file, or p

Choose fil

N coencpi: "3.0.3"
2 info:
3 title: "Fruit Shop API"
4 description: "![Logo](https://www.predic8.de/1ogo6.png)\n\nShowcases REST API design\
5 \ and serves as a public API for\neducational usage. Feel free to use this API\
6 \ even by using the POST, PUT and DELETE methods. Youl\ncannot do any harm, the\
7
8
9

the definition into the field below.

M API will be reset cutomatically.\n"
contact:

10 url: "https://www.predicB.de”

11 email: “infopredic8.de”

1z version: "2.2.0"

13 servers:

14 - url: "https://api.predic8.de/shop/v2"
15 togs:

16 - nome: "Overview"

17 - name: "Products”

18 - name: "Vendors"
19 - nome: "Orders”
20 - nome: "Customers”
21 paths:

Image: Creating an API from an OpenAPI document in the AWS Console
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Once importedrom OpenAP] the API definition appears in the AWS Console. All paths,
methods, and parameters are visible and can be further adjusted if needed:

APl actions ¥ Deploy API

Resources

Create resource

=7
GET
& /eustomers
GET
G /id}
GET
& /orders
GET
POST
[ sorders
GET
G /id}
GET

[E /actions
[ /eancel
PUT
[E /purchase
PUT
& /items
GET

[customers/{id}/orders - POST - Method execution

( Update documentation ) ( Delete )

ARN Resource ID
|_|:| arn:aws:execute-api:eu- psv27f
north-1:124676433502:01a9gvzaxa/*/POST/

customers/{id}/orders

- Method request - Integration
request
—s
Client .
. Method response «— Integration
response
Method request Integration request Integration response
Integration request settings
Integration type Info HTTP proxy integration info
HTTP False
Paths Input passthrough

Image: API created from an OpenAPI document in the AWS console

HTTP
integrat

Method respo >

This approach isonvenientandit fits perfectly with automated workflows. Since OpenAPI
files are structured and versioned, they can liv@itrrepositoresand serve as a single source
of truth. From there, a CI/CD pipeline or the gateway itself can pick up changes and trigger
deployments automatically.

@ﬂ Merge of Pull Request

Pull

Image: Automated deployment pipeline triggered by OpenAPI changes

API Gateway

3
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To improve reliability and consistency, teams often enforce arggllestbased workflow for
OpenAPI definitions. Any change triggers a CI/CD pipeline that runs automated checks, such
as syntax validation, style guide enforcement, and security scanning, and may also require
manual review.

One widely used tool in this processSigectral, a linter for OpenAPI documents that
supports both custom and commumityaintained rule sets. There are even rules for the
OWASP API Security Top 10

Sidenote: What is Spectral?
Spectral is a customizable linter for OpenAPI that heghforce consistency, quality, and
security across API definitions. It can validate from basic syntax to more advanced concerns
like security policies ané\PI Style Guides For teams working witAPIOps, Spectral often
becomes a central piece in the toolchain, automating governance and ensuring every API
stays cleamndcompliant.

By using OpenAPI as the central artifact for both documentation and configuration, teams can
align developers and operations, reduce duplication, and avoid drift between environments.

Sidenote: Configuration as a document
Using OpenAPI files as configuration artifacts blurs the line between documentation and
deployment. Instead of writing two separate things, APl docs and gateway configs, you only
need one. That reduces duplication, simplifies maintenance, and gives devealogp
operatios teans a shared artifact to collaborate on.

Resources

OpenAPI Specification
https://swagger.io/specification/

Spectral (OpenAPI Linter)
https://github.com/stoplightio/spectral

OWASP Ruleset for Spectral:
https://github.com/stoplightio/spectralvaspruleset

OWASP Top 10 API Security Risksi 2023
https://owasp.org/ARSecurity/editions/2023/en/0x 110/
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6.2 OpenAPURLRewriting

An OpenAPl document doesndt just .dtalfoiteise t he
clientswhere to find an API. Theservers section specifies the base URL that clients should
useto connect

In this sense, OpenAPI provides a lightweight form of service discovery. Instead of querying
a registry at runtime, clients read the service location directly from the API description.

Below is an example snippet from an OpenAPI ttefinesbotha production and test
environment:

openapi: '3.0.3'
info:
title: Fruit Shop API
version: '1.0'
servers:
- url : http://  srv5 .predic8.de/ test/ shop/v2
description: test
- url : http://  srv5 .predic8.de/shop/v2
description: production

Now picture this. You have an API Gateway in front of a backend service. A developer
downloads the OpenAPI document from the gateway, but the gateway simply forwards the
backends original OpenAPI file unchangé8teps 1 to 4)The developer then generates a
client from that specificatio(Step 5)

The result is a subtle but real problem. The generated client may use the server URL from the
OpenAPI document, which points directly to the backend. In that case, the client starts calling
the backend service directly ahgpasses the gateay entirely (Step 6)

@ GET http://srv5.predic8.de/shop/v2/products
Client API Gateway Backend
@ api.predic8.de srv5.predic8.de
http://api.predic8.de/shop.yml http://srv5.predic8.de/shop.yml
| < <
o7 ® ® g2
«V «V

servers 3 servers:
- url: http://srv5.predic8.de/shop/v2 - url: http://srv5.predic8.de/shop/v2

Image: Bypassing the API Gateway caused by an unmodified OpenAPI document

|l deally, the backend should only be reachabl
firewall will block the request.
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URL Rewriting

The fix is to change the addresses. The gateway rewrgeOpenAPI document on the fly.
More specifically, it replaces thervers section with the publifacingURL of the gateway.

You could also keep a modified copy of the OpenAPI document and serve that instead of
fetching it from the backend. But that quickly turns into a maintenance burden. Whenever the
backend API changes, for exammenew endpoint is added or a parameter is modified, you
would have to update your copy manually. That step is easy to miss.

Dynamic rewriting avoids that problem. The gateway forwards the original paths, schemas,
and other definitions from the backend, but swaps in the correct base URL. This ensures
generated clients always call the gateway rather than reaching the backethygl dire

@ wicaom | (3) Bakend e
http://api.predic8.de/shop.yml http://srv5.predicB.de/shop.yml
»| | OpenAPI >
@ Rewriter
@ 6
A A
v 44
sefvi:i: http://api.predics.ds/shop/v2 hefvii? http://srv5.predic8.de/shop/v2
@ http://api.predicB.de/shop/v2/ _ @ http://srv5.predic8.de/shop/v2/ _
Image: API Gateway rewriting URLs in OpenAPI descriptions
Hereds how the modified OpenAPIlI might | ook
openapi: '3.0.3'
info:
title: Fruit Shop API
version: '1.0'
servers:
- url : http s:// api .predic8.de /test/ shop/v2
description: test
- url : http s:// api.predic8.de /shop/v2
description: production

Clients will now get the correct addreasd requests go through the gateway, where they can
be secured, logged, or transformed as needed.

Theimage shows the Swagger Ul with the rewritten URLSs in the server dropdown.
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Fruit Shop API1®

http://openapi-preview.example/
Servers
v https://api.predic8.de/shop/v2 - test ]

https://api.predic8.de/test/shop/v2 - production

Image: Two rewritten server URLS in the Swagger Ul

6.3 Messagé/alidationwith OpenAPI

OpenAPI describes an API in detail, which makegzeitffectfor messagealidation

Many API Gateways and testing tools can verify that requests and responses comply with the
rules defined in the OpenAPI documehiie validation can happen in reame, right as
traffic flows through the gateway.

Gateways canalidateevery part of an HTTP exchange:

1 HTTP method andpath
Including path variables and query parameters.
1 Headerfields
Ensuring required headers are present and correctly formatted.
1 Payloadformat and structure
Verifying theContent - Type and validating JSON or XML bodies against the defined
schema.
1 Security mechanisms
Checking that authentication and authorization requirements defined in the specification
are met.
1 Statuscodesand error responses
Ensuring that response codes and error payloads match the documented contract.

By enforcing whatoéds described in the OpenAPI

across environments, help detect integration issues early, and reduce security risks. This
makes APIs more predictable, secure, and easier to manage.
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The listing below shows an error message returned by the API Gateway after a request failed
OpenAPI validation:

HTTP/1.1 400 Bad Request
Content - Type: application/problem+json

{
"title": " OpenAPIl Message validation failed Y
"type": "https:// ... Iproblems/validation”,
"validation": {
"method": "POST",
"path™: "/ users ",
"errors™: {
"REQUEST/BODY¥/name ": [
{
"message":
“'name' exceeds max length of 20 characters P
}
]
}
}
}

Looking for hands-on examples?
If you want to see how these OpenAPI features work in practice, head @reaiter28
OpenAPI There, you'll find reaorld configurations and use cases like URL
rewriting and request validation.
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7 Message Transformation

APIs and JSON have made communication between applications much easier. Still, even if
two systems both expose APIs, they often cannot talk to each other directly without some
kind of translation layer in between. Even within the same business domaiagméssnats
frequently differ in structure, field names, or semantics.

Integration platforms such @gache NiFior frameworks likeApache Camelare built to
mediate between many different protocols and data formats. They can bridge HTTP,
messaging systems, file transfers, and more. They arevalssuitedfor mediating between
APIs.

API Gateways are more focused. With a few exceptions, they do not bridge HTTP APIs to
completely different technologies such as message queues or FTP servers. However, when all
participating systems communicate over HTTP, an API Gateway can act as aittw
integration component between applications. How effective it is in that role depends largely

on its message transformation capabilities.

Everything inside an HTTP message can be transformed. Gateways can rewrite paths, add or
remove headers, and use transformation components to change the message body itself.

In this chapter, we explore how message transformation works in API Gatendyshich
options are available to adapt requests and responses to different applications.

There is also a tradaff. Message transformation increases flexibility, but it also increases
complexity. Every additional parsing and transformation step expands the attack surface of
the gateway. At the end of this chapter, we look at typical attacks against message
transfomers and discuss how to mitigate them.
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How Message TransformationWorks

An HTTP message can contain a body with a specific media type, which is indicated by the
Content - Type header. In the diagram below, the client sends XML messages, while the
backend expects JSON. But the difference is not limited to the data format. The structure and
field namesnaydiffer as well. For example, the client uses the field name, while the

backend expecisirrency

POST /add-fruit POST /products
Content-Type: text/xml Content-Type: application/json
<add> {
<fruit>Citron</fruit> "name": "Citron",
<price unit="EUR">0.39</price> "price": 0.39,
Client </add> API Gateway "currency": "EUR" Backend
}
» X0 >
« CIXO

Image: API Gateway transforming XML messages into JSON

The API Gateway between the two parties acts as a mediator. It translates the incoming
message into a format that is digestible by the receiver. This translation is performed by a
transformer component that is either configured declaratively or implemesitegia

scripting or templating language.

On the way back from the backend to the client, the process works in the opposite direction.
The response message must also be transformed so that the client receives data in the format
and structure itanunderstand.

Recently artificial intelligence has emerged as a powerful helper for creating message
transformations. While it would be technically possible to perform transformations directly

using an Alpowered transformation plugin at runtime, this approach would resudion

response times, higher costs, and unpredictable behavior. A more practical approach is to use

Al to generate transformation templates, configurations, or scripts that run efficiently at the
gateway. Weol | | ook at attheend of tois chapter. Al f or t hi

7.1 TemplateEngines

Many API Gatewayg use templa@itg engines for message transformation. Templateslare
in-the-blanksdocuments whose placeholders are evaluated at runtime based on the HTTP
message being processed.
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AWS API Gateway, for example, provides templating based oAplehe Velocity
template engine. The following template renders HTTP request headers as a Markdown table:

#set($headers = $input.params().header)

| Header | Value |

| <oeeeee | < |

#foreach($ name in $headers.keySet())

| '$ name’ | $headers.get($ name) |
#end

The output of a template engine is usually text. By defining the appropriate formatting rules, it
is possible to generate any tddased format, including JSON, XML, evenCSV. The next
example renders HTTP regstheaders as a JSON document:

#set($headers = $input.params().header)

"headers": {
#foreach($name in $headers.keySet())
"$name": "$headers.get($name)"#if($foreach.hasNext),#end
#end

}
}

HTTP header fields anosthermetadata are exposed to the template through predefined
variables. SomAPI| Gateway also allow access to the message body using expressions such
as JSONPath or XPath, enablegenmore complex transformations.

7.2 Scripting Transformations

Templates, stylesheets, and generic transformers are useful, but they have limits. Message
transformation is often more involved than mapping field A to field B or converting JSON to
XML. Typical challenges include:

1 Date format transformations, for example converting a timestamp into an ISO date
like 2026:01-21

Date calculations such as adding ten working days to a given date

Inserting the current date or time

Lookups, for example translating a code like BOL il of Lading

Calculating totals or derived values

Generating sequence numbers

=A =4 =4 4 -4

These kinds of tasks quickly go beyond simple declarative mappings. They require
conditional logic, arithmetic operations, and sometimes access to external data.

Scripting languages akeell-suitedfor implementing transformation logic directly inside the
gateway. They allow you to express complex rules in a compact way, without setting up a
compiler or a development environment.
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That said, flexibility comes with responsibility. Scripased transformations should be kept
readable andavell-structured Otherwise, the gateway can slowly turn into an application
server in disguise, which is usually not the goal.

Let'stakea look atsome popular scripting languages used in APl Gateways.

JavaScript

JSON is a subset of JavaScript, which makesatural fit for JSON processing. It offers
native support for JSON structures and provides a powerful and expressive way to build
message transformers.

The example below demonstrates several common transformation techdajees:
conversion restructuring the document, ancomputing the total value of order positions.

function convertDate(d) {
return d.getFullYear() + " -+
("0"+(d.getMonth()+1)).slice( -2)+" 2"+
("0"+d.getDate()).slice( -2);

id: json.id,
date: convertDate(new Date(json.date)),
client: json.customer,
total: json.items.map(i => i.quantity * l.price)
reduce((a,b) => a+b),
positions: json.items.map(i => ({
pieces: i.quantity,
price: i.price,
article: i.description
D)
)

This example also illustrates the use of functional programming constructs suughaasl
reduce , which arewell-suitedfor transforming collections of data.

API Gateways with JavaScript support incliéeavitee APl Management Kong,
Membrane, Tyk, andZuplo.

Groovy Scripts

Groovy is a powerful scripting language that runs on the Java platform. It provides concise
and expressiveeaturedor reading, manipulating, and writing JSON and XML, coming very
close to native support.

The same transformer shown in the JavaScript seabomecan be written in Groovy like
this:
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import java.text.*

def dfIn = new SimpleDateFormat("d MMM yyyy",Locale.US)
def dfOut = new SimpleDateFormat("yyyy - MM dd")

[
id: json.id,
date: dfOut.format(dfin.parse(json.date)),
client: json.customer,
total: json.items.collect { it.price * it.quantity }.sum(),
positions: json.items.collect {
[
pieces: it.quantity,
price: it.price,
article: it.description
]
}
]

This example highlights Groovybés clean synt a
processing. Operations likellect ~andsum make transformations both readable and
compact, especially when dealing with structured data.

We | i ke Groovyds expressive style and often
and integration scenarios.

API Gateways with Groovy support incluBeomi APl Management Gravitee API
Management andMembrane.

Lua Scripts

API Gateways such aspache APISIX, Kong, andIBM APIcast are built on top ohginx
andOpenResty As a result, they support scripting with Lua.

The following example shows the same transformation as in the previous sections,
implemented as a Lua script:
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ngx.req.read_body()
local date = require "date"
local json = cjson.decode(ngx.req.get_body_data())

local total = 0
local positions = {}
for _, item in ipairs (json.items) do
total = total + (item.price * item.quantity)
table.insert(positions, {
pieces = item.quantity,
price = item.price,
article = item.description

)

end

local output = {
id = json.id,
date = date(json.date):fmt("%Y - %om%d"),
client = json.customer,
total = total,
positions = positions

}

ngx.reqg.set_body data(cjson.encode(output))

7.3 Transformation betweedSONand XML

XML and JSONshare some similarities. Both are huntaadable text formats, both support
nested structures, and both are widely used for data exchange between $tdtems.
converting between them is not as simple as it looks. A tru¢osoee translation isftennot
possible.

JSON is not just XML with a nicer syntaXML offers features that JSON does not have,

such as namespaces, attributes, and mixed content. JSON, on the other hand, follows a
simpler structural model. Object properties are unordered, and duplicate field names are not
allowed. In XML, element ordesisignificant, and the same element name can appear
multiple times as sibling elements.

These differences matter. Any transformation between JSON and XML has to make
assumptions about how certain structures are represented.

When designing an API that relies on format conversion, these structural differences should

be considered early. Otherwise, small inconsistencies can turn into interoperability issues
later.
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7.3.1 XML to JSON

In this section, we look at XML peculiarities and how they can be mapped to JSON in a
predictable and practical way.

XML Attributes

JSON has no equivalent to XML attributes. Consider the following XML document:
<person id="1721" >

<name>Jose</name>
</person>

One possible transformation into JSON looks like this:

{

"person”: {
"name"; "Jose",
"oid™ 1721

}

}

The XML attributeid is mapped to a JISON object property namied To distinguish
attributes from properties that originate from child elements, attribute names are often
prefixed with an underscore an atsign

Mixed Content

JSON is sometimes described as the successor of XML. In reality, they are fundamentally
different. XML is amarkup language while JSON is a dataotation for structured
objects

I n typical API and integration scenarios,
XML messages represent structured data, not formatted text. However, XML support
markup, and this feature may appear in documents that need to be converted.

Consider the following example:

<log>Access from <ip>192.168.2.28</ip> blocked.</log>

Here, thedog element contains text, and inside that texibaelement is embedded. This
structure is known amixed content Character data and child elements are interleaved within
the same parent element.
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JSON has no concept of markup or mixed content. The closest representation is to model the
content as an ordered array of text fragments and objects:

{
"log": [
{
" text": "Access from "
h
{
"ip": "192.168.2.28"
h
{
" text": " blocked."
}
]
}

The array is necessary to preserve the original order of text and embedded elements. Without
it, the relative position of the IP address within the surrounding text would be lost.

Fortunately, mixed content is rarely used in typical data integration scenarios, where XML
documents usually represent structured data rather than text markup.

Namespaces

Namespaces allow mixing the vocabulary of diffenéhiL languageswithin a single
document. They make it possible to combine independently defined schemas without naming
collisions.

At the same time, namespaces si gmaiedsonavhynt | vy
XML is perceived as difficult to work with.

<nsl:person xmins:nsl="uri:person” xmins:ns2="uri:address" >
<ns2 :address>Madrid</ ns2 :address>
</ nsl :person>

JSON has no concept of namespaces. As a result-B%MBON conversions must either
drop namespace information or encode it in somlecgdvay. A common approach is to
retain namespace prefixes as part of the property names:

{

"nsl:person™: {
"xmins:ns1": "uri:person”,
"xmlns:ns2": "uri:address",
"ns2:address": "Madrid"
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Array Detection

One of the hardest problems in XM&-JSON conversion is determining whether an element
represents a single value or a list.

Consider the following XML document, which contains aménal

<animals>
<animal>dog</animal>
</animals>

A converter might reasonably transform this into:

{
"animals": {
"animal": "dog"
}
}

In a later message, a secamdmalappears:

<animals>
<animal>dog</animal>
<animal>cat</animal>
</animals>

Now the same converter produces a list:

{
"animals": {
"animal": [
"dog”,
"cat"
]
}
}

From the perspective of a backend or client, thishseaking change The structure of the
document has changed. Code written to handle a string tgammoess an array.

Without explicit knowledge of the intended structyseovided by a schema or configuration

it is impossible for a converter to reliably decide whether an XML element should be mapped
to a JSON array. This ambiguity is one of the fundamental impedance mismatches between
XML and JSON and a frequesburce of integration errors
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Element Order

In XML, the order of elementsatters After parsing, an application receives the elements in
exactly the order in which they appear in the document. In many applications, this order is
essential for correct processing.

The following document describes a workflow whose steps must be execstaliance:

<workflow >
<check/>
<translate/>
<compute/>
<archive/>

</ workflow >

After transforming this document using thei2json component of our gateway, the result
was

{

"workflow ": {
"compute™: ",
"archive": ",
"check": ",
"translate": "

}

}

The element ordes lost. Executing the workflow in this order does not makgsense.

While a converter could attempt to preserve the original order when producingal Sl

JSON objects themselves are unordered by definition. There is no guarantee that the property
order in the serialized document will be preserved when it is parsed by the receiving
application.

To reliably preserve ordering, the workflow steps must be represented as an array, since array
elements in JSON are ordered:

{

"workflow": [
"check",
"translate”,
"compute",
"archive"

]

}

This example highlights another fundamental mismatch between XML and JSON and shows
¥ it /i)

IR (R
D
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Missing Types

In XML documents, data does not carry type information. While types can be defined in
external XML Schema definitions (XSD), most XMb-JSON converters do not use schemas
as guidance during transformation.

Instead, converters often try goessdata types based on the actual values they encounter.
Consider the following XML document for an address in Milan:

<address>
<city>Milano</city>
<zip> 20121 </zip>
</address>

A converter may infer that the ZIP code is numeric and produce the following J}&fdibe
that20121 isn‘twrapped in quotes.

"address": {
"zip™ 20121,
"city": "Milano"

}

Now look at an address from Tokyo, where ZIP codes contain a dash:

<address>
<city>Tokyo</city>
<zip> 100- 0005 </zip>
</address>

This time, the same converter will likely infer that the ZIP code is a string:

"address": {
"zip": "100 - 0005" ,
"city": "Tokyo"

}

The result is an inconsistent data type for the same field. At the receiving end, this
inconsistency can easily bretide contract.

Without explicit type information, XMEo0-JSON conversion is always a guess. You can

never be sure whether a value that looks like a number in one request might suddenly appear
as a string in the next. One possible workaround is to convert all valuesgs,but that

leads to poor API design.

7.3.2 JSON to XML

The transformation from JSON to XML also comes with challenges, although typically fewer
than in the opposite direction.
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JSON follows a simpler structural model and does not support features such as attributes or
namespaces. This reduces ambiguity during conversion. Still, there are structural differences
that must be addressed, especially around root elements, array ¢aaoltirelement

ordering.

In the following sections, we examine the typical issues that arise when converting JSON to
XML and how they can be handled in a consistent way.

JSON Documents are nbTrees

At first glance, JSON documents look like trees. However, JSON itself does not define a tree
model in the same way XML does. XML always has a single root element, and a clearly
defined parent child hierarchy. A JSON object, by contrast, is defined asfanaete value

pairs and arrays. Object properties are unordered by specification.

Another important difference is that a JSON document does not have to be an object. Any
valid JSON value can be a complete document. All the follow@rgplesare valid JSON
documents:

Sample Document Description
{"foo™ 1} Object
[1,2,3] Array

42 Number
true Boolean
null No value
"foo" String

Table: JSON data types

In integration scenarios, most JSON messages are objects. Arrays are also common, and in
rare cases even a single number or string may be exchanged. These values can still be mapped
to XML by wrapping them inside a root element.

For the following examples, we focus on JSON objects. Consider this simple document:
{
}

"name": "Elena"

8C



The API Gateway Handbook

A JSONto-XML converter could transform this into:

<name>Elena</name>

Now consider a slightly extended document:

{

"name": "Elena",
"city": "Buenos Aires"

}

Here,name andcity are sibling properties at the same level. XML, however, requires a single
root element. To produce valid XML, both elements must be enclosed within a common
parent:

<root>
<city>Buenos Aires</city>
<name>Elena</name>
</root>

Although both XML outputs represent similar data, their structure differs. The shape of the
resulting XML depends owhether the JSON input contains one property or multiple
properties.

This variability can break interfaces that rely on a stable XML structure. For that reason,
many JSON to XML converters always wrap the generated content in a predefined root
element, regardless of the number of properties in the original JSON document.

Property Order

Properties in JSON are unordered by definition. Even if many implementations preserve
insertion order, the JSON specification does not guarantee it.

XML, in contrast, is ordesensitive. In many XML schemas, elements are defined as
sequences with a strict order. Changing the position of an element can lead to validation
errors or cause problems in systems that rely on a fixed structure.

When converting JSON to XML, this difference becomes visible. If the converter processes
properties in arbitrary order, the generated XML may not match the expected element
sequence. For loosely defined XML formats this may not matter, but for salrarea

interfaces it can be critical.

To avoid issues, converters may enforce a predefined element order or apply a post

processing step, for example usangcript orXSLT, to rearrange elements into the required
sequence.
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Null Handling

JSON has aull data type to represent unknown or missing values. XML itself does not have
a builtin concept ofwll .

In the following JSON documerthe fielda contains an empty string, while the valueoa$
unknown:

"b": nuI’I

A JSONto-XML transformationmight rendeboth values as empty elements:

<root >
<a></a>
<b></b>

</ root >

7.4 Combining generic with concrete Transformations

The shortcomings of generic transformations can be compensated for by adding an additional
transformation step that corrects or refines the result.

A common pattern is to first apply a generic transformation, for example JSON to XML, and
then follow it with a more specific transformation that adjusts structure, naming, or ordering.
This keeps the initial step simple while still allowing precise comifere needed.

In a transformer pipeline, each step builds on the output of the previous one. A generic
converter can handle the heavy lifting, such as structural format changes, while a second step
enforces schema requirements, renames elements, reorders fields;lasative message

with computed values.
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Image: Generic transformation followed by specific ppsbcessing stefrool: draw.io)

This layered approach keeps configurations manageable. Instead of replacing a generic
converter with a&ompletecustom implementation, you only refine the parts that require
special handling.

Best Practice: Start generi¢then specialize
Start with a generic conversion, such as XML to JSON. If the result already covers about 80%
of what you need, add a second step that makes the remaining adjustments. Typical fixes
include renaming fields, converting data typms,eordering elements

7.5 XSLT Transformation

XML messages can be transformed using templates or scripting languages. If you already
have experience with XSLT or have existing stylesheets, XSLT can aeditionaloption
for message transformation.

We have migrated several legacy applications that relied heavily on XSLT stylesheets. In
many cases, these stylesheets were copied from etosgde solutions and reusaihost
unchanged with a modeaopen sourcgateway.

XSLT, short foreXtensible Stylesheet Language Transformatisns language for
transforming XML documents into other texased formats. The output can be XML, HTML,
CSV, or virtually any other text format. The input, howeweustalwaysbean XML

document.

XSLT is not easy to learn. It is not imperative like most programming languages and does not
use commands in the traditional sense. Instead, it idoaded and declarative. In this respect,

it resembles logic programming languages such as Prolog ared siharacteristics with

functional programming, including the absence of side effects. Because XSLT requires a
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significant learning effort and is considered a legacy technology, you shinkdtwice
before starting to learn XSLT today.

If that does not discourage you, XSLT offeeveral advantages ftite transformation of
XML messags:

1 Standardized XSLT is a W3C standard, and stylesheets can be reused across
different tools and platforms without modification.

T XML -native: XSLT fully supports XML features such as namespaces.

T Rule-based model Pattern matching enables concise and powerful transformation
logic.

One major benefit is the ability to reuse existitgjesheets from legacy systemwhich can
significantly reduce migration effort.

Only a subset oAPI Gateway, primarily those based on the Java platform, provide-iouilt
XSLT support. The following gateways offer XSLT capabilities @Geathaustive list):

Azure API Maragement
Axway API Gateway

Google Apigee

Gravitee.io APl Management
IBM API Connect / DataPower
MembraneAPI| Gateway
MuleSoft Anypoint Platform
Oracle API Gateway

WS02

= =4 =4 -8_4_4_9_°5_--°

Most gateways support XSLT versions 1.0 and 2.0. IBM API Connect also supports XSLT
3.0, which can be used to transform JSON input in addition to XML.

XML to JSON Transformation with XSLT

I n this secti oXBLT cambdéusdd fol neesskge teahsfoimatian in an API
Gateway. The use case is a common one: integrating a backend API that returns XML with a
client that expects a specific JSON format.
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Assume the backend responds with the following XML document containing a list of books:

<books>
<book id="1">
<title>The Mythical Man - Month</title>
<author>Frederick P. Brooks Jr.</author>
<year>1975</year>
</book>
<book id="2">
<title>Code Complete</title>
<author>Steve McConnell</author>
<year>1993</year>
</book>
</books>

The API client, however, expects the data in this JSON format:

{
"books" : [{
"title" : "The Mythical Man - Month",
"author" : "Frederick P. Brooks Jr.",
"year" : "1975"
hA
"title" : "Code Complete",
"author" : "Steve McConnell",
"year" : "1993"
H
}
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To performthetransformation, the following stylesheet can be used:

<xsl:stylesheet version="1.0"
xmins:xsl="http://www.w3.0rg/1999/XSL/Transform">

<xsl:output method="text" encoding="UTF -8"/>
<xsl:template match=" books ">

{ "books": [

<xsl:apply - templates/>

1}
</xsl:template>
<xsl:template match=" book ">

{

<xsl:apply - templates select="*"/>

}
<xsl:if test="position()!=last()">,</xsl:if>
</xsl:template>

<xsl:template match=" *[text() and not(*)] ">
"<xsl:value - of select="name()"/>":
"<xsl:ivalue - of select="normalize - space(.)"/>"

<xsl:if test="position()!=last()">,</xsl:if>
</xsl:template>

</xsl:stylesheet>

| struggledvh et her to include XSLT i twueleghcy s book at
technology. However, in practice we still encounter many existing systems that rely on large
coll ections of XSLT stylesheets. Il n recent p
them. Since the styl esh e ainghowstwaorks todaoydne ahoher e,
wants to adapt it for their own project.

The stylesheet consists of three templates, each responsible for a specific part of the
transformation. The XSLT processor selects templates based on the current XML node being
processed.

Becausebooks> is the root element of the XML document, the following template is applied
first:

<xsl:template match=" books ">
{ "books": [
<xsl:apply - templates/>
1}

</xsl:template>

This template creates the outer structure of the JSON documenrixsTagply
templates/>  instruction tells the processor to continue processing the child elements of
<books> .
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Next, the processor applies the following template once foramok> element:

<xsl:template match="book">

{

<xsl:apply - templates select="*"/>
}
<xsl:if test="position()!=last()">,</xsl.if>
</xsl:template>

This template wraps each book in a JSON object.pbigon()!=last() check ensures
that commas are placed correctly between book entries, but not after the last one.

Finally, the third template renders the individual properties of a book:

<xsl:template match="*[text() and not(*)]">
"<xsl:ivalue - of select="name()"/>":
"<xslivalue - of select="normalize - space(.)"/>
<xsl:if test="position()!=last()">,</xsl:if>

</xsl:template>

This template matches elements that contain only text and no child elements, such as
<title> , <author> , and<year> . It outputs them as JSON keglue pairs and again takes
care of comma placememith this generic templatéargenumbers of fields (elements) can
beconverted in a generic matteorFields that are not converted as intended like numbers
thatdo notrequire quotes or fields that need to be renayoedcan just add additional rules
like this one to make the needeadjustments:

<xsl:template match=" id | price | count | age™>
"<xsl:value - of select="name()"/>":
<xslvalue - of select="normalize - space(.)"/>

<xsl:if test="position()!=last()">,</xsl:if>
</xsl:template>

XSLT may be a legacy technology, but it is also a very powerful one. It can handle complex
XML transformations efficiently and at scale.

To balance outth2 ods @& h o o | cofiterit, Théastsectionin this chapteexplainsusing

Al to generate transformation templates. In practice, tools like ChatGPT or Claude can be
quite helpful when designing or debuggstglesheets.
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7.6 Security Considerations for Templating

Templates make message transformations easy to implement. That simplicity, however, can
lead to careless usadgeonsider the following template:

{
}

"city": " {{params.city[O]} "

At first glance, this looks harmless. It simply inserts a query parameter such as:
?city= Vienna

into a JSON document:

{"city": " Vienna " }

Now consider a&arefullyhandcrafted request from a hacker:

?city= Rom&622,%22admin%?22:true,%22x%22:%22d"

The encoded valuw22represents a double quote. After decoding, the template produces:

{
"city": " Roma",
"admin":true,
"x":"d

}

The attacker closes the original string with the first injected quote and then adds additional
JSON properties. The extra:"d  fragment balances the trailing quote from the template so
that the final JSON is syntactically valid.

This is a classimjection attack. The template assumes that the inserted value is safe and
properly formatted. Buinescaped user input can break the surrounding structurand
inject additional fields.

To prevent this, values must be escaped according to the target format. In JISON, this means
escaping quotation marks and other characters with special meaning.

With proper escaping, the template could look like this:

"City": {{ toJSON(params.city[0]) 1}
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Because theJsSoON() function renders a valid JSON striligral , additional quotes in the
template are no longer needed. The malicious input is then transformed into:

"Roma\ ", \ "admin \ ":true, \"x\": \"d"

When this escaped value is inserted, the JSON structure remains intasty Thield
containsone longstringwith JISON gibberishbut no additional properties are injected. The
result is syntactically valid and safe to process.

Security Hint: Never trust external input
The principle finever trust ext er ruseksuppliadp ut o

data as untrusted and take appropriate measures, such as escaping and validation, before
including it in messages.

Escaping

Escaping can be implemented through helper functions or built directly into the template
engine. A JSON aware template plugan automatically escape inserted values before
rendering them.

Escaping must match the target format. JSON, XML, and URLs all require different
characters and sequences to be escaped.

Consider this input:

Bob "The <Boss>" & Sons

Depending on the context, it must be escaped differently:

Context EscapedSample

JSON Bob \ "The <Boss> \" & Sons

XML Bob "The &lt;Boss&gt;" &amp; Sons

URL Bob%20%22The%20%3CB0oss%3E%22%20%26%20Sons

Table: Escaping for JSON, XML and URLs

The correct escaping depends on the downstream consumer and how it interprets the content.
Missing escaping, or escaping for the wrong context, can break parsing or open injection
vulnerabilities.

Using the wrong format in a template, or forgetting to specify the format at all, often leads to
incorrect or missing escaping.

Even better than relying stringbasedemplates and manual escaping is constructing
structured data using JSON or XML libraries instead of concatenating strings. Scripts can
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help implement this approach, but they introduce a different attack surface and must be
secured carefully.

i Security Hint: How to escape
Escape for the final output context, using the correct encoding, at the last possible moment.

Combine Transformation with Validation

Injection attacks often change the structure of a message or make it invalid for the expected
data format. A validator that rejects unexpected or additional fields can help detect such
manipulations early.

Validating input types and enforcing length constraints adds another layer of protection. Some
injection payloads simply do not fit into short strings or numeric fields. While validation does
not prevent injection completely, it raises the bar and maks@sitation harder.

Validation can be performed at the backend, at the gateway, or at both layers. Performing it at
the gateway has the advantage that malformed or malicious input can be rejected before it
reaches internal systems.

OpenAPI specifications antiVSDL descriptions already define message structures and data
types. They can therefore serve as a basis for request and response vahllatiwatively,
JSONandXML Schema can be used to validate payloads against precise structural rules.

Transformation and validation work best together. Transformation adapts messages to the

required format, while validation ensures that ordjid and expected data is processed
further.

Resources

Alice & Bob learn Application Security
Tanya Janca @shehackspurple, Wiley,

RFC 8259 (JSON) section on strings and escaping
https://www.rfceditor.org/rfc/rfc8259#sectic8. 1

Extensible Markup Language (XML) 1.1 (Second Edition)2.4 Character Data and

Markup
https://www.w3.0rg/TR/2006/RE@mI11-20060816/#syntax
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7.7 Best Practice

Here are a few practical guidelines thatpwith complex transformations and legacy
integrations.

Start simple, thenrefine

Begin with a minimal, working configuration that solves one small part of the overall task.
Then add transformation steps, security checks, and orchestration gradually and iteratively.
This keeps complexity under control, makes errors easier to trace, and gives you a chance to
learn from each step before moving on.

Prefer structured processingover string concatenation
When generating or transforming content, use dedicated JSON or XML libraries instead of
building documents through string concatenation or regular expressions.

These libraries understand the target format, handle data types correctly, and apply the
appropriate encoding rules automatically. This reduces the risk of injection vulnerabilities,
malformed output, and subtle parsing esror

Separatewiring from logic

Keep orchestration and routing in the gateway configuration, but move complex
transformation logic into external scripts or dedicated files. This keeps API definitions
concise and makes the flow easier to understand.

Externalizing transformation logic also enables isolated testing without running the full
gateway, which improves maintainability and supports automated tests.

An API Gateway is not the right place to host application logic. Do not misuse
transformationandintegratiors to implement business rules. Keep domain logic in backend
systems or microservices, and let the gateway focus on mediation, security, and protocol
adaptation.

Build transformation libraries

When mapping large interfaces with many endpoints, it pays off to extract reusable
transformation logic into libraries. In reaforld APIs, the same data structures and fields
often appear again and again.

Instead of duplicating mapping logic across multiple configurations, encapsulate it in reusable
scripts or templates. These I ibraries can be
capabilities and referenced from different APIs.

This reduces duplication, keeps configurations consistent, and makes changes easier and
safer.

Generictransformations

If many fields are copied or transformed in the same way from input to output, generic
transformers can significantly reduce effort. Generic JISON to XML and XML to JSON
converters, as well as reusable scripts, are often sufficient for large parts @racet
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In many casesnost ofa transformation can be handled generically. Only the fields and
structures that deviate from the norm require individual rules. This keeps configurations
shorter and easier to maintain.

Scripting languages such as JavaScript, Lua, or Groovy are suitable for implementing generic
transformers for JSON amdherformats. They allow you to traverse structures dynamically
and apply consistent rules across large payloads.

When working with XML, XSLT can be a powerful option. Its template matching model
enables compact and expressivke-basedransformations.

7.8 Creatinglransformatiomemplates with Al

Writing transformation templates, scripts, or stylesheetdRirGatewayg is usually not hard,

but it takes time. That makes it a good use case for Al assistance. With a short prompt and a
representative sample, you can often get a working template, or at least a solid starting point,
in a few iterations.

The followingsampleprompt asks an Al model to create a transformation template for the
Tyk Gateway. The template converts a JSON document into CSV.

Prompt:
Create a Tyk response transformation template using Go

templates that converts documents with the following JSON
structure into CSV:

{
"animals": [
{"name": "Skye", "species": "dog", "legs": 4},
{"name": "Molly", "species": "cat", "legs": 4}
]
}

Requirements:

- Output CSV with headers

- Commaseparated CSV format

- Include complete API definition snippet

«i Privacy Hint

When using a public Al model, use sample data and avoid sharing sensitive or personal
information.
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8 API Orchestration

A single APIcanaggregat®r coordinate multiple underlying ARI$his is calledAPI
orchestrationinstead of working in isolation, the orchestrating ABbrdinatesmultiple
internal APIs to fulfill a request, acting likecanductor leading an ensemble of backend
services.

Orchestration is especially commonsarvice-oriented architectures (SOA)and
microservicesenvironments, where functionality is split into small, focused services.

Because each of these services is highly specialized, useful business processes often require
combining several of them.

Take the example below: an order API depends on customer, article, and price APIs. Rather
than duplicating functionality, the order API serves as a composite that orchestrates responses

from all three.
Orchestration
l“ l" l‘

Customer API Article API Prices A

Order API

»

Image: Orchestration of fingrained APIs

Orchestration can improwatructure, encapsulation andreusability. But it also comes with
tradeoffs: the orchestrator becomepaint of dependency and if not carefully managed,
this can increaseoupling andfragility in the system.

SomeAPI| Gatewag come withfeatures such as:

1 Calling multiple backend services per request
1 Merging responses
1 Executing conditional logic

Alternatively, APl orchestration can be implemented outside the gateway using tools such as:

1 Workflow engines, e.g., Camunda, Zeebe
1 Integration frameworks, e.g., Apache Camel, Spring Integration
1 Low-code platforms e.g., AWS Step Functions, Azure Logic Apps

These tools can manage more complex flows,-lumging processes, or asynchronous tasks
that go beyond what kPl Gatewayis designed for.
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Typically, in API orchestratiorthe response from one API call becomes the input for the
next In practice, this is rarely straightforward. The involved APIs often sgettent
languages one might return JSONvhile another expect XML, and their field structures may
vary widely.

This means orchestration often requires:

1 Data format conversion(e.g., JSON to XML)
1 Field mapping (e.g., renaming, flattening, or restructuring data)

When using a\P| Gatewayfor orchestration, make sure it suppodbustquerying and
transformation featuresuch aslSONRath XPath andtemplatingcapabilities. Without these,
youol | |l i kely run into |Iimitations when inte

O Sidenote: Orchestration vs. Choreography

In orchestration, a central APl Gateway or workflow engine explicitly controls the
interactions between services. In choreography, services react to events and coordinate
themselvesvithout a central controlleGateways typically implement orchestration, not
choreography.
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9 Security

API Gateways sit between clients and backend senptasingthemin a naturapoint to
enforce and enhance API securifys the central entry point for API traffic, a gateway can
address a wide range of concerns, starting trathsportlevel protectionand extending
throughauthenticatiopauthorization andapplicationlevel defense

By offloading these responsibilities from backend services, the gatewaysteatplardize
andcentralize security policies across APIs, reducing complexity and improtriag
organi zationdés ability to respond to evolvin

An API Gateway can:

Handle transport encryption using TLS

Authenticate and authorizeclient requests

Validate input and output messages againstisiness rules or schemas

Protect against messagbased attacks including those targeting XML, JSON, or
GraphQL

1 Log and audit traffic, users, and sensitive events

=A =4 =4 =4

The following sections introduce key security concepts suattegrity , confidentiality,
authentication, andauthorization. These concepts form the foundation for understanding
how secure APl communication works in practitegether, they define how data is

protected, how identities are verified, and how access decisions are enforced in distributed
systems.

9.1 Integrity

Digital messages are easy to chahgehard to trust. Without protection, a receiver has no
way to tell whether a document was alterech at 6 s wher e i ntegrity che
signature or cryptographic hash can ensuretthat c ont ent hasndét been t e

Integrity is a fundamental requirement in API secu@pe of the most common use cases is

token validation. Tokens such asSDNWeb Tokers (JWTSs) are signed so that the recipient
(usually theAPl Gatewayor backend) can verify that they |
were indeed issued by a trusted authority.

9.2 Confidentiality

In 2017, a routing incident causidernettraffic for Google, Facebook, and Microsoft to be
redirected through Russia. The event underscored a critical risk: traffic can be silently
detoured without the sender or receiver knowing.
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On the opernternet the route a message takes is unpredictable. It might pass through dozens
of routers and networkscluding infrastructure owned by third parties or even potential
attackers. Without proper protection, anyone along that route could intercept and read the
data.

This is whereencryption comes into play. Encryptn ensures that only authorized parties
can read and understatie protecteadontent.

To ensureonfidentiality with APIs, two main strategies are used:

1. Establishing a secure communication channel
Confidentiality is achieved by creating a secure, encryptgot-to-point connection
between the client and server. Thisyigically done usinglransport Layer Security
(TLS), the successor to SSLLS encrypts the entire communication chanmadluding
paths headersandpayloads But only while the data is in transit. Once it reaches the
endpoint and is decrypted, the protection ends.
2. Encrypting the message
This fcures the message itself, so it stays protected even after transmission. This is useful
when messages pass through intermediariegen theyare stored for later processing.
This approach is used fdata at restor in very sensitive scenarios.

9.3 Authentication & Authorization

I n APl security, ités i mportant to distingui
authentication andauthorization.

Authentication is the process of verifyingho someoneis For exampl e, when
to show an ID card, the goal is to confirm that you are the person you claim to be. In the

world of APlIs, this often means logging in with credentials, using an API key, or presenting a
client certificate.

Once a subject is authenticated, we know their iderttitiywe donot yet know what it is
allowed to do.

Authorization determinegvhat actions the authenticated subject is permitted to perform
For instance, an APl might verify that a user is authentiGated @ ©bubanlg alow users
with the fiadmi DBLETEoehuest an@ cepanreidpointn  a
Authentication = Who are you?

Authorization = What are you allowed to do?
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Authorization in APIs

In the context of APIs, authorization typically governs actions like:
1 Can a user performROST?

T Is this token allowed to accesgmin ?

1 Does this client have permission to read a certain resourcediit@cts/ 3347

Gateways, API backends, or security policies often enforce these rules by checking roles,
scopes, or claims within a token.

Resources
'Suspicious' BGP event routed big traffic sites through Russialrhe Register 2017/12/13

https://www.theregister.com/2017/12/13/suspicious_bgp_event_routed_big_traffic_sites_thro
ugh_russia/
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10 Transport Layer Security (TLS/SSL)

API security relies heavily omransport Layer Security (TLS) to securely transmit data and
tokens between systems. In this chapter, we explain why trafepeksecurity is essential,
clarify the difference between SSL and TLS, and show how TLS is us&éBIb@ateway.

Man-in-the-Middle Attacks

API communication involves two parties: thieentand theserver To protect integrity and
confidentialityduringcommunication i t 6 S ens ene in betwaeltantedda t
manipulate, or redirect the data.

TLS protects againshan-in-the-middle (MitM) attacks, where an attacker silently
intercepts or modifies messages in transit. Without TLS, any router, proxy, or network node
along the path could potentially tamper with the communication.

TLS is the de facto standard for securing internet traffic. In fact, highel security
mechanisms lik®©Auth2 or OpenID Connectassume that the transport layer is already
secure. In other word3LS is a foundation, not an option.

SSLand TLS

You might still hear the terl8SL (Secure Sockets Layer) but i1 tds outdated.
original protocol developed by Netscape in the 1990s to secure internet communications.
However, due to serious vulnerabilities, it has long been deprecated. Its suchessport

Layer Security (TLS), is now the modern standard for encrypted connections.

Despite this, many people still refer to TLS as $8Lof habit

Transport Layer Security lsnownfor providing confidentiality by encrypting data in transit.
However, TLS camlso provide authentication It uses certificates and certificate authorities
(CAs) to verify the identities of communicating parties, ensuring that both the server and
optionally the client are who they claim to be. This dual funabiofLS helps prevent man
in-themiddle attacks and unauthorized access.
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API Gateways and TLS Connections

API Gateway sit between clients and backend services and play an active role in securing
communication.

In most setupgwo separate TLS connectionsire established:

1 One between thelient and thegateway
1 One between thgatewayand thebackend service

plaintext encrypted plaintext encrypted plaintext

1

1
Client |
1

R H oF
=T

I
I
| API| Gateway
I

Image: TLS communication between cliegateway and backend

This design allows the gatewaytarminate TLS, inspect traffic, apply security policies,
validate tokens, and perform transformations before forwarding requests.

Sidemote: TLS Passthrough
Some gateways also supp®LS passthrough where the TLS session is not terminated at
the gateway. Instead, the encrypted connection is forwarded directly from the client to the
backend.
While this approach offers ertd-end encryption, it comes with tradés: the gateway
cannot inspect, transform, or route traffic based on corsra. result, this mode is less
common and used only in specific scenarios where full privacy is prioritized over control.
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11 Content Protection

A well-worn adage is: never trust user input.” In the world of APIs, that becomésiever

trust the requestThis holds especially true for structured data formatsXikit. , JSON, and
GraphQL . Their flexibility and expressiveness also make them attractive targets. Attackers
can exploit specific characteristics of these formats to overload systems, bypass validation, or
trigger unintended behavior.

The importance of content protection is underscored by the number of known parser

vulnerabilities. According tave.org there are nearl®,000 documented vulnerabilities
related to JISONandmore than three times as many for XML

ene 5} W CVE: Common Vulnerabilities ar X v

&« C O & www.cve.org/CVERecord/SearchResults?query=json T @ ¥ ©@ 8 » =

json| | Search ]
Search tips @ | Provide feedback 2

@ Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Text searche... &

Search Results

Showing 1 - 25 of 1,941 results for json

Show: Sort by:

25 w CVE ID (new to old) v
CVE-2025-6050 CNA: Checkmarx

Mezzanine CMS, in versions prior to 6.1.1, contains a Stored Cross-Site Scripting (XSS) vulnerability in the admin interface. The
vulnerability exists in the "displayable_links_js" function, which fails to properly sanitize...

Show more

CVE-2025-5399 CNA: curl

Due to a mistake in libcurl's WebSocket code, a malicious server can send a particularly crafted packet which makes libcurl get
trapped in an endless busy-loop. There is no other...

Show more

CVE-2025-5288 CNA: Wordfence

The REST API | Custom API Generator For Cross Platform And Import Export In WP plugin for WordPress is vulnerable to Privilege
Escalation due to a missing capability check on...

Show more
CVE-2025-5025 CNA: curl

libcurl supports *pinning* of the server certificate public key for HTTPS transfers. Due to an omission, this check is not performed
when connecting with QUIC for HTTP/3, when the TLS...

Show more

Image: Search result for JSON vulnerabilities on cve.org

In the following sections we 61 | t a k somecomumoroastaeks tangedidBON,a t
XML, and GraphQL
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11.1 JSOMNAttacks

JSONrelatedattacksexploit the wayJSONpayloads ar@arsed and processéthey can take
advantage of parser inconsistencies, implementation flaws, or overwhelm systems with
excessive or maliciously structured data. Bebo® some of the mosbmmontechniques:

Duplicate Fields
JSON objectarenct supposed to contain duplicate keys. But if they do, parsers handle them
differently. Sometakethe first occurrengeotherstakethe last. Consider this example:

{

"article ": "Smartphone ",
"quantity ":1,

" price ":998,

"price ":10

}

If validation checks only the firgtice field, but the business logic uses the second one, an
attacker could exploit this inconsistency to manipulate prices or bypass validation.

Excessively Large Arrays or Strings

Oversized arrays amusuallylong strings camonsume significanhemory angrocessing
time.JSON for example, does not impose limits on string length or arraySiza value
might be just a few bytes or several gigabytes. Without safeguards, this kind afanput
overwhelm the receivedegrade performangcer evencauseadenial of servicdDoS)
conditionsthroughmemory exhaustion grocessingimeouts.

Deeply Nested Structures

Nesting JSON structures deephay look innocent but can be devastating. Even small
payloads with excessive depth can slow down or crash parsexhaysting stack space or
consuming excessive memory.

Each additional level of nesting increases the processing effort. As the snippet below

illustrates, adding another level requires only a few extra characters in the input, yet it
increases structural depth significantly.
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11.2 XMLAttacks

XML offers a rich set dieaturesbutthat richness also creates ritk. extensibility and
flexibility make it prone teseveralattack vectors, especially when parsers are overly
permissive or insecurely configured.

One of the most notorious threats comes flamecument Type Definitions (DTDs) which
allow the definition of entities that can reference external resources. If DTD processing is
enabled, attackers may expl¥ML External Entities (XXE) to access sensitive files or
trigger unexpected network requests.

External Entity Injection
An attacker might sendraquest containingn XML payloadlike the following:

POST http://localhost:2000
Content-Type: application/xml

<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY e SYSTEM "file:///etc/passwd" >]>
<foo>&e;</foo>

XXE attacks are considersd dangerous hat we coul dnét include th
Security tools and virus scanners would flag or bloclbtiek,andmost likelyyour corporate

firewall would even prevent you from downloadipgur copy ofthe book. The safest way to
include it was as an image. Thatdés why this

If the backend XML parser accepts this input arternal entities are enabledwhich they
often are by default in older systems), the parser will replacgsthentity with the content of
the referenced filéetc/passwd . The result: sensitive data is silently leaked.

Beyond leaking files, XXE attacks can also be usedh®disclosure of confidential data,
network port scanning, SSRF (Ser&ide Request Forgery), denial of service

Sidenote: Why is XML still a risk?

While many systems have moved on to JSON, XML is still in e@sgecially in enterprise and
legacy gstems That makes XML security just as relevant as ever.
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11.3 GraphQLExploits

GraphQL offers powerful capabilities for building flexible APIs, but its dynamic nature also
introduces unique security challenges. Without proper safeguards, GraphQL endpoints can be
abusedleading to excessive backend loddnial of service(DoS) conditions, or bypassing
ratelimits.

Recursive Queries

One of the most common attack patternsrnscarrsive query, where a client uses circular
references to force the server into excessiyv

{
products {

vendor {
products {
vendor {
products {
vendor {
products {
vendor {
products {
name

At first glance, the query seems innogamtly about 400 bytes. But it triggers a chain of
lookups acrostheproduct andvendor relationship that can rapidly expand the response
size. Even on a small demo API with fewer than 20 products, this query can generate more
than3 megabyteof response data.

This kind of pattern is a textbook example afemial of serviceisk: the server does a lot of

work, while the client does very little. With even deeper recursion, the backend can quickly
become overloaded.
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Introspection Abuse

GraphQL provides powerful introspection features that allow clients to query metadata about
the GraphQLschema. While useful during development, these features can become a
valuable reconnaissancéool for attackersBy leveraging introspection, a hacker can:

Discover all available types, fields, queries, and mutations
Map out relationships between objects

Identify undocumented or internal API functions

Construct highly targeted attacks

=A =4 =4 =4

The query below retrieved| typesdefined in the GraphQL schema of an Afichincludes
hiddenandinternal fields.

{

__schema {
types {
name
fields {
name

}
}
}
}

Batching

In GraphQL, multiple queries or mutations (i.e., remote function calls) can be grouped into a
single message. Consider the following document:

{
gl: products(id: "2") { name }

g2: products(id: "3") { name }
g3: products(id: "7") { name }
g4: products(id: "8") { name }
g5: products(id: "10") { name }
g6: products(id: "11") { name }
g7: products(id: "13") { name }

}

Although it's just one message, the server will treat this as seven separate queries. Because
GraphQL queries can be written very compactly, a small payload of just a few kilobytes may
contain hundreds of queries mutations

Ratelimiting plugins at theAPI Gateway which are often unaware of GraphQL internals,
typically count the entire batch as a single cHtis can be exploited by attackers to:

T Generate heavy workloads with minimal efftrtcauselenial of servicattaclks
1 Bypass ratémits and perform brutéorce attacks
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11.4 ApplyingContent Protection

To mitigate contenrbased attacks, you can actzhtent protection rulesdirectly into your
API Gatewayconfiguration. Once enabled, the gateway inspects incoming payletate
they reach backend services.

If a message matches known attack patterns or violates configured constraints, the gateway
can take one of two actions:

1 Block the message entirely, responding with an appropdié¥HTTP error code
f Sanitizethe content by removing or replacing harmful elements (ergtotype fields, or
XML DTDs)

This layer of protection is especially valuable when working \egjacy systemswhich may
lack input validation or use outdated parsers with known vulnerabilities.

Gateway Support for Content Protection

Different gatewayproductsoffer different levels of support for content inspection and
validation.Here's a quick comparison:

Gateway JSON XML Protection GraphQL Protection
Protection

Apigee n n n passthrough only

Envoy n 5 5

Gravitee n n n (in beta June 2025)

Kong n 5 Not natively 5 Via community plugins
supported

Tyk n 5 Limited XML 5 GraphQL introspection
support filtering in Enterprise

AWS API n by JSON 8 Limited XML n GraphQL support via

Gateway Schema support AppSync

validation
Table: Support for content protectian different gateways
Properly configured content protection ensures that APhotlbecome a backdoor for parser

bugs, protocol tricks, or malformed payloads. For figh formats like XML or GraphQL,
limit what the gateway will acceptbefore passing it on.
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Vendor-Specific Media Types

Vendorspecific media types introduce another detail. A type such as

application/vnd.predic8.product+json uses thejson suffix to indicate that the

payload is JSOMncoded, even though the full media type is custom. Security mechanisms
mustchecknot only forapplication/json , but also for any media type ending+json .
Resources

XML External Entity (XXE) Processing
https://owasp.org/wwvcommunity/vulnerabilities/XML_External_Entity (XXE) Processing

11.5 ContentType Confusion

When content protection is enabléd®| Gateway typically apply validations such as
blocking DTDs or detecting recursive structures based on the declared: - Type.
However, these checks are only executed iCreent - Type header is correctly set.

Take the following example:

POST /api/user HTTP/1.1
Content - Type: text/plain

"role ":"customer",
"role ":"admin",
"name": "Tobias"

}

The payload is clearly JSON. But since thuatent - Type is declared agxt/plain  , the

gateway treats it as plain texthere virtually any byte sequence is considered yahd skips

all JSONspecific inspections. This opens a loophole that attackers can use to bypass payload
validation and security filters.

One might argue that the backend should reject the request based on the iocaenact

Type headerBut in practice, many backend implementations either ignoreotitenttype
altogether or assume the payload is JSON by default. This behavior makes them vulnerable to
so-calledcontent-type confusionattacks.

How to Guard Against Content-Type Confusion?
Ensure theontenttype of incoming requests matches the expected format. This can be

enforced using a policy in the API Gateway, or more effectively by validating requests against
an OpenAPHbescription
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In OpenAPI, every request body is tied to a declamdenttype The validator checks
whether thecontent - Type header in the request matches whatefined in the API spec. If
not, the request is rejected.

In the snippet below, the request body is explicitly declaredéthe contenttype
application/json

requestBody:
content:
application/json:
schema:
$ref: '#/components/schemas/Product'

A web application firewall (WAF) positioned in front of the APl Gateway adds extra
protection. By inspecting parts of the payload, it may detect a mismatch between the declared
media type and the actual message structure.

Tip: Use content protection in combination with a strictcontent type check.
OpenAPI validation ensures that thantent - Type header in incoming requests matches the
expected value. This prevents attackers from bypassing security filters by mislabeling payload
formats.
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12 Injection Attacks

In an injection attack, malicious input is inserted into a system in such a way that it becomes
part of a command or query. As a result, the system may execute unintended instructions
instead of treating the input strictly as data.

Common types include SQL injection, code injection, XPath injection, LDAP injection, and
XML externalentity (XXE) attacks. The impact ranges from leaking or modifying sensitive
data to bypassing authentication, escalating privileges, or even full system compromise.

Injection Attacks on APIs

APIs can unintentionally open channels for attackers to inject malicious code into backend
systems. For instance, consider the following HTTP request where an injection is part of the
qguery string:

GET /rest/products/search?q=a pples ")) UNION SELECT id, email,
password, '4', '5', '6', '7', '8', '9' FROM USERS --

In this example, the search string is prematurely terminated bydaracter, and an SQL
injection follows, designed to extract sensitive user information from the database. This attack
succeeds if the backend service dynamically builds an SQL query without proper
parameterization (e.g., using prepared statements).

Beyond query parameters, virtually any part of an HTTP regsiesh as path parameters,
headers, payloads, or even JSON Web Tokens §fWwdn be a vehicle for injection attacks.

12.1 Input Validation with OpenAPI

Input validation reducsthe risk of injection attacks. It can block malicious input outright or
at least make exploitatidmarder Take thesearchparameter from the previous example.
Supposset is defined in OpenAPI liké¢his:

parameters:
- in: query
name: q
schema:
type: string
maxLength: 20
pattern: '[A - Z0- 9J*

Only uppercase letters and digits would be accepted, and the input must not exceed 20
characters. That alreaglyeventamany injection attempts. The SQL injection from the earlier
example, for instance, used 85 characfarsbeyond the 2@haracter limit enforced here.
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To make APIs more secure, every parameter anddreddld be defineds precisely as
possible. Use:

Length limits (minLength , maxLength )
Enumerations (enum)

Regular expressiongpattern )

String formats (email , uuid , date - time , etc.)

=A =4 -4 =4

These constraints ar en 0They factively guardeagamst atthckst or d o

To enforce these practices, static analysis toolsSfectral can lint OpenAPI definitions.
There is arulesetavailablethatincludes checks for th @WASP API Security Top 10 and
you can add custom rules too.

Hereds an exampl e Spe c-basea uery patareetetsingludeae nsur e s
maxLength .

rules:
guery - parameters - should - have - maxLength:
description: Query parameters should define maxLength
message: "{{property}}" is missing maxLength.’
given:  '$.paths[*][*].parameters[?(@.in=="query")|'

then:
field: schema.maxLength
function: defined

Validation is your first line of defense, but it should be combined with other techniques like
proper escaping, parameterized database queries, and contextual output encoding.

1221 6! Wéc i RI¢caqRYUW GYUWDWft UKk qWEUYe

Validation contributes to an effective defense against injection attacks. However, validation
alone is not sufficientConsider this email address, for example:

"OR 1=1 -- "@predic8.de

At first glance, it does not appear to be valid. However, it is syntactically correct according to
the email specification, and many validators will accept it without complaint.
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Validation report

Syntax validation

@ The address is valid according to syntax rules.

Address (without comments ~ "ORI=1--"@predic8.de

and folding white spaces)

Local part "OR1=1--"
Domain part predic8.de
ASCIll domain part The domain part is not internationalized and

doesn't require ASCIl conversion.

Image: Excerpt of validation result attps://verifalia.com/validate - email

Although the string passes email validation, it contains a classic SQL injection fragment:
'OR1=1 --

If such a value is inserted into a dynamically constructed SQL query, it can alter the logic of
the statement. In an authentication context, this may allow an attadkgrass password
checks In poorly designed systems, the query could return the first user in the database,
which is often an administrator accouintthat case, the attacker has not only bypassed
authentication but has also gained access to the most privileged account in the system.

Validation at the gateway or service layer is valuable. It raises the bar and filters out many
malformed or obviously malicious inputs. But it does not replace secure coding practices.

Effective protection against SQL injection requires parameterized queries, also known as
prepared statements. Instead of concatenating user input into SQL strings, the database driver
binds values safely and treats them strictly as data.

In environments constrained by legacy systentgbt budgets, external protection

mechanisms such agbapplicationfirewalls or APl Gateways can add defensive layers.
However, they should complemesdcure backend codingot replace it.

12.3 Effectivelnjection Protection

As discussed earlier, secure backend coding practices and a sound architecture are the most
effective defenses against injection attacks. Still, additional protective layers can be placed in
front of backend services to reduce risk.
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Injection Signature Detection

Injection scanners analyze incoming requests for patterns that indicate potential attacks. These
patterns may include SQL fragments, comment markers, or suspicious operator combinations.

Signaturebased detection can be effective, but it has limitations. It is not feasible to block
every character or sequence that might be used in an injection &ttaekample, blocking
the' character would reject legitimate input such as the ramaly . Likewise, blocking
keywords such asion , drop , orevenor , which are common in SQL injectis, could also
interfere with valid user input and business data.

If everything that could possibly resemble an injection attack is blocked, normal production
traffic may no longer function correctly. Injection protection is therefore always a
compromise. It must be carefully tuned and combined with additional safeguards

Curated rule sets, such as those provide8rmyrt or similar security communities, help
reduce this risk. They are continuously updated and refined to reflect evolving attack
techniques.

Machine Learning and Atrtificial Intelligence (Al)

Al-driven tools can detect anomalies and suspicious patterns more flexibly than fixed,
signaturebased rules. Instead of relying only on predefined attack strings, they analyze
behavioral patterns, statistical deviations, or contextual features in requests.

There are gateway plugiasailable thaincorporate machine learning techniques for
advanced injection detection. These systems can identify attack variants by recognizing
unusual input or traffic patterns.

12.4 API Gateway vs. Web Application Firewall (WAF)

Both API Gateways amdleb applicationfirewalls can help protect against injection attacks.
However, their responsibilities differ.

T  WAFs typically focus on generic injection detection. They are often placed in front of
the APl Gateway and inspect incoming traffic using signabased or anomallgased
techniques.

1 APl Gateways are well suited for ABpecific validation. Using JSON Schema, XML
SchemdXSD), or OpenAPI definitions, they can validate requests precisely per
endpoint and per contract.

Some WAF products also support JSON and XML schema validation. In that case, every API

change requires updating the schema in both components, the WAF and the API Gateway.
This increases coordination effamd the risk of configuration drift.
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WAF products typically excel at signatdpased detection and threat intelligence integration.
Many API Gateways, on the other hand, focus morauthentication and contract validation,
and thereforeisuallydo not provide the same depth of injection protection as dedicated
WAFs.

This separation also allows independent update cycles. The gateway configuration changes

whenever the API contract changes. The WAF rulesmalseupdated when signature sets
evolve.

Resources

OWASP Top 10 API Security Risksi 2023
https://owasp.org/ARSecurity/editions/2023/en/0x1t10/

SPECTRAL, JSON/YAML Linter with Custom Rulesets Documentation
https://docs.stoplight.io/docs/spectral/674b27b264ma3xrview

Spectral OWASP API Security
https://github.com/stoplightio/spectralvaspruleset

SNORT, Open Source Intrusion Prevention System (IPS)
https://www.snort.org/
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13 Message Validation

Message validation is a core defense mechanism in API security. Because APIs often operate
at system or organizational boundaries, thleguldinspect incoming data carefully before
passing it to backend services.

Effective validation starts with a clear definition of what a valid request looks like. These
expectationgouldoriginate from the business domaBusiness stakeholders can define

which values, formats, and constraints are meaningful. Once specified, these rules can be
formalized as schemas and implemented in security infrastructure such as an APl Gateway.

API Gateways can enforce structural definitions based on specifications such as JSON
Schema, XML Schem OpenAPI, or WSDL. With precise schemas in place, invalid input
can be rejected at the edge, before it reaches internal systems.

Request-Validation

The request-validation Plugin can be used to
validate the requests before forwarding them
to an Upstream service

Read more >

Image: Therequeswalidationplugin for the APISIXgateway

13.1 Responsé/alidation

Input validation receives most of the attention. Response validation is often overlooked. It is
tempting to assume thddecause the backend generates the output, it must be safe. That
assumption can lead to unintendefibrmation disclosure.
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Why Is ResponseéValidation Important?

Consider the following error response:

{
"status": 400,

"trace":
"org.springframework.http.converter.HttpMessageNotReadableException:
JSON parse error: Unexpected character (' \ ™ (code 34)): was expecting
comma to separate Object entries; nested exception is
com.fasterxml.jackson .core.JsonParseException: Unexpected character
(" \"™ (code 34)): was expecting comma to separate Object entries \ nat
[Source:
(org.springframework.util.StreamUtils$NonClosingInputStream); line:
3, column: 4]
at
org.springframework .http.converter.json.MessageConverter.readJavaType
(MessageConverter.java: 391)
at
org.apache.catalina .core.ApplicationFilterChain.internalDoFilter(Appl
icationFilterChain.java:227)
... 51 more",

}

This stack trace exposes detailed information about the internal structureseftbe
application. An attacker performing reconnaissance can extract valuable clues about the
technology stack and libraries in use.

It is obvious that the application is implemented in Java. The class names and line numbers
help narrow down framework versions. When such a stack trace is analyzed with automated
tools, it is often possible to infer likely versions of Spring, Jacksotieounderlying

application server.

Pastingthis stack trace into an Al tool revealed that:
1 the application useSpring Framework 5.3.x
T Jackson 2.13.Xs used for JSON deserialization

1 the system runs ohomcat or Catalina 8.5.x or 9.0.x

With this information, an attacker can search@oenmon Vulnerabilities and Exposures
(CVE) Databasefor knownvulnerabilities
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Fasterxml » Jackson-databind » 2.13.0 rc2 : Security Vulnerabilities, CVEs
cpe:2.3:a:fasterxml:jackson-databind:2.13.0:rc2: % # %1% %

Published in: =~ 2025 January February

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9 In CISA KEV Catalog

Sort Results By : Publish Date 13 Update Date 1§ CVE Number 4§ CVE Number i CVSS Scorel§ EPSS Score 13

1B Copy
CVE-2023-35116 Max CVSS 47
jackson-databind through 2.15.2 allows attackers to cause a denial of service or other unspecified impact via a crafted EPSS Score 0.04%
object that uses cyclic dependencies. NOTE: the vendor's perspective is that this is not a valid vulnerability report, Published 2023-06-14
because the steps of constructing a cyclic data structure and trying to serialize it cannot be achieved by an external Updated 2024-08-02
attacker.
Source: MITRE
CVE-2022-42004 Max CVSS
In FasterXML jackson-databind before 2.13.4, resource exhaustion can occur because of a lack of a check in EPSS Score 0.29%
BeanDeserializer._deserializeFromArray to prevent use of deeply nested arrays. An application is vulnerable only with Published 2022-10-02
certain customized choices for deserialization. Updated 2022-12-02
Source: MITRE
CVE-2022-42003 Max CVSS
In FasterXML jackson-databind before versions 2.13.4.1 and 2.12.17.1, resource exhaustion can occur because of alack ofa  EPSS Score 0.29%
check in primitive value deserializers to avoid deep wrapper array nesting, when the UNWRAP_SINGLE_VALUE_ARRAYS Published 2022-10-02
feature is enabled. Updated 2023-12-20
Source: MITRE
CVE-2021-46877 Max CVSS
jackson-databind 2.10.x through 2.12.x before 2.12.6 and 2.13.x before 2.13.1 allows attackers to cause a denial of service (2  EPSS Score 012%
GB transient heap usage per read) in uncommon situations involving JsonNode JDK serialization. Published 2023-03-18
Source: MITRE Updated 2023-05-19
CVE-2020-36518 Max CVSS
jackson-databind before 2.13.0 allows a Java StackOverflow exception and denial of service via a large depth of nested EPSS Score 0.48%
objects. Published 2022-03-1
Source: MITRE Updated 2022-11-29

Image: Known vulnerabilities in an outdated Jackson library

Once vulnerable versions are identified, the attacker can study published exploits and craft
targeted requests. Verbose error responses significantly reduce the effort required for this type
of targeted attack.

Response validation hedgoprevent this. Detailed stack traces and internal exception
messages should be logged internally, not exposed to external clients.

{' Security Hint: Block stack traces inresponses

Always block stack traces and verbose error messages from backend systems. These can
reveal sensitive internal details, such as class names, frameworks, and line numbers, that
attackers can use to identify vulnerabilities. Use API Gatewagsniddleware to catch and
rewrite such responses before they reach the client.

Resources

Keyword search for CVE Records @MITRE Corporation.
https://www.cve.org/
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Response Validationand Error Me ssages

A message validator can only validate responses that are defined in a schema or contract.
When a backend returns an unexpected error message, for example a raw database exception,
the response will fail validation.

As described earlier, this is often desirable. The unexpected error is b(6¢ked does not
reach the client. Instead, the client receives a validation error generated by the gateway.

Client API Gateway Backend

@ Request Validation @

> >

® ® ®

Validation =

HTTP/1.1 400 Bad Request ) HTTP/1.1 500 Internal Server Error
Content-Type: application/problem+json Content-Type: application/json

{
la": i " {
title": "Message Validation failed!", "message": "Could not connect to database!"
"type": "https://.../problems/user", }
}

Image: Failedresponse&alidation afteran error at thedckend

However, this can lead to confusion. The client developer may assume that the validation
error is caused by the request, while the real issue is an unmodeled backend (é3ponse

Some gateways allow validation to be disabled for error responses. While this avoids
validation failuresjnternal error details may pass through the gateway and be exposed to the
client.

Ideally, backend services should return only error responses that are defined in the schema
used by the gateway. In practice, especially with legacjfethe-shelfsystems, error formats
are often inconsistent and not described in OpenAPI or JSON Schema.

One solution is to introduce an additional transformation step at the ga@waiie gateway

can normalize backend error responses into a defined and documented error format before
validation is applied.
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API Gateway

@ Request Validation @
> ii' >

® ®
@ Response Message @

< Validation Transformation _
- some error =» problem json

HTTP/1.1 500 Internal Server Error HTTP/1.1 500 Internal Server Error
Content-Type: application/problem+json

Content-Type: application/json

{

neitlem: " 't
title": "Internal Error!", "message”: "Could not connect to database!"

"type": "https://.../internal", }
}

Image: Transformingcustomerrormessagebefore validation
For response validation to work reliably, error messages must be explicitly defined in a JISON

Schema, OpenAPI specification, or XML Schema. The next section explains how to model
such error responses properly.

13.2 Describing Error Messages

To validate responses properly, schema definittsesneededot only for successful
messages but also for error responses.

Problem Details (RFC9457)

RFC 9457, Problem Details for HTTP APIs, defines a standardized format for error
messages iHTTP-basedAPIs. The format is designed to be bbotimanreadableand
machinereadablemaking it easier for clients to process errors programmatically.

A typical example looks like this:

HTTP/1.1 404 Not Found
Content - Type: application/problem+json

{
"title" : "Product 7 not found",
"type" : "https://membrane - api.io/problems/user”,
"uri" : "/products/7"

}

According to RFC457, fields such agpe andti tle are typically presenfTheuri field
shown here is a custofeld. That flexibility is one of the strengths Bfoblem Details You
start with a standardized structure and extend it to fit your domain.
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Validating Problem Detailswith OpenAPI

OpenAPI allowsyouto define structured error responses in addition to successful ones. This
enables an API Gateway to validate error messages just like success payloads and prevents
unintended data exposure.

Below is an example OpenAPI snippet for an endpoint that returns either a successful
response or a 404 error:

paths:
/products:
post:
responses:
‘200"
description: Ok
content:
application/json:
schema:
$ref: "#/components/schemas/Product"
" 404" .
description: Not Found
content:
application/problem+json:
schema:
$ref:  '#/components/schemas/Problem'

Notice that the 404 response usesaffpdication/problem+json media type and references
a sharedbroblem schemaThe schema might look like this

components:
schemas:
Problem:
type: object
additionalProperties: false
properties:
type:
type: string
description: URI reference identif ying the problem
title:
type: string
description: Human - readable summary
uri:
type: string
description: Request URI

ThepProblem schema defines the requirggde andtitle  fields from RFC9457and includes
a custommuri field. The lineadditionalProperties: false is important. It ensures that
unexpected fields in error messages are rejected during validation. This prevents internal
details such as stack traces or debug information from leaking to clients.
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- Security Tip: Error Validation with OpenAPI

Define error schemas with the same precision as success responses. OpenAPI validation does
more than improve documentationcénenforce clean, consistent, and secure API behavior

at runtime.

Status Code Wildcards

Describingevery possible HTTP error codean OpenAPI spec can get tedious. Fortunately,
OpenAPI supports wildcardeadtkeep things concise and maintainable.

Herebds a sampl e:

paths:
/products:
post:
responses:
‘200"
description: Ok

‘404"
description: Not found

"4XX".
description: Bad Request

'5XX":
description: Server Error

'default':
description: default
Using wildcards:
1 '4XX' matches any cliergide error (400499)
T '5XX' matches serveside errors (500699)

T ‘default catches any other status codes not explicitly defined

This makes API definitions compact while still covering a wide range of potential responses.
|ltés especially useful when combined with re

Resources

Problem Details for HTTP APIs
https://datatracker.ietf.org/doc/html/8457
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13.3 JSONMessageValidation

JSON Schema is a widely adopted standard for describing the structure of JSON data. It
allows you to define data types, required fields, formats, and constraints such as minimum and
maximum values, regular expression patterns, or enumerated values.

Letds | ook at a simple exampl e:

{
"type": "object",
"properties": {
"condition™: {
"type": "string",

"enum": [ "new", "used" ]
}

}
}

This schema defines an object with a single feglledcondition . The value must be a
string and can only be eithesw or used .

Now consider a request payload wheredition  is set toold . Validation fails becaused
is not part of the allowed enumeration. The gateway can reject this request, preventing invalid
or unexpected data from reaching the backend.

By enforcing strict schemas, gateways can block malformed or invalid input early in the
processing chain.

Many API Gateways support JSON Schema validation directly or indirectly through
OpenAPI.

v Security Hint: Unknown properties
By default, JSON Schema allows unknown object properties. If you declare
additionalProperties: false , only explicitly defined fields are permitted.

Without this constraint, clients can inject additional fields that may be ignored by validation
but still processed by backend logic. This can open the door to subtle exploits.

On the response side, unexpected properties may expose internal domain fields or technical
error details that were never intended for external clients.
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