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0 Preface 

APIs enable isolated applications to communicate with each other. It doesnôt matter whether 

the applications live inside the same organization, in the cloud, or on the other side of the 

planet. APIs have become the universal language of application systems. Even artificial 

intelligence relies on them as a bridge to move beyond the data center and interact with the 

real-world. 

Interfaces existed long before todayôs HTTP- and JSON-based APIs. But those earlier 

approaches were hard to understand and required experienced specialists to implement. 

Modern APIs changed that completely. They are designed to be simple, so simple that even 

high school students can use them in their projects. This simplicity has fueled widespread 

adoption and made APIs the backbone of digital communication. 

Gateways connect frontend apps to backends, partners to platforms, and services to each 

other. Yet as systems grow, the challenges grow with them: Security, observability, and 

lifecycle management become progressively more difficult. And this is where API Gateways 

prove their value. 

 

0.1 About This Book 

What exactly does an API Gateway do and how can you use it effectively? This book answers 

those questions and gives you a solid understanding of API Gateways and the problems they 

solve. It covers architectural patterns, deployment models, key features, and advanced topics 

like Zero Trust and APIOps. Whether you are securing public APIs, managing internal traffic, 

or scaling your API ecosystem, gateways play a central role. 

This is a practical guide: starting with HTTP basics and proxy fundamentals, then moving into 

how gateways work, how to deploy and configure them, and how to solve real-world API 

challenges such as routing, security, integration, and operations. 

The book is written for architects, developers, and platform teams working with APIs in any 

context. 

Part I  lays the foundation with general patterns, principles, and best practices in a vendor-

neutral way. 

Part II  focuses on concrete solutions to real-world problems. The examples use the 

Membrane Open Source API Gateway for illustration, but the patterns and techniques apply 

to other gateways as well. 

The goal is for this book to serve both as a guide and as a toolbox for working effectively with 

API Gateways. 
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0.2 About the Second Edition 

Almost a year after the first edition appeared, this second edition was released. It incorporates 

feedback from readers, including error corrections, questions, and ideas that led to entirely 

new sections. 

As a result, the content has grown by more than 50 pages and now exceeds 320 pages. A 

major change compared to the previous version is the update of the second part to the new 

YAML based configuration language used in the examples. 

As with the first edition, we welcome feedback, questions, and suggestions that may help 

shape a future third edition. 

 

0.3 Why You Should Read This Book? 

This book is for anyone working with APIs, whether you are part of a platform team, in 

operations, or focused on API development and architecture. It provides practical guidance, 

from foundational concepts to advanced configurations and real-world use cases. 

You should read this book if: 

¶ You're responsible for securing APIs 

¶ You want to streamline API delivery using OpenAPI and APIOps practices 

¶ You're evaluating or operating an API Gateway  

¶ You're building with microservices, working with the cloud, or integrating hybrid 

systems 

No deep prior knowledge is required. Key concepts are explained step by step, from HTTP 

fundamentals to JSON Web Tokens and OAuth2. 

Part I  is particularly useful for API designers, product owners, and project managers who 

need a clear, high-level understanding of API Gateways and how they fit into modern 

architectures. 

Part II  is aimed at operators, developers, and API specialists who want to see how things 

work in practice, with concrete examples and configuration details. 

If your goal is to build secure, maintainable, and scalable API infrastructure, this book is 

written for you. 

 

0.4 How to Read This Book 

If you are new to API Gateways, start with Part I . It introduces the core concepts in a 

structured and easy to follow way and builds a solid foundation. 
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Part II  goes deeper and presents practical examples using the open source Membrane API 

Gateway to demonstrate how specific problems can be solved. Even if you use a different 

gateway product, the architectural patterns and techniques discussed here are broadly 

applicable. Adapting the examples to your own environment should be straightforward. 

You can read the book from start to finish, or jump directly to the chapters that are most 

relevant to your current challenges or interests. 

 

0.5 Why We Wrote This Book 

While working on the documentation for Membrane API Gateway, we kept running into the 

same problem: a reference guide is only helpful if you already know what you're looking for. 

We found ourselves answering the same kinds of questions, not just ñwhat does this setting 

do?ò but ñwhy would I use it?ò and ñhow does it fit into the bigger picture?ò 

Thatôs when we realized something was missing. To use an API Gateway effectively, itôs not 

enough to understand the individual configuration options. You also need a solid grasp of how 

gateways work behind the scenes and how they fit into modern architectures. 

We wrote this book to fill that gap. It's meant to go beyond the usual documentation and offer 

practical, hands-on guidance. Whether youôre routing traffic, securing APIs, transforming 

messages, or exposing legacy systems, you will find patterns and examples to help you along 

the way. 

And yes, weôll confess. We also wrote this book to give our open source gateway, Membrane, 

some attention. But weôve done our best to keep things fair. Part I is vendor-neutral and lays 

out the general concepts every gateway expert should know. Part II just happens to use 

Membrane for the hands-on examples. Well, someone had to be the demo gateway anyway. 

Hopefully, youôll find value in both parts (and if you end up liking Membrane along the way, 

we wonôt complain). 

 

0.6 How We Wrote This Book 

This book is the result of years of hands on experience with API Gateway deployments, the 

development of our open source API Gateway, and many conversations with the community. 

AI served as a patient assistant while writing the book. It helped rephrase, polish, and clean up 

clumsy English, without complaining about late night edits. The content itself, including the 

ideas, concepts, and practical experience behind it, is entirely human. Despite the assistance, 

writing this book still took us more than 1,200 hours alongside our regular daytime work.  
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0.7 How You Can Help Us 

We believe books should be written like software: iteratively, with feedback and continuous 

improvement. Ebooks make this kind of agile process possible. 

We received valuable input and many corrections from readers of the pre-release and the first 

edition. This second edition has gone through extensive revisions. Still, there are likely errors, 

omissions, or sections that can be improved. 

If you spot a mistake, have suggestions, or want to share general feedback, we would 

appreciate hearing from you. With your help, the next update will be even better. 

 

Send us an email at: 

 

bayer@predic8.de or polley@predic8.de 

Thanks for helping us make this book better. 

 

0.8 About Us 

Thomas Bayer 

Iôm Thomas Bayer, CEO of predic8, a software consultancy based 

in Bonn, the former capital of Germany. My journey into distributed 

systems began back in the 1990s with FIDO Net, early PC 

networks, and CORBA. In 1998 I founded my first company, 

Orientation in Objects, where I embraced Service-Oriented 

Architectures, built XML-based Web Services, and began exploring 

the early ideas behind REST. 

Since then, Iôve worked on a wide range of commercial API projects 

across industries. In 2004, I founded Osmotic Web in Boston to promote the still-nascent 

concept of services, back when APIs werenôt yet synonymous with HTTP interfaces. Even 

then, I believed strongly in the power of open source tools as a foundation for digital 

transformation. That belief eventually led to the development of Membrane API Gateway. 

Since founding predic8 in 2007, Iôve continued to evolve Membrane, contribute to open 

source projects, and support clients worldwide in designing, securing, and scaling APIs. 

I regularly speak at conferences about software architecture, API design, and security, and I 

write articles for tech magazines on these topics. On YouTube, I share insights and tutorials 

on modern API technologies and architectural patterns (the predic8 YouTube channel, in 

German). 

Outside the world of software, I enjoy learning languages, photography, yoga, and collecting 

tools.  
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Tobias Polley 

I'm Tobias Polley, co-CEO of predic8 and a software architect with 

a focus on cloud infrastructure, operations, and API security. Since 

joining predic8 in 2011, Iôve helped shape the architecture and 

security foundations of Membrane, our open source API Gateway. 

As a consultant, trainer, and international conference speaker, Iôve 

supported organizations in securing their APIs and ensuring robust, 

high-performance deployments. 

I studied Mathematics, which continues to influence my analytical 

approach to software design. Outside of work, I enjoy languages, exploring different cultures, 

and running. More recently, Iôve taken up gardeningðan unexpectedly rewarding 

counterbalance to the digital world. 

Happy reading, and great success with your API Gateway endeavors!  
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Part I  

API Gateways 
Fundamentals 
 

 

 

 

 

 

 

 

 

 

This part lays the groundwork for understanding API Gateways. We begin by revisiting the 

fundamentals, APIs, HTTP, and practical tools such as curl and Postman, to ensure a shared 

baseline. From there, we take a deeper look at API Gateways: what they are, the problems 

they address, and how they contribute to security, scalability, and API operations. 

Whether you are just getting started or want to sharpen your understanding, Part I provides 

the essential context needed to make informed architectural and operational decisions. 
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1 Foundation 

Letôs begin by establishing a solid foundation. In this chapter, we cover the essential technical 

concepts you will need throughout the book. If you are already familiar with APIs, HTTP, and 

common API tools, you can skip ahead to Chapter 2 API Gateways, where we focus on API 

Gateways. 

 

1.1 Application Programming Interface (API) 

When people use an application, they interact through its user interface (UI). But when 

applications need to communicate with each other, they rely on an Application Programming 

Interface, or API . APIs are designed specifically for machine-to-machine interactions, 

allowing applications to communicate efficiently at a technical or business level. 

 

Image: User Interface and API 

Today, the most common API style is REST (Representational State Transfer), but 

alternatives such as GraphQL and other HTTP-based approaches are steadily gaining 

popularity. 

HTTP-based APIs are widely adopted because HTTP simplifies communication between 

different systems, even across organizational boundaries. HTTPôs ability to easily traverse 

firewalls and network boundaries makes it particularly suited for widespread API 

implementation. We'll explore HTTP further in the next section.  
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1.2 Hypertext Transfer Protocol (HTTP) 

Most APIs are built on top of the Hypertext Transfer Protocol (HTTP), the backbone of 

communication on the web. Originally introduced more than 30 years ago, HTTP is the 

protocol web browsers use to fetch web pages, making it fundamental to how we interact with 

the Web. 

HTTP is known for its simplicity, which contributed to its widespread adoption. 

Understanding the basics of HTTP is essential for grasping how API Gateways function. In 

this section, we will explore the core concepts of HTTP to prepare you for the chapters ahead. 

HTTP follows the Client-Server paradigm, where a client sends a request to a server, and the 

server responds with the requested resource. For example, suppose a web browser wants to 

access the URL https://api.predic8.de . Hereôs how this interaction works step by step: 

1. Domain Name Resolution 

The browser queries the Domain Name System (DNS) to resolve api.predic8.de  to an 

IP address. 

2. Connection Establishment 

Once the IP address is known, the browser opens a connection to the web server. 

3. Sending the Request 

Then, the browser sends an HTTP request asking for a specific resource. 

4. Receiving the Response 

The server processes the request and returns an HTTP response. 

 

Exploring HTTP C ommunication with curl  

Instead of using a graphical browser like Firefox, we can use a command-line HTTP client 

such as curl  to make a request and observe how HTTP communication works. For example: 

curl - v https://api.predic8.de/shop/v2/products/7  

This command initiates an HTTP request to the server. The option - v causes curl to show you 

exactly what is going over the wire. In the output created by curl ,  you will find a request that 

might look like this: 

GET /shop/v2/products/7 HTTP/1.1  

Host: api.predic8.de  

Letôs break this down: 

1. The Request Line: 

The first line is the request line: 

o GET specifies the HTTP method, which in this case asks for a resource. 

o /shop/v2/products/7  is the path to the resource on the server. 

o HTTP/1.1  indicates the HTTP protocol version being used. 
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o  

2. Host Header: 

The Host  header identifies the server the request is directed to (api.predic8.de ). This is 

necessary because multiple domains can share the same IP address, and the server needs 

to know which site the client wants to access. 

After receiving the client's request, the server processes it and sends back a response. For the 

example above, the server might respond with: 

HTTP/1.1 200 OK  

Content - Type: application/json  

 

{  

  "id": 7,  

  "name": "Gac - Fruit",  

  "price": 69.99  

}  

This can be broken into the following parts: 

1. Status Line: 

The first line of the response is the status line: 

o HTTP/1.1  indicates the HTTP protocol version used for the response. 

o 200  OK is the status code and reason phrase. The 200  status code tells the client 

that the request has been successful. 

 

2. Headers: 

HTTP headers provide additional information about the response. In this case: 

o Content - Type : Indicates the format of the response body.  

 

3. Response Body: 

Following the headers, the server sends the response body, which contains the actual 

content. In this case, the body includes a JSON document with data about the requested 

product. 

 

HTTP/2 and HTTP/3 

HTTP/2 and HTTP/3 were introduced as successors to HTTP/1.1, aiming to improve 

performance, especially for loading web pages in browsers. They bring features like 

multiplexing, header compression, and server push to reduce latency and speed up page loads. 

However, when it comes to machine-to-machine communication, such as APIs, the benefits 

are limited.  

Despite these improvements, both HTTP/2 and HTTP/3 preserve the core semantics of HTTP: 

methods like GET, POST, and status codes like 200  still work the same way. This means your 

existing HTTP-based APIs don't need to be redesigned to work over newer versions. 
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Many gateways today support HTTP/2 and even gRPC, which takes advantage of some of 

HTTP/2ôs features. For general API design and compatibility, at the time of writing, 

HTTP/1.1 remains the most widely supported protocol. 

 

1.3 HTTP Clients 

When working with API Gateways, thorough testing is essential. Although a web browser can 

serve as a basic HTTP client, specialized tools offer enhanced control and deeper insights for 

API testing and exploration. For most of the examples in this book, the REST Client plugin 

for Visual Studio Code is used. To follow the samples, you can choose from command-line 

tools like curl , graphical interfaces like Postman, or editor plugins. The choice depends on 

your workflow and personal preference. 

 

curl  

curl  is a powerful and versatile command-line tool widely used for sending HTTP requests. 

Its simplicity combined with scripting capabilities makes it perfect for quick testing, 

automation, and integration in CI/CD pipelines. 

Here's a basic example demonstrating how curl  makes a GET request: 

curl - v https://api.predic8.de/shop/v2/  

This produces the output: 

> GET /shop/v2/ HTTP/1.1  

> Host: api.predic8.de  

> 

< HTTP/1.1 200 OK  

< Content - Type: application/json  

< Content - Length: 363  

< 

{  

  "links" : {  

    "products_link" : "/shop/v2/products",  

    "vendors_link" : "/shop/v2/vendors",  

    "orders_link" : "/shop/v2/orders",  

    "customer_link" : "/shop/v2/customers"  

  }  

}  

It shows both the raw HTTP exchange and the JSON response body. 
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Postman 

Postman is a user-friendly graphical tool for exploring and testing APIs. While it started as a 

simple HTTP client, it has grown into a full-featured API platform with powerful 

collaboration and automation features. 

With Postman, you can group requests into collections, define environments for testing and 

production, and use variables to manage dynamic data. Its built-in scripting capabilities allow 

you to write pre-request scripts and tests, automate workflows, and validate responses. 

Image: HTTP client in Postman 

There are also open source alternatives to Postman. Bruno, for example, offers fewer features 

than Postman, but it stores collections in local folders and does not require a cloud account. 

For teams that prefer working with files in git, this can be a crucial advantage. 

 

Resources 

command line tool and library for transferring data with URLs (since 1998) 

https://curl.se/ 

Bruno - Opensource IDE for exploring and testing APIs. 

https://github.com/usebruno/bruno 

Hoppscotch 

https://hoppscotch.io/ 
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Postman API Platform  

https://www.postman.com 
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HTTP Client Plugins for Editors and IDEs  

HTTP client plugins for editors and development environments like Visual Studio Code and 

IntelliJ  make it easy to test, debug, and script API calls directly within your IDE. They offer 

a clean and efficient interface where you can view both the request and the response side by 

side without hidden headers or metadata in separate tabs. 

These plugins also let you: 

¶ Write and organize multiple requests in a single file 

¶ Save and reuse request files across projects 

¶ Share requests with your team using version control (e.g., via Git ) 

Theyôre a great fit for developers who want to stay close to their code while working with 

APIs. 

In this book, youôll find examples like the one below: 

POST https://api.predic8.de/shop/v2/products/  

Content - Type: application/j son 

 

{  

  "name": "Pineapple",  

  "price": 2.79  

}   

This may look like a captured HTTP exchange, but it's a detailed description of an executable 

request. Unlike a typical HTTP message, which only includes the path (e.g., /products ) after 

the request line, this description lets you specify a full URL. That means you can include the 

protocol (http  or https ), hostname, and port, providing the plugin with all the information it 

needs to send the request to the server. 

 

How to Use This Example 

1. Copy the Example 

Copy the HTTP request shown above and paste it into your editor. 

2. Set the Language Mode 

Change the language mode to HTTP, or save the file with a .http  extension so your editor 

recognizes it. 

3. Send the Request 

Click the Send Request button (usually visible above the request). The response will 

appear in a panel on the right side of your editor. 
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These plugins support autocompletion, which makes writing HTTP requests quick and 

comfortable. 

 

Image: HTTP Autocompletion with the REST Plugin  

The screenshot below shows Visual Studio Code after sending a request.  

 

Image: Request and Response in the REST Client Plugin 
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Installing the REST Client Plugin in Visual Studio Code 

It only takes a minute to set up. 

1. Open the Extensions View 

Click on the Extensions icon on the left sidebar in Visual Studio Code (or press 

Ctrl+Shift+X  or Command+Shift+X on macOS). 

 

 
 

2. Search for "REST Client"  

Type REST Client into the search bar. 

3. Install the Plugin 

Find the plugin by Huachao Mao and click the Install  button. 

Once installed, youôre ready to start sending HTTP requests directly from your editor, no 

terminal or external tools required. 

 

Image: REST Client Plugin in Visual Studio Code 

Similar extensions are available for IntelliJ  and other development environments. 

 

Resources 

REST Client, Microsoft Marketplace 

https://marketplace.visualstudio.com/items?itemName=humao.rest-client 

JetClient - The Ultimate REST Client, IntelliJ 

Marketplacehttps://plugins.jetbrains.com/plugin/21173-jetclient--the-ultimate-rest-client 
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1.4 Reverse Proxies 

Now that weôre equipped with the right tools, letôs turn to a key network component: the 

reverse proxy. To understand what makes an API Gateway special, and why it plays an 

important role, it helps to understand the difference between a traditional proxy and a reverse 

proxy. 

 

Proxies (Forward Proxies) 

A traditional proxy, also known as a forward proxy, sits on the client side of a connection, 

between the client and the public internet. 

 

Image: Forward proxy between client and internet 

Its primary purposes include: 

1. Performance: It speeds up communication by caching frequently requested resources. 

2. Access Control: Filters or restricts access to websites or content. 

 

Reverse Proxies 

As the name suggests, a reverse proxy sits on the other side of the connection, directly in front 

of one or more backend servers. From the clientôs perspective, it appears to communicate 

directly with a target server. In reality, the reverse proxy receives the request, applies routing 

or filtering logic, and forwards it to the appropriate backend server. 
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Image: Reverse proxy between internet and server 

A reverse proxy: 

1. Accepts client requests 

2. Forwards them to the appropriate server 

3. Returns the backend response to the client 

Beyond simple forwarding, a reverse proxy can provide additional value: 

¶ Load Balancing 

Distributes incoming traffic across multiple servers to improve performance and 

reliability. 

¶ Security 

Hides internal server details and filters potentially malicious requests. 

¶ TLS Termination  

Handles encryption and decryption, offloading this work from backend systems. 

¶ Logging 

Records information about requests and responses. 

¶ Monitoring  

Tracks system health, latency, and error rates. 

In the following sections, we will explore how API Gateways build on reverse proxies to 

address the unique challenges of APIs. 
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2 API Gateways 

API Gateways are essentially reverse proxies but with a twist. They're specialized in handling 

API traffic and come equipped with API-centric functions. While a traditional reverse proxy 

might only care about forwarding HTTP requests, an API Gateway understands the nuances 

of API communication. 

It speaks fluent JSON, knows how to decode JWT tokens, manages API keys, and can even 

handle GraphQL queries. But more importantly, it tackles API-specific challenges like 

security enforcement, message transformation, and traffic control, all in one place. 

Think of it as a smart doorman for your APIs: not only does it open the door, but it also 

checks IDs, limits the crowd, and makes sure no one is sneaking in anything suspicious. 

 

2.1 Responsibilities of API Gateways 

An API Gateway acts as a central control point for API communication between clients and 

backend services. It provides a range of capabilities that simplify client interaction while 

protecting backend systems. Key responsibilities include: 

Routing 

API Gateways forward incoming requests to the appropriate backend services. Clients 

communicate only with the gateway and do not need to know internal network structures or 

backend addresses. This abstraction simplifies clients and allows backend systems to evolve 

without breaking integrations. 

Security 

Gateways help to enforce security policies by handling authentication, authorization, and 

message validation before requests hit backend systems. 

Logging, Monitoring and Tracing 

They collect operational data about API usage by monitoring key performance indicators, 

recording logs, and tracking request paths. 

Message Transformation 

API Gateways can transform messages between different formats, such as converting XML 

payloads into JSON or adapting data to meet client requirements. This helps bridge 

differences between client and backend representations. 

Orchestration 

In complex scenarios, the gateway can coordinate multiple backend calls and combine their 

responses into a single result. For example, it may aggregate data from several microservices 

to provide a unified response to the client. 
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Load Balancing 

By distributing incoming traffic across multiple backend servers, API Gateways can ensure 

that no backend becomes overwhelmed. This not only improves overall performance but also 

enhances system availability and reliability. 

Inventory Management 

Gateways also aid in inventory management, providing visibility into all exposed APIs, 

including tracking usage patterns and identifying outdated or deprecated services. 

These capabilities make API Gateways a critical piece of modern IT infrastructure, essential 

for maintaining scalable, secure, and well-managed APIs. 

 

2.2 Kinds of API Gateways 

With over sixty API Gateway products listed on the API Landscape web page, choosing the 

right one for your needs can be a daunting task. Many of these gateways are tailored for 

specific scenarios. For example, there are gateways that focus on edge computing, enterprise 

API management, or AI integrations. 

 

Image: API Gateway products @ API Landscape  

The following subsections explore these categories in detail, helping you understand the 

strengths and use cases for each kind of API Gateway.  
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Edge Gateways 

The internet protocol allows a gateway to be reachable from almost anywhere in the world. 

But global reach doesn't guarantee consistent performance. Latency and bandwidth can vary 

significantly depending on the userôs geographic location. For many business applications, 

thatôs acceptable. But some applications require consistently low latency, such as gaming, 

robotics, or autonomous vehicles. In these cases, even small delays are not acceptable. 

Edge computing addresses this challenge by placing services physically closer to where 

theyôre needed. This proximity reduces the round-trip time and improves responsiveness. 

When API Gateways are deployed in a distributed manner, thereôs always an instance 

available within the user's region. As a result, requests are handled with lower latency and 

greater reliability. 

 

Cloud Gateways 

Major cloud providers like Amazon AWS and Microsoft Azure offer their own API Gateways 

that integrate seamlessly into their cloud platforms. These cloud-native gateways benefit from 

built-in scalability and deep integration with cloud services. 

In addition to conventional backends, serverless functions can also be used as backend targets. 

However, you're not limited to using a cloud provider's built-in gateway. Almost any other 

API Gateway can also be deployed and configured to act as the entrance into a cloud 

environment. This flexibility allows you to choose a gateway based on specific requirements, 

such as cost, features, or portability across multiple cloud providers. 

 

Gateway Libraries 

Gateway libraries let you embed API Gateway functionality directly into your application 

instead of running a separate gateway process. This approach gives you fine-grained control 

over routing, filtering, and security behavior, tightly integrated with your application code. 

On the Java platform, a well-known example is Spring Cloud Gateway. It provides routing, 

security, and filtering capabilities within Spring-based applications and integrates naturally 

with the Spring ecosystem. 

 

Kubernetes API Gateways 

Kubernetes is an open source container orchestration platform that enables the management of 

containerized workloads and services, both on-premises and in the cloud. Within Kubernetes 

clusters, API Gateways can play a critical role: they manage traffic flowing into the cluster, 

orchestrate communication between services, and provide security and observability features. 
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If you are not working with Kubernetes, feel free to skip this section. However, if you use 

Kubernetes, this section offers insights on how API Gateways can integrate with, and enhance 

a Kubernetes environment. 

 

Kubernetes Ingress Controllers 

Applications running inside a Kubernetes cluster must be accessible from the outside world. 

Ingress controllers are Kubernetes native components that act as entry points that route 

external traffic into the cluster. They offer several key features to accomplish this task: 

¶ Service Discovery: 

An Ingress controller leverages Kubernetes service discovery to determine which pods can 

serve as backends for a given API. This dynamic discovery ensures that traffic is routed to 

the correct and available instances. 

¶ Traffic Control:  

To maintain high availability and reliability, requests must be routed only to healthy 

endpoints. In the event of errors, retries are essential. Product-specific extensions or 

service meshes often add common patterns such as circuit breakers and rate limiters, 

managing traffic surges and preventing cascading failures. 

¶ Observability:  

All traffic going inside a cluster can be logged and monitored. 

¶ Protocol Flexibility:  

Besides HTTP, many Kubernetes API Gateways also support TCP and gRPC. This 

capability allows nearly any protocol to be proxied, providing flexibility in handling 

diverse workloads. 

¶ Tight Kubernetes Integration: 

The configuration of these special gateways is deeply integrated with and native to 

Kubernetes.  

Several Kubernetes API Gateways, such as Ambassador or EnRoute, are built on top of 

Envoy Proxy. Envoy offers high performance, extensive observability, and robust traffic 

management features that are ideal for modern cloud-native environments. 

This comprehensive set of features makes Kubernetes Ingress Controllers an essential 

component for managing external traffic and ensuring that APIs remain scalable, resilient, and 

secure within the dynamic environment of a Kubernetes cluster. 
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▪▫▬▲►Sidenote: Kubernetes Gateway API  

Gateway API is a Kubernetes subproject managed by the Kubernetes Special Interest 

Group (SIG Network). It aims to standardize how services are exposed, and traffic is routed 

within Kubernetes clusters. 

The Gateway API provides a set of Kubernetes resource types (like Gateway , HTTPRoute , and 

TCPRoute ) beyond the Ingress API to standardize path rewriting, traffic management, and 

routing in Kubernetes. 

The phrase Kubernetes API Gateway can imply something similar to a full-featured API 

Gateway like Kong, AWS API Gateway, or Tyk. The Kubernetes Gateway API is not 

intended to replace common API Gateways or Kubernetes Ingress controllers. Instead, it's 

meant as a standard interface to define networking and routing behavior, leaving actual 

implementation to specialized controllers. 

Gateway API implementations still rely on concrete networking solutions or ingress 

controllers (like Istio with Envoy, LinkerD, Contour, Ambassador, or Traefik), which extend 

and provide functionality behind these standardized interfaces. 

 

Sidecars in Service Meshes 

Gateways can hide the complexity of networks and the underlying infrastructure from 

applications. All traffic to and from an application passes through such a gateway, enabling 

enhanced security, observability, and traffic management. 

In contrast to an ingress gateway positioned at the edge of a Kubernetes cluster, a sidecar 

proxy operates directly alongside each individual application or infrastructure service within 

the cluster itself. 

Because sidecars run alongside every application, itôs critical that they have a minimal 

resource footprint, often consuming less than 100 MB of RAM. These lightweight proxies 

manage traffic not only to business applications but also to infrastructure components like 

databases. As a result, they commonly support not just HTTP but also binary protocols like 

gRPC or generic TCP connections. 

Typical gateways in this category include Envoy and several products built on top of it, such 

as Istio, Consul, and Ambassador. A key reason for Envoyôs popularity for this use case is its 

small memory footprint, typically around 10 MB, combined with high performance and 

efficient resource usage. 
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Artific ial Intelligence Gateways  

Interacting with large language models (LLMs) and other AI services can become costly very 

quickly. AI Gateways help manage these costs by monitoring usage, enforcing quotas, and 

applying rate limits. Some even offer fallback capabilities, automatically switching to 

alternative (and potentially more affordable) models when necessary. 

While most API Gateways can, in principle, handle AI-related traffic, specialized AI 

Gateways, like Lunar.dev, are purpose-built for working with AI APIs. These tools come 

with features designed specifically for LLM workloads, including: 

¶ Detailed usage analytics 

¶ Dynamic routing between models or providers 

¶ Fine-grained access control for different users or teams 

These gateways are a great choice for teams building AI-powered applications that need cost 

control, flexibility, and visibility into usage patterns. 

 

Open-Source API Gateways 

When choosing an API Gateway, youôve got options. One key decision is whether to go with 

a commercial product or an open source one. Fortunately, many gateways blend both worlds: 

theyôre open source but commercially backed. This means you get the flexibility and 

transparency of open source, plus the support that often comes with a company behind the 

scenes. 

Examples include: 

¶ KrakenD  

A high-performance gateway focused on aggregating and transforming data. 

¶ Kong 

One of the most well-known gateways with an active community and a broad plugin 

ecosystem. 

¶ Tyk  

Lightweight and developer-friendly, with great support for hybrid and cloud-native setups. 

Then thereôs APISIX , a standout in the pure open source camp, developed under the Apache 

Foundation. Itôs built with performance and extensibility in mind and has quickly gained 

popularity among cloud-native developers. 

Youôll also come across Membrane, our open source API Gateway. To keep the first part of 

the book relevant to a broader audience, weôve kept references to it minimal. In Part II, 

however, youôll find detailed information and practical examples based on Membrane. 

 

Resources 

API Landscape 

https://apilandscape.apiscene.io/ 
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Kubernetes Gateway API 

https://github.com/kubernetes-sigs/gateway-api 

Gateway API FAQ   

https://gateway-api.sigs.k8s.io/faq/ 
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3 How API Gateways Work 

An API Gateway is essentially a reverse proxy with additional capabilities for APIs. You can 

use a reverse proxy such as Apache mod_proxy to forward API traffic, but it does not provide 

API-aware features. For example, a typical reverse proxy does not understand API keys or 

OpenAPI definitions. In other words, it forwards HTTP messages, but it does not understand 

the API contract or enforce API-specific policies. That is where an API Gateway goes further. 

To do its job, the API Gateway sits between API clients and backend services, just like a 

reverse proxy. The diagram below shows its place in the architecture. The gateway acts as a 

single entry point and exposes backend services under a unified domain such as 

api.predic8.de . 

 

Image: Location of an API Gateway in the message flow 

Here is the basic flow: 

1. A client sends an HTTP request to the gateway, such as a GET /products  request. 

2. The gateway inspects the request path and forwards it to the appropriate backend (e.g., 

server3 ). 

3. The backend handles the request and sends a response. 

4. The gateway then relays that response back to the client. 

From the clientôs perspective, it looks like a direct call to the API. But behind the scenes, the 

gateway routes traffic, enforces security policies, or logs message data. 

At this level, the behavior of an API Gateway is similar to a reverse proxy. The difference lies 

in its focus. Reverse proxies are built for generic HTTP traffic handling. API Gateways 

extend this model with API-specific functionality. 

In fact, some API Gateways like IBM APIcast, Kong, or APISIX are reverse proxies equipped 

with plugins and extensions for APIs.  
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3.1 Plugins and Policies 

Plugins and policies are what elevate an API Gateway beyond a simple reverse proxy. They 

provide the functionality needed to transform, secure, and observe API traffic. The exact 

terminology varies by product: some call them plugins, others policies, interceptors or filters, 

but the idea is the same. 

Gateways usually come preloaded with a wide selection of plugins. These extensions are 

often grouped into categories such as: 

¶ Transformation : modify headers, or change payload formats 

¶ Authentication: validate API key, JWT, or passwords 

¶ Security: protect against injection threats or content bombs 

¶ Observability:  provide logging, tracing, and monitoring 

¶ Traffic Control : manage rate limits, quotas, and retries 

Some gateways even maintain marketplaces, allowing third-party vendors to publish their 

own extensions for reuse or commercial distribution. 

 

Image: Plugins at APISIX plugin hub  
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3.2 Message Flow 

A call typically passes through the API Gateway twice as shown in the image below. 

 

Image: Message flow between client, API Gateway and backend 

The sequence is as follows: 

1. Request Flow 

1. The client sends a request to the Gateway. 

2. The gateway processes the request (e.g., checking authentication) 

3. Then the gateway uses a second HTTP connection to the backend and forwards the 

request. 

2. Response Flow 

4. After processing, the backend sends a response in the opposite direction. 

5. The message passes the gateways response flow in the opposite direction. Further 

processing can be applied to the response (e.g., transforming the payload or injecting 

headers). 

6. Finally, the gateway returns the response to the client over the original connection. 

Plugins, when engaged in the request or response flow, can block requests with invalid 

credentials or log payloads. 
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Plugin Placement 

API Gateways provide functionality through plugins. For a plugin to be effective, it must be 

plugged into the correct stage of the request or response flow. 

Some plugins should be invoked on every request, regardless of which API is being called. 

Examples include security policies or logging. To accommodate that requirement, most API 

Gateways offer a global flow through which all messages pass. By placing a plugin in the 

global flow, it is applied consistently across all APIs. 

In the illustration below, there is a JSON Web Token validator and a Logging plugin engaged 

in the global flow.  

 

Image: API Gateway with global and API local flows 

Other plugins are only relevant for a specific API or endpoint. For example, you might enable 

schema validation only for one API that must strictly follow its contract. In this case, the 

plugin is placed in the API local flow. 

Gateways usually allow each API to define its own request and response flows. By placing a 

plugin locally, you restrict its scope to a specific route or backend service. 

This flexibility, choosing between global and local scope as well as request and response 

flow, gives you precise control over where a plugin performs its work. Careful planning of 

plugin placement ensures that each request and response is processed exactly as intended. 

Some plugins must participate in both the request and the response flow. In the illustration 

below, the OpenAPI plugin appears in both flows. This is necessary because it validates not 

only incoming requests but also outgoing responses against the API contract. 
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Image: Visualization of an API in Membraneôs admin console 

 

Example Throttle for Backend Connections 

Letôs look at a practical example. Suppose a backend service can handle only ten requests at a 

time. To protect it from overload, you need to limit the number of concurrent API calls. 

A plugin that runs either in the request or in the response flow cannot solve this problem 

alone. To manage a counter for backend threads, the plugin must have hooks in both flows. 

A simple implementation could work like this: 

¶ A counter is incremented when a request enters the gateway. 

¶ Itôs decremented when the corresponding response is returned to the client. 

If the counter reaches ten, new requests are blocked until the number of active backend 

connections drops below the threshold. To do this reliably, the plugin must track each call 

across the full request and response cycle. Only then can the counter accurately represent the 

number of in flight requests. This type of flow-aware logic requires stateful coordination and 

goes beyond simple request filtering.  
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3.3 Native Plugins and Plugin Runners 

Plugins can run directly inside the gatewayôs runtime environment, sharing its memory and 

CPU resources. This tight integration allows for fast communication between the gateway and 

its plugins, enabling high-performance processing. However, for a plugin to run natively, it 

usually has to be implemented for the same runtime as the gateway itself. 

The gatewayôs underlying technology stack determines which languages are supported: 

¶ Java-based gateways support plugins written in Java, Kotlin, or Groovy 

¶ JavaScript-based gateways accept plugins developed in JavaScript 

¶ C-based gateways allow native C plugins 

To make plugin development easier and allow dynamic reloading without restarting the 

gateway, some products embed a lightweight scripting runtime. A common choice is 

OpenResty®, a Lua-based platform that combines nginx with LuaJIT. Gateways like 

APISIX , Kong, and 3scale (now part of IBM) use OpenResty to let developers write and 

deploy Lua plugins directly into the gateway without recompilation or redeployment. 

 

Plugin Runners 

To use plugins written in a language different from that of the gateway core, some API 

Gateways support a feature called plugin runner . This architecture allows, for example, a 

plugin written in Python to integrate with a gateway implemented in Go. The gateway 

communicates with the external plugin over the network, typically using efficient protocols 

such as gRPC instead of HTTP to minimize latency. 
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Image: Extending an API with python code via a plugin runner 

However, relying on external plugin runners introduces certain trade-offs. Network 

communication adds potential points of failure, such as latency spikes or connectivity issues, 

which could lead to delays or even downtime. Additionally, since the plugin runner operates 

outside the core gateway process, every API call that engages the plugin must be routed 

across a network boundary. 

If your plugin is involved in both request and response processing (see steps 3 and 8 in the 

image), it will be invoked twice for every single API call, once on the way in and again on 

the way out. This can amplify latency and increase the complexity of failure handling. 

 

Combining Plugins 

Multiple plugins can work together to accomplish a task. Template, setHeader, and 

extractor plugins are true team players and are often combined with other plugins. 
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For example, a request flow consisting of three plugins might extract a year value from an 

XML body, store it in a variable, then use that variable in a template, and finally prettify the 

resulting JSON. 

 

Image: Multiple plugins working together 

The glue that binds plugins together is the expression language. It provides the magic that 

makes collaboration between plugins possible. In the next section, we will take a closer look 

at how expression languages work and why they matter. 

 

3.4 Expression Languages 

Writing a custom plugin for an API Gateway in Lua, Java, or Go isnôt rocket science but it 

requires some ramp-up. You'll need to learn the language, set up a development environment, 

and probably spend more time than youôd like just getting started. 

Luckily, thereôs a shortcut: expression languages. 

Most API Gateways include one or more small, embeddable expression languages that let you 

tweak behavior with just a few characters of code. These languages are more lightweight and 

focused than general-purpose programming languages. 
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Think of it like this: instead of writing 50 lines of Java or C to query a database, you just write 

a short SQL query like: 

SELECT * FROM products  

SQL is a Domain-Specific Language (DSL). Itôs focused on interacting with databases and 

hides all the low-level plumbing. Expression languages in gateways work the same way, 

theyôre DSLs designed for: 

¶ extracting values from JSON or XML documents 

¶ accessing property values from objects 

¶ evaluating conditions 

By using an expression language, you can get quick wins without diving into full plugin 

development. 

Popular expression languages include Google CEL, Jakarta Expression Language, MVEL, 

JSONPath, and XPath. Full-featured languages like JavaScript and Groovy are also 

commonly supported. They're great for quick one-liners or even moderately complex scripts. 

Expression languages typically run in a sandboxed environment, protecting the host system 

while giving the script a set of context variables to interact with the gateway. For example, the 

Groovy snippet below calls an add  method on a header object provided by the gateway: 

header.add("X - Foo", "42")  

Letôs briefly explore a few popular expression languages. Before you go all-in on one, check 

that your gateway supports it. 

 

Spring Expression Language (SpEL) 

SpEL is part of the Spring Framework and provides more advanced features than the Jakarta 

Expression Language, commonly used in Jakarta EE projects. It is also a powerful alternative 

to expression languages such as OGNL or MVEL. 

If you are working with Spring Boot, you may already be familiar with SpEL because it is 

frequently used for configuration or security rules. 

SpEL supports property access, method invocation, collection handling, and conditional logic. 

This makes it suitable for dynamic routing, conditional execution, and of course value 

extraction inside an API Gateway. 

 

Groovy 

Groovy is a full-featured scripting language with seamless Java interoperability. Many Java-

based API Gateways, such as Apiman and Gravitee, support Groovy, allowing you to extend 

gateway functionality using the full power of the Java ecosystem. You can even add libraries 
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to the classpath for advanced tasks like decoding JWTs, transforming XML/JSON, or 

accessing databases. 

Groovy is like Javaôs laid-back cousin: flexible, expressive, and powerful. But with great 

power comes great responsibility. Groovy scripts might have full access to the underlying 

operating system. That means they can read files, open sockets, or execute external 

commands. Capabilities that can make security officers nervous. For this reason, some 

gateways run Groovy in restricted or sandboxed environments.  

 

JavaScript 

Thanks to embeddable JavaScript engines and native support for JSON, JavaScript is a natural 

fit for API Gateways. Gateways like Apigee and Gravitee offer built-in support. Itôs handy 

for transforming JSON payloads. Consider this transformation example: 

({  

    id: json.id,  

    client: json.customer,  

    positions: json.items.map(i => ({  

         pieces: i.quantity,  

         price: i.price  

       })  

    )  

})  

 

JSONPath 

JSONPath is inspired by XPath and is designed for querying structured JSON data. Itôs 

commonly used in API Gateways to extract data from incoming or outgoing payloads. 

The expression: 

$.article[].name  

returns the name fields of all elements in the `articlè  array. 

 

XPath 

If you're working with XML  payloads, XPath is the natural choice. It is often called SQL for 

XML  because it allows the extraction of values from XML documents. The learning curve is 

relatively shallow, yet it provides advanced features to handle even complex querying tasks. 
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Take this expression, for example. It does quite a lot in one line: 

//article[@ promotion ]/ color  

It selects all color  children of article  elements that have a promotion  attribute, regardless 

of where those article  elements appear in the document. 

In the screenshot below, you can see an online XPath expression tester in action. The left 

panel displays the input XML document, the top field contains the XPath expression, and the 

right panel shows the evaluation result. Such tools are useful to develop and test expressions. 

 

Image: XPath expression tester with document view and result output 

Tip:  Be cautious when pasting sensitive data into online tools. You never know who might be 

collecting or logging the input. 

For most development environments, there are also local tools and plugins available that let 

you safely experiment with JSONPath or XPath without sending data over the internet. 
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Here are a few more useful XPath examples: 

 

Expression Description 

/articles/article/name  Retrieves the name elements of all article  elements 

that match the exact path starting from the root 

element articles . 

 
//article[1]  Selects the first article  element in document order 

across the entire document. 

 
article[last()]  Selects the last article  element among the current 

nodeôs article  children. 

 
article/@id  Retrieves the id  attributes of all article  child 

elements of the current node. 

 

Table: XPath examples 

 

3.5 Custom Plugins 

Custom plugins let you extend or tweak your API Gateway's behavior seamlessly. They 

integrate deeper than simple scripts, allowing you to run code not only during the request or 

response flow but also during key lifecycle events like initialization and shutdown. Plus, 

plugins often provide access to inner components like caches or the routing engine. 

While writing a plugin requires more effort than a quick script, it gives you greater control 

and the plugin becomes a first -class citizen of the gateway. 

How you implement a plugin depends on the technology behind the API Gateway. For 

example, nginx-based gateways often use OpenResty with Lua, gateways written in Go are 

typically extended in Go, and Java-based gateways are usually extended with Java. 
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4 Deployment 

This chapter introduces the core deployment models of API Gateways and explains how to 

integrate a gateway into your organizationôs infrastructure. It covers network placement, 

firewall  integration, and operation within a DMZ . 

You will learn what to consider when positioning gateways at the edge of your network, in the 

cloud, or in hybrid environments. Each option has implications for security, latency, 

scalability, and operational complexity. 

 

(Stateless) Standalone Gateway 

The simplest deployment model consists of the gateway alone. In this stateless setup, the 

configuration is usually stored in a local file. Changing the configuration typically means 

editing that file and restarting or reloading the gateway. 

The main advantage is simplicity. A restart brings the gateway back to a clean, well-defined 

state. There is no external system that must be synchronized or recovered. This makes the 

setup predictable and easy to operate. 

 

Image: Minimalistic standalone API Gateway 

Because no persistent state is stored, horizontal scaling is straightforward. You can start 

multiple identical instances using the same configuration file and place them behind a load 

balancer. 

▪▫▬▲►Sidenote: Stateless API Gateways 

Stateless does not mean that the gateway cannot use memory during request processing. It 

simply means that no long-term operational state such as rate-limit counters or analytics data 

is persisted across restarts unless external systems are added.  
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Gateway with Database Backend 

Itôs also common to store the configuration in a database. This enables features like a 

graphical user interface (GUI) for editing the configuration and centralized management of 

logs, metrics, or usage statistics. Multiple gateways can connect to the same database to stay 

synchronized. 

 

Image: API Gateway and cluster with shared database for configuration and metrics 

The Kong Gateway, for example, supports both modes: it can run with  a database to enable 

full admin functionality, or without  one for lightweight scenarios. This gives users the 

flexibility to choose between feature richness and simplicity . 

 

Extending Gateways with additional Components 

Modern API Gateways often support a modular architecture, allowing external components to 

be integrated as requirements grow. 

Common components include: 

¶ Cache servers (e.g., Redis, Memcached) 

Used to store tokens, session state, or counters for rate limiting  across gateway 

instances. 

¶ Monitoring tools  (e.g., Prometheus, Grafana) 

For collecting metrics, visualizing traffic patterns, and triggering alerts. 

¶ Log aggregators (e.g., Elasticsearch, Loki) 

To centralize log collection and support advanced search or correlation. 

¶ Security services 

Such as external policy engines (like OPA), threat detection systems, or data loss 

prevention (DLP) filters. 

Some gateways require these components for key features to function. Others provide 

optional support for them, allowing you to start simple and grow as needed. 
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Image: Modular API Gateway setup with optional integrations  

Gateways often follow a plug-and-play model: a minimal setup might start with just the 

gateway and a configuration file, while features like token caching, traffic monitoring, or log 

aggregation can be added step by step as requirements grow. 

 

4.1 Exposing APIs to external Organizations 

Organizations frequently need to provide external access to their APIs, for partners, service 

providers, or customers, while preserving strict security boundaries. This requires thoughtful 

network design that protects sensitive internal systems from unauthorized access. 

Typically, the first line of defense is a firewall, which shields internal networks from external 

exposure. 

 

Example: Self-Service Portal for an Insurance Company 

Imagine an insurance company wants to offer customers a self-service portal to manage their 

contracts. The challenge is providing external access without compromising internal security. 
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Demilitarized Zone (DMZ)  

To tackle this, companies use a demilitarized zone, a secure buffer network situated between 

the public internet and internal networks. 

 

Image: Demilitarized zone between internet and internal network 

A DMZ has these key characteristics: 

1. Direct routing between internet and internal networks is blocked. 

2. Inbound traffic is directed to servers located within the DMZ. 

3. DMZ hosts can initiate connections to internal resources. 

A secure self-service portal could be set up as follows: 

¶ A Web application runs in the DMZ, handling customer interactions. 

¶ This Web app connects to internal backend services to access data. 

While effective, this setup exposes a complex application directly in the DMZ, creating a 

sizable attack surface. To mitigate this, companies commonly: 

1. Host critical applications within protected internal networks. 

2. Use a reverse proxy in the DMZ, forwarding external requests securely to internal apps. 
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Image: DMZ with reverse proxy 

Benefits of a reverse proxy: 

¶ Reduced Attack Surface: A simple reverse proxy offers fewer vulnerabilities. 

¶ Enhanced Security: Sensitive logic and data remain protected internally. 

 

4.2 Backend for Frontend (BFF) Pattern 

Modern web applications, especially Single Page Applications SPAs, run in the browser as 

JavaScript clients. Unlike traditional server rendered applications, SPAs communicate with 

backend services through APIs to fetch data and trigger functionality. 

A Backend For Frontend BFF is a dedicated backend component that acts as a bridge between 

a specific frontend and internal APIs. It is typically deployed in a secure zone such as a DMZ 

and exposes only the endpoints required by that frontend. 

The key characteristics and features of a BFF are: 

¶ Dedicated per frontend 

Each frontend typically has its own dedicated BFF. 

¶ Tailored requests and responses 

The BFF aggregates, reshapes, or filters data so the frontend receives exactly what it 

needs. 

¶ Request validation 

Incoming requests are validated before they reach internal services. 

¶ Authentication and authorization  

The BFF manages tokens, sessions, and access control policies. 

The BFF pattern caters to the separation of concerns principle. Frontend specific logic stays in 

the BFF, while internal APIs remain clean and reusable. It also strengthens security by 

limiting direct access from the browser to internal services. 
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Image: Backend For Frontends (BFF) in the DMZ  

 

Replacing BFF Functionality with API Gateways 

When a BFF takes on too many responsibilities, complexity increases quickly. Using a BFF to 

reshape interfaces and separate frontend concerns is reasonable. But once it also handles 

cross-cutting concerns such as security and monitoring, it can become more costly and time-

consuming than needed. 

In many cases, an API Gateway can provide a simpler and more standardized alternative for 

these concerns. 

The key advantages of using an API Gateway instead are: 

1. No custom coding 

Unlike a custom-built BFF, an API Gateway is typically configured rather than coded. 

APIs can be exposed and secured through configuration, which reduces implementation 

effort. 

2. Faster deployment 

Adding or modifying an API in a gateway often takes only minutes. Rolling out a custom 

BFF requires development and testing. This can take several days or longer depending on 

the process. 

3. Standardization  

Using an API Gateway ensures a consistent, reliable configuration process. This reduces 

the risk of errors that can occur due to custom coding and manual maintenance in BFF 

implementations. 

4. Out-of-the-Box features 

Gateways provide production-grade capabilities such as OpenAPI validation, 

authentication, and GraphQL protection. There is no need to reinvent common 

infrastructure features. 
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5. Security 

API Gateways come with battle-tested security functions. Self-implemented infrastructure 

always comes with the risk of subtle vulnerabilities.  

These characteristics turn API Gateways into a robust, efficient, and secure alternative to the 

Backend for Frontend approach, offering streamlined API management, accelerated 

deployment, and a significantly faster time to market. 

 

Image: Single API Gateway replacing multiple BFFs 

However, combining BFFs and API Gateways can also be a sound architectural choice. The 

BFF can focus on frontend-specific orchestration and interface reshaping, while the API 

Gateway handles cross-cutting concerns such as authentication, validation, and traffic 

management. This separation keeps responsibilities clear and reduces architectural friction. 

An additional advantage of this setup is network placement. The API Gateway can be 

positioned at the edge, for example in the DMZ, where it terminates external traffic and 

enforces security policies. The BFF can remain inside the internal network, shielded from 

direct internet access. 

This layered approach strengthens security boundaries while preserving flexibility in frontend 

specific logic.  
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4.3 Outgoing Gateways 

An outgoing API Gateway is the reverse of the typical gateway setup. Instead of managing 

incoming traffic from the outside world, it handles outbound requests from internal systems 

to external APIs like Stripe, PayPal, or Twilio. It's also useful for accessing APIs provided 

by business partners or public cloud services. 

 

Image: Outgoing gateway routing API requests to external services 

Rather than allowing any application in the company to connect to external APIs, an outgoing 

gateway provides a central, controlled egress point. It helps to: 

¶ Restrict outbound traffic  to approved external APIs 

¶ Limit external access to select internal applications 

¶ Handle authentication by adding tokens or API keys 

¶ Mask or sanitize sensitive data before it leaves the company 

¶ Log and monitor outgoing traffic for auditing or compliance 

¶ Simplify external API consumption by handling authentication, versioning, and 

format conversions 

¶ Validate responses before they enter internal systems 

¶ Apply rate limiting  to control usage and costs (especially useful for pay-per-use APIs 

like LLMs) 

An outbound gateway helps enforce consistent traffic policies and avoids a situation where 

everyone builds their own outbound solutions. 

 

The Problem with Default Gateway Behavior 

Most gateways are designed for inbound traffic. Using them as an outgoing gateway without 

adjustment can unintentionally leak internal information. 
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Imagine an internal client sends this request to an outgoing gateway:  

POST / payments  

Host: egress.predic8 . com 

Content - Type: application/json  

User - Agent: SAP (compatible; 750 2.0; abap client 1.0)  

X- Api - Key: 6ee7ffc8 - 5b57 - 4de6 - 90cf - 02d78591a888  

X- Api - Key- Gateway : a79ca858 - 561a - 435e - a5ff - e848c6a2ed3e  

 

{ " payment ": "..."  }  

The X-Api-Key is needed to authenticate at the external API, and the X-Api-Key-Gateway 

header to authenticate with the outgoing API Gateway to get permission to reach outside. 

The gateway now forwards the request to the external API: 

POST /payments  

Host: api.example.com  

Content - Type: application/json  

User - Agent: SAP (compatible; 750 2.0; abap client 1.0)  

X- Api - Key: 6ee7ffc8 - 5b57 - 4de6 - 90cf - 02d78591a888  

X- Api - Key- Gateway : a79ca858 - 561a - 435e - a5ff - e848c6a2ed3e  

X- Forwarded - For: 10.0.3.127  

 

{ "payment": "..." }  

The external API receives more than it should. Why is that a problem? 

¶ User - Agent  reveals internal technologies, in this case: SAP and its version. 

¶ X- Api - Key- Gateway  leaks internal credentials that should never reach the outside. 

¶ X- Forwarded - For  exposes an internal IP address, which could be used for fingerprinting 

or profiling. 

To safely use an API Gateway for outgoing traffic: 

¶ Prevent the automatic addition of X- Forwarded  header fields 

¶ Don't forward  internal-only headers  

¶ Only pass required headers like Content - Type  or external API credentials 

▪▫▬▲► Sidenote: Outbound APIs in regulated Environments 

Outgoing gateways are especially valuable in regulated industries, where strict auditing and 

control over data flows leaving the organization are required. 
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4.4 Internal Gateways 

API Gateways can be just as valuable inside the network, managing service-to-service 

communication between internal applications. 

Two main topologies have emerged: one central or multiple  decentralized gateways. 

 

One Central Gateway 

In this model, all internal API traffic flows through a single, centrally managed gateway. This 

creates a unified control point with several benefits: 

¶ Centralized Governance 

Monitoring, security, and version control are handled in one place. 

¶ Operational Efficiency 

One single central gateway can reduce operational complexity, especially when each 

gateway installation incurs costs. 

However, this setup also has drawbacks: 

¶ Single Point of Failure 

A failure or performance issue in the central gateway can impact the availability of all 

APIs. 

¶ Vendor Lock-in 

Relying on a central gateway product can bring back the same concerns once seen with 

the monolithic Enterprise Service Bus (ESB). When an entire organization depends on a 

single critical installation, replacing it later, especially after support ends, can become a 

costly and risky endeavor. 

 

Decentralized Gateways 

In a decentralized setup, multiple lightweight gateways are distributed across the organization. 

Each gateway serves a specific domain, team, or platform. Modern lightweight gateway 

solutions make installation and maintenance relatively easy. 

Different types of gateways can be deployed depending on the needs of the environment, such 

as: 

¶ Internet -facing gateways for publishing APIs. 

¶ Cloud gateways for managing API access within or across cloud environments. 

¶ Container-native gateways to handle traffic within platforms like Kubernetes. 

¶ Integration gateways with connectivity to messaging systems or legacy protocols such as 

Web Services 

Each type of gateway can be deployed in multiple locations and with multiple instances if 

needed. The advantages of a decentralized approach include: 
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¶ Increased Resilience 

Eliminates the risks of a single point of failure. 

¶ Flexibility  

Enables teams to select the right gateway for their use case. 

¶ Scalability 

Makes it easier to grow the infrastructure alongside API demand and traffic volume. 

The main downside is added complexity. Managing and mastering multiple different 

gateways across teams and environments adds overhead in coordination and monitoring. 

 

Microgateways 

Microgateways are purpose-designed for minimal resource usage, often consuming less than 

100 MB of RAM. They are ideal for highly scalable, containerized environments where 

memory and startup time matter. Gateways implemented in efficient languages like Go, Rust, 

or C tend to perform particularly well in these scenarios. 

The table shows the memory footprint of selected gateways: 

Gateway RAM  Footprint  

in MB 

Platform Comment 

Microgateways 

 

Envoy 

 

14 C++  

KrakenD 

 

20 Go  

traefik 

 

23 Go  

tyk 

 

72 Go  

Lightweight Enterprise Gateways 

 

APISIX 

 

209 nginx, C, Lua Gateway and etcd registry 

Gravitee 

 

416 Java  

Kong 

 

368 nginx, C, Lua Without database 

Membrane 195 Java  

Table: Micro- and enterprise gateways 

Note: Memory usage depends on the specific version and setup. These values were obtained 

through simple measurements and are meant for rough comparison, not as formal 

benchmarks. 
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Even the heavier gateways in this list are relatively lightweight compared to traditional 

enterprise API Gateways, which require significantly more memory, disk space, and external 

services. All gateways shown here are more or less suitable for microgateway usage 

depending on the scenario. 

 

4.5 Clustering Gateways 

To ensure high availability  and handle large volumes of traffic, API Gateways can be 

deployed as a cluster. Since gateways are often stateless, meaning they don't retain session 

data or request history, theyôre well-suited for horizontal scaling. You can simply spin up 

multiple instances behind a load balancer to distribute incoming requests. 

 

Image: Cluster of API Gateways behind a load balancer. 

However, some use cases require stateful behavior, such as: 

¶ Session-based authentication (e.g., with cookies) 

¶ Accurate rate limiting 

Statelessness makes scaling easy, but in these cases, it can create issues. For example, if a 

clientôs requests are routed to different gateway instances, and each instance keeps its own 

rate-limit counter, the client may effectively bypass rate limits. 

To manage state in a clustered gateway setup, two main strategies are used: shared state and 

sticky sessions. 
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Shared State 

A shared cache or centralized storage system, such as Redis or Memcached, can synchronize 

state across gateway instances. This allows each instance to access the same session data, 

rate-limit counters, or authentication tokens, ensuring consistent behavior regardless of which 

instance handles a request. 

 

Image: Gateways sharing a cache server like Redis to manage a unified state 

▪▫▬▲►Sidenote: Why Redis? 

Redis is a high-performance, in-memory key-value store often used for caching and transient 

data. It supports data structures like counters, lists, and expiring keys, making it ideal for tasks 

like rate limiting or session tracking across distributed systems. 
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Sticky Sessions (Affinity) 

An alternative is to configure the load balancer for session affinity (also known as sticky 

sessions). This ensures that requests from the same client are consistently routed to the same 

gateway instance, typically using a session cookie. This way, state remains local to each 

gateway instance but still behaves consistently for each client session. 

 

 

Image: API Gateway instance selection based on session ID 

Itôs common practice to place a dedicated load balancer in front of a gateway cluster. 

However, many modern gateways come with built-in load balancing capabilities. In some 

setups, the gateway itself can act as a load balancer, distributing requests across multiple 

backend services. 

▪▫▬▲► Tip:  Whenever possible, design and deploy your gateways to be stateless. Stateless 

gateways simplify scaling, improve reliability, and significantly ease the deployment and 

operational complexity. 

 

4.6 Chaining Gateways 

Itôs common in real-world architectures to chain multiple API Gateways, each with a distinct 

role in the infrastructure. Gateways often form a pipeline, with each one handling a specific 

layer of responsibility, from external traffic filtering to internal routing and observability. 

A typical gateway chain might include: 

¶ A load balancer and API Gateway in the DMZ 

Provides initial security such as authentication, input validation, and protection against 

malformed JSON or XML payloads. 
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¶ An internal API Gateway 

Resides within the corporate network, responsible for routing and access policies. 

¶ An ingress gateway in a Kubernetes cluster 

Directs external traffic into the cluster and distributes it to the correct services. 

¶ Sidecar gateways (proxies in a service mesh) 

Deployed alongside individual services, handling service-to-service communication, 

traffic shaping, and observability features like tracing and metrics. 

 

 

Image: Chain of multiple gateways from DMZ to backend 

In microservices architectures, itôs also common for each service to be protected by its own 

gateway or sidecar proxy, adding further layers to the chain. 

 

Trade-offs in Gateway Chaining 

Routing traffic through multiple gateways naturally introduces a performance overhead. 

Every hop adds latency and processing time. The challenge is to balance security, 

observability, and reliability against acceptable performance. 

Still, the operational overhead is often lower than expected. 

We conducted an experiment chaining 500 gateways sequentially on a single machine. Each 

gateway passed the request to the next, using the local operating systemôs networking stack. 

The test used a POST request with a 100 KB payload and a 100 KB response. Even with this 

extreme setup, the total round-trip time remained under 200 milliseconds. 

This result demonstrates that even a long chain of gateways introduces only moderate latency. 

In real-world scenarios, where the number of chained gateways is typically between two and 

five, the performance penalty is often negligible and outweighed by the benefits of layered 

control, observability, and modularity. 

The surprisingly low latency also supports current architectural trends, especially in Zero 

Trust environments, where clear segmentation and policy enforcement zones are essential. 
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4.7 Zoning and Zero Trust 

While many diagrams in this book show a simplified architecture with just three network 

zones: Internet , DMZ , and Intranet, this doesnôt reflect the reality of most enterprise 

environments. Nor is it sufficient from a security standpoint. 

This basic three-zone model creates a potential attack path.  

An attacker might breach a single poorly secured system in the Intranet, then use it as a 

stepping stone to move laterally within the network. Given the number and variety of 

systems inside most corporate networks, it's likely that at least one weak point exists. 

 

Image: Attacker jumping from compromised Intranet system to internal targets 

 

Fine-Grained Zoning 

To strengthen internal security, many organizations introduce additional internal zones, each 

with its own security boundary. This strategy limits lateral movement within the network, 

helping to contain potential breaches. Technologies like Software-Defined Networking 

(SDN) make it easier to define, manage, and adapt these segmented network zones 

dynamically. 

More zones also mean more complexity. Fine-grained segmentation makes routing between 

services harder. Systems that previously communicated directly may now need to cross 

multiple boundaries, and each boundary can enforce different access rules. 

Thatôs where internal API Gateways come into play. These gateways manage traffic 

between zones, acting as both routing hubs and policy enforcement points. They help 

ensure that only authorized, and validated traffic can pass from one zone to another. 
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Image: Gateway routing API traffic between internal network zones. 

By placing gateways at these boundaries, organizations maintain both control and visibility  

without sacrificing modularity or security. 

 

Zero Trust Networking  

Another approach gaining traction is the Zero Trust  model. Unlike traditional perimeter-

based models, Zero Trust does not automatically trust anything, not even devices or 

services inside the internal network. 

Under Zero Trust principles: 

¶ Internal network connections are considered untrusted by default. 

¶ Every communication must be authenticated and authorized, regardless of its origin. 

¶ All network traffic, especially between services like APIs and gateways, must be 

encrypted and verified, typically using TLS or mutual TLS (mTLS). 

The good news? API Gateways are well-suited for Zero Trust environments. They can: 

¶ Terminate and initiate TLS or mTLS connections 

¶ Authenticate and authorize requests 

¶ Enforce fine-grained policies per service or client 

This makes them a natural fit for enforcing Zero Trust policies at network and application 

boundaries.  
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5 Installation and APIOps 

In the past, setting up an API Gateway often meant using a graphical user interface or 

managing it as part of a larger, sometimes complex API management platform. 

Today, thatôs changed. Modern gateways are typically installed and configured using 

DevOps-practices. API Gateways are often packaged as containers, making them easy to 

deploy, update, and scale. This shift enables teams to automate the deployment process and 

maintain consistent configurations across development, staging, and production environments. 

 

5.1 Containerized Gateways 

Packaging API Gateways into containers offers several benefits. It ensures portability  and 

consistency across development, testing, and production environments. Teams can focus on 

configuring and scaling the gateway without worrying about the underlying infrastructure. 

Containerized gateways are easy to deploy and integrate into CI/CD pipelines. Many 

gateways can be launched with a single Docker command, making it simple to get started or 

to test locally. 

Here are some examples of popular gateways and how to start them using Docker: 

Envoy 

docker run - p 9901:9901 - p 10000:10000 

envoyproxy/envoy:v1.73.7  

 

Kong 

docker run \  

  - e "KONG_DATABASE=off" \  

  - p 8000:8000 - p 8443:8443 \  

  kong:latest  

 

Membrane 

docker run -- name membrane - p 2000:2000 predic8/membrane  

 

Tyk  

docker run -- name tyk - p 8080:8080 tykio/tyk - gateway  
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Certain gateways require additional infrastructure running in separate containers. For 

example, APISIX  uses a Docker Compose file to launch an etcd registry alongside the 

gateway container. 

 

5.2 APIOps 

APIOps applies DevOps principles such as automation, version control, and continuous 

delivery to the API lifecycle. It treats both APIs and API Gateways as code, enabling 

repeatable, testable, and secure deployments. 

By integrating APIOps into your workflow, the configuration and deployment of gateways 

become significantly more streamlined. Gateway configurations and OpenAPI specifications 

are stored in source control systems like Git, with pipelines managing validation, build, and 

deployment. 

A typical APIOps deployment pipeline for updating an API Gateway might work like this: 

1. Merge 

A configuration change is merged into the main branch of the Git repository, triggering a 

pipeline. 

2. Verification  

The gateway configuration is validated for syntax and structural correctness. This may 

include OpenAPI linting. 

3. Build  

A container image is built with the updated configuration and pushed to a container 

registry. 

4. Deployment 

The image is deployed to the target environment, whether that's Kubernetes, a VM cluster, 

or a cloud-hosted gateway instance. 

 

Image: DevOps-based API deployment process 
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This automated, GitOps-style workflow ensures: 

¶ Consistent configurations across environments 

¶ Fewer manual errors 

¶ Faster and safer rollouts 

¶ A transparent audit trail linked to the source control system 

APIOps doesn't just improve efficiency. It also increases confidence in the delivery pipeline. 

▪▫▬▲► Sidenote: Why apply APIOps to gateways? 

Treating gateway configuration as code brings the same consistency and agility that DevOps 

brought to application code. It also helps prevent configuration drift  between environments, 

which often sneaks in through ad hoc changes in UIs or quick fixes in the terminal. 
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6 OpenAPI 

OpenAPI has become the de facto standard for describing HTTP-based APIs. But itôs more 

than just a documentation format. As we already saw in the chapter on configuration, 

OpenAPI can play a central role throughout the entire API lifecycle. 

In this chapter, weôll explore how OpenAPI is used by API Gateways. Youôll learn how 

gateways can: 

¶ Be configured directly from OpenAPI descriptions 

¶ Rewrite addresses in OpenAPI documents on the fly to reflect public-facing endpoints 

¶ Validate incoming and outgoing messages against OpenAPI definitions 

These capabilities not only improve the developer experience but also help enforce 

consistency, contract compliance, and security at runtime. 

▪▫▬▲► Sidenote: What is OpenAPI? 

The OpenAPI Specification (originally known as Swagger) defines a standardized way to 

describe APIs using YAML or JSON. It goes beyond just documentation. OpenAPI 

descriptions can drive tools for mocking, validation, code generation, testing, and automation. 

In many setups, these specifications even serve as the configuration source for API Gateways, 

making them a cornerstone of modern API design and deployment. 

 

6.1 OpenAPI-based Configuration 

OpenAPI provides a structured, machine-readable format for describing APIs, covering 

everything from endpoints and HTTP methods to parameters, authentication requirements, 

and response formats. 

Today, many modern API Gateways support OpenAPI as a first-class configuration source. 

Instead of setting up routes, authentication, and validation rules manually, you often can just 

hand the gateway an OpenAPI file and let it handle the rest. 

This approach makes the OpenAPI document a single source of truth for implementation, 

documentation, and deployment. It simplifies onboarding, reduces human error, and enables 

repeatable, automated rollouts of new APIs across environments. 

Take AWS API Gateway as an example: you can import an OpenAPI file directly in the 

AWS Console to create and deploy a new API in just a few clicks. 
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Image: Creating an API from an OpenAPI document in the AWS Console 
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Once imported from OpenAPI, the API definition appears in the AWS Console. All paths, 

methods, and parameters are visible and can be further adjusted if needed: 

 

 

Image: API created from an OpenAPI document in the AWS console 

This approach is convenient, and it fits perfectly with automated workflows. Since OpenAPI 

files are structured and versioned, they can live in Git repositories and serve as a single source 

of truth. From there, a CI/CD pipeline or the gateway itself can pick up changes and trigger 

deployments automatically. 

 

Image: Automated deployment pipeline triggered by OpenAPI changes 
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To improve reliability and consistency, teams often enforce a pull-request-based workflow for 

OpenAPI definitions. Any change triggers a CI/CD pipeline that runs automated checks, such 

as syntax validation, style guide enforcement, and security scanning, and may also require 

manual review. 

One widely used tool in this process is Spectral, a linter for OpenAPI documents that 

supports both custom and community-maintained rule sets. There are even rules for the 

OWASP API Security Top 10. 

▪▫▬▲► Sidenote: What is Spectral? 

Spectral is a customizable linter for OpenAPI that helps to enforce consistency, quality, and 

security across API definitions. It can validate from basic syntax to more advanced concerns 

like security policies and API Style Guides. For teams working with APIOps, Spectral often 

becomes a central piece in the toolchain, automating governance and ensuring every API 

stays clean and compliant. 

By using OpenAPI as the central artifact for both documentation and configuration, teams can 

align developers and operations, reduce duplication, and avoid drift between environments. 

▪▫▬▲► Sidenote: Configuration as a document 

Using OpenAPI files as configuration artifacts blurs the line between documentation and 

deployment. Instead of writing two separate things, API docs and gateway configs, you only 

need one. That reduces duplication, simplifies maintenance, and gives developers and 

operations teams a shared artifact to collaborate on. 

 

Resources 

OpenAPI Specification 

https://swagger.io/specification/ 

Spectral (OpenAPI Linter) 

https://github.com/stoplightio/spectral 

OWASP Ruleset for Spectral: 

https://github.com/stoplightio/spectral-owasp-ruleset 

OWASP Top 10 API Security Risks ï 2023 

https://owasp.org/API-Security/editions/2023/en/0x11-t10/  
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6.2 OpenAPI URL Rewriting 

An OpenAPI document doesnôt just define the structure of requests and responses. It also tells 

clients where to find an API . The servers  section specifies the base URL that clients should 

use to connect. 

In this sense, OpenAPI provides a lightweight form of service discovery. Instead of querying 

a registry at runtime, clients read the service location directly from the API description. 

Below is an example snippet from an OpenAPI that defines both a production and test 

environment:  

openapi: '3.0.3'  

info:  

  title: Fruit Shop API  

  version: '1.0'  

servers:  

  -  url : http:// srv5 .predic8.de/ test/ shop/v2  

    description: test  

  -  url : http:// srv5 .predic8.de/shop/v2  

    description: production  

Now picture this. You have an API Gateway in front of a backend service. A developer 

downloads the OpenAPI document from the gateway, but the gateway simply forwards the 

backend's original OpenAPI file unchanged (Steps 1 to 4). The developer then generates a 

client from that specification (Step 5). 

The result is a subtle but real problem. The generated client may use the server URL from the 

OpenAPI document, which points directly to the backend. In that case, the client starts calling 

the backend service directly and bypasses the gateway entirely (Step 6). 

 

Image: Bypassing the API Gateway caused by an unmodified OpenAPI document 

Ideally, the backend should only be reachable through the gateway. If youôre lucky, the 

firewall will block the request.  
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URL Rewriting  

The fix is to change the addresses. The gateway rewrites the OpenAPI document on the fly. 

More specifically, it replaces the servers  section with the public-facing URL of the gateway. 

You could also keep a modified copy of the OpenAPI document and serve that instead of 

fetching it from the backend. But that quickly turns into a maintenance burden. Whenever the 

backend API changes, for example, a new endpoint is added or a parameter is modified, you 

would have to update your copy manually. That step is easy to miss. 

Dynamic rewriting avoids that problem. The gateway forwards the original paths, schemas, 

and other definitions from the backend, but swaps in the correct base URL. This ensures 

generated clients always call the gateway rather than reaching the backend directly. 

 

Image: API Gateway rewriting URLs in OpenAPI descriptions 

Hereôs how the modified OpenAPI might look after rewriting: 

openapi: '3.0.3'  

info:  

  title: Fruit Shop API  

  version: '1.0'  

servers:  

  -  url : http s:// api .predic8.de / test/ shop/v2  

    description:  test  

  -  url : http s:// api.predic8.de /shop/v2  

    description:  production  

Clients will now get the correct address, and requests go through the gateway, where they can 

be secured, logged, or transformed as needed. 

The image shows the Swagger UI with the rewritten URLs in the server dropdown. 
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Image: Two rewritten server URLs in the Swagger UI 

 

6.3 Message Validation with OpenAPI 

OpenAPI describes an API in detail, which makes it perfect for message validation. 

Many API Gateways and testing tools can verify that requests and responses comply with the 

rules defined in the OpenAPI document. The validation can happen in real-time, right as 

traffic flows through the gateway. 

Gateways can validate every part of an HTTP exchange: 

¶ HTTP method and path 

Including path variables and query parameters. 

¶ Header fields 

Ensuring required headers are present and correctly formatted. 

¶ Payload format and structure  

Verifying the Content - Type  and validating JSON or XML bodies against the defined 

schema. 

¶ Security mechanisms 

Checking that authentication and authorization requirements defined in the specification 

are met. 

¶ Status codes and error responses 

Ensuring that response codes and error payloads match the documented contract. 

By enforcing whatôs described in the OpenAPI document, gateways increase consistency 

across environments, help detect integration issues early, and reduce security risks. This 

makes APIs more predictable, secure, and easier to manage. 
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The listing below shows an error message returned by the API Gateway after a request failed 

OpenAPI validation: 

HTTP/1.1 400 Bad Request  

Content - Type: application/problem+json  

 

{  

  "title": " OpenAPI Message validation failed ! ",  

  "type": "https:// ... /problems/validation",  

  "validation": {  

    "method": "POST",  

    "path": "/ users ",  

    "errors": {  

      "REQUEST/BODY#/name ": [  

        {  

          "message":  

             " 'name' exceeds max length of 20 characters ! "  

        }  

      ]  

    }  

  }  

}  

 

 Looking for hands-on examples? 

If you want to see how these OpenAPI features work in practice, head over to Chapter 28 

 OpenAPI. There, you'll find real-world configurations and use cases like URL 

rewriting and request validation. 
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7 Message Transformation 

APIs and JSON have made communication between applications much easier. Still, even if 

two systems both expose APIs, they often cannot talk to each other directly without some 

kind of translation layer in between. Even within the same business domain, message formats 

frequently differ in structure, field names, or semantics. 

Integration platforms such as Apache NiFi or frameworks like Apache Camel are built to 

mediate between many different protocols and data formats. They can bridge HTTP, 

messaging systems, file transfers, and more. They are also well-suited for mediating between 

APIs. 

API Gateways are more focused. With a few exceptions, they do not bridge HTTP APIs to 

completely different technologies such as message queues or FTP servers. However, when all 

participating systems communicate over HTTP, an API Gateway can act as a lightweight 

integration component between applications. How effective it is in that role depends largely 

on its message transformation capabilities. 

Everything inside an HTTP message can be transformed. Gateways can rewrite paths, add or 

remove headers, and use transformation components to change the message body itself. 

In this chapter, we explore how message transformation works in API Gateways, and which 

options are available to adapt requests and responses to different applications. 

There is also a trade-off. Message transformation increases flexibility, but it also increases 

complexity. Every additional parsing and transformation step expands the attack surface of 

the gateway. At the end of this chapter, we look at typical attacks against message 

transformers and discuss how to mitigate them. 
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How Message Transformation Works 

An HTTP message can contain a body with a specific media type, which is indicated by the 

Content - Type  header. In the diagram below, the client sends XML messages, while the 

backend expects JSON. But the difference is not limited to the data format. The structure and 

field names may differ as well. For example, the client uses the field name unit , while the 

backend expects currency . 

 

Image: API Gateway transforming XML messages into JSON 

The API Gateway between the two parties acts as a mediator. It translates the incoming 

message into a format that is digestible by the receiver. This translation is performed by a 

transformer component that is either configured declaratively or implemented using a 

scripting or templating language. 

On the way back from the backend to the client, the process works in the opposite direction. 

The response message must also be transformed so that the client receives data in the format 

and structure it can understand. 

Recently, artificial intelligence has emerged as a powerful helper for creating message 

transformations. While it would be technically possible to perform transformations directly 

using an AI-powered transformation plugin at runtime, this approach would result in poor 

response times, higher costs, and unpredictable behavior. A more practical approach is to use 

AI to generate transformation templates, configurations, or scripts that run efficiently at the 

gateway. Weôll look at how to use AI for this purpose at the end of this chapter. 

 

7.1 Template Engines 

Many API Gateways use templating engines for message transformation. Templates are fill -

in-the-blanks documents whose placeholders are evaluated at runtime based on the HTTP 

message being processed. 
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AWS API Gateway, for example, provides templating based on the Apache Velocity 

template engine. The following template renders HTTP request headers as a Markdown table: 

#set($headers = $input.params().header)  

 

| Header | Value |  

| -------- | ------- |  

#foreach($ name in $headers.keySet())  

| `$ name` | $headers.get($ name) |  

#end  

The output of a template engine is usually text. By defining the appropriate formatting rules, it 

is possible to generate any text-based format, including JSON, XML, or even CSV. The next 

example renders HTTP request headers as a JSON document: 

#set($headers = $input.params().header)  

{  

  "headers": {  

#foreach($name in $headers.keySet())  

    "$name": "$headers.get($name)"#if($foreach.hasNext),#end  

#end  

  }  

}  

HTTP header fields and other metadata are exposed to the template through predefined 

variables. Some API Gateways also allow access to the message body using expressions such 

as JSONPath or XPath, enabling even more complex transformations. 

 

7.2 Scripting Transformations 

Templates, stylesheets, and generic transformers are useful, but they have limits. Message 

transformation is often more involved than mapping field A to field B or converting JSON to 

XML.  Typical challenges include: 

¶ Date format transformations, for example converting a timestamp into an ISO date 

like 2026-01-21 

¶ Date calculations, such as adding ten working days to a given date 

¶ Inserting the current date or time 

¶ Lookups, for example translating a code like BOL into Bill of Lading 

¶ Calculating totals or derived values 

¶ Generating sequence numbers 

These kinds of tasks quickly go beyond simple declarative mappings. They require 

conditional logic, arithmetic operations, and sometimes access to external data. 

Scripting languages are well-suited for implementing transformation logic directly inside the 

gateway. They allow you to express complex rules in a compact way, without setting up a 

compiler or a development environment. 
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That said, flexibility comes with responsibility. Script-based transformations should be kept 

readable and well-structured. Otherwise, the gateway can slowly turn into an application 

server in disguise, which is usually not the goal. 

Let's take a look at some popular scripting languages used in API Gateways. 

  

JavaScript  

JSON is a subset of JavaScript, which makes it a natural fit for JSON processing. It offers 

native support for JSON structures and provides a powerful and expressive way to build 

message transformers. 

The example below demonstrates several common transformation techniques: date 

conversion, restructuring  the document, and computing the total value of order positions. 

function convertDate(d) {  

  return d.getFullYear() + " - " +   

     ("0"+(d.getMonth()+1)).slice( - 2) + " - " +  

     ("0"+d.getDate()).slice( - 2);  

}  

({  

  id: json.id,  

  date: convertDate(new Date(json.date)),  

  client: json.customer,  

  total: json.items.map(i => i.quantity  *  i.price)  

      .reduce((a,b) => a+b),  

  positions: json.items.map(i => ({  

    pieces: i.quantity,  

    price: i.price,  

    article: i.description  

  }))  

})  

This example also illustrates the use of functional programming constructs such as map and 

reduce , which are well-suited for transforming collections of data. 

API Gateways with JavaScript support include Gravitee API Management, Kong, 

Membrane, Tyk , and Zuplo. 

 

Groovy Scripts 

Groovy is a powerful scripting language that runs on the Java platform. It provides concise 

and expressive features for reading, manipulating, and writing JSON and XML, coming very 

close to native support. 

The same transformer shown in the JavaScript section above can be written in Groovy like 

this: 
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import java.text.*  

 

def dfIn = new SimpleDateFormat("d MMM yyyy",Locale.US)  

def dfOut = new SimpleDateFormat("yyyy - MM- dd")  

 

[  

  id: json.id,  

  date: dfOut.format(dfIn.parse(json.date)),  

  client: json.customer,  

  total: json.items.collect { it.price * it.quantity }.sum(),  

  positions: json.items.collect {  

    [  

      pieces: it.quantity,  

      price: it.price,  

      article: it.description  

    ]  

  }  

]  

This example highlights Groovyôs clean syntax and its strong support for collection 

processing. Operations like collect  and sum make transformations both readable and 

compact, especially when dealing with structured data. 

We like Groovyôs expressive style and often use it for message transformations in gateways 

and integration scenarios. 

API Gateways with Groovy support include Boomi API Management, Gravitee API 

Management, and Membrane. 

 

Lua Scripts 

API Gateways such as Apache APISIX, Kong, and IBM APIcast  are built on top of nginx 

and OpenResty. As a result, they support scripting with Lua. 

The following example shows the same transformation as in the previous sections, 

implemented as a Lua script: 
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ngx.req.read_body()  

local  date = require "date"  

local json = cjson.decode(ngx.req.get_body_data())  

 

local total = 0  

local positions = {}  

for _, item in ipairs (json.items) do  

  total = total + (item.price * item.quantity)  

  table.insert(positions, {  

    pieces = item.quantity,  

    price = item.price,  

    article = item.description  

  })  

end 

 

local output = {  

  id = json.id,  

  date = date(json.date):fmt("%Y - %m- %d"),  

  client = json.customer,  

  total = total,  

  positions = positions  

}  

 

ngx.req.set_body_data(cjson.encode(output))  

 

7.3 Transformation between JSON and XML 

XML and JSON share some similarities. Both are human-readable text formats, both support 

nested structures, and both are widely used for data exchange between systems. Still, 

converting between them is not as simple as it looks. A true one-to-one translation is often not 

possible. 

JSON is not just XML with a nicer syntax. XML offers features that JSON does not have, 

such as namespaces, attributes, and mixed content. JSON, on the other hand, follows a 

simpler structural model. Object properties are unordered, and duplicate field names are not 

allowed. In XML, element order is significant, and the same element name can appear 

multiple times as sibling elements. 

These differences matter. Any transformation between JSON and XML has to make 

assumptions about how certain structures are represented. 

When designing an API that relies on format conversion, these structural differences should 

be considered early. Otherwise, small inconsistencies can turn into interoperability issues 

later. 
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7.3.1 XML to JSON 

In this section, we look at XML peculiarities and how they can be mapped to JSON in a 

predictable and practical way. 

 

XML Attributes  

JSON has no equivalent to XML attributes. Consider the following XML document: 

<person id="1721" > 

  <name>Jose</name>  

</person>  

One possible transformation into JSON looks like this:  

{  

  "person": {  

    "name": "Jose",  

    " _id": 1721  

  }  

}  

The XML attribute id  is mapped to a JSON object property named _id . To distinguish 

attributes from properties that originate from child elements, attribute names are often 

prefixed with an underscore or an at-sign.  

 

Mixed Content 

JSON is sometimes described as the successor of XML. In reality, they are fundamentally 

different. XML is a markup language, while JSON is a data notation for structured 

objects. 

In typical API and integration scenarios, XMLôs markup capabilities are rarely used. Most 

XML messages represent structured data, not formatted text. However, XML supports 

markup, and this feature may appear in documents that need to be converted. 

Consider the following example: 

<log>Access from <ip>192.168.2.28</ip>  blocked.</log>  

Here, the log  element contains text, and inside that text an ip  element is embedded. This 

structure is known as mixed content. Character data and child elements are interleaved within 

the same parent element. 
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JSON has no concept of markup or mixed content. The closest representation is to model the 

content as an ordered array of text fragments and objects: 

{  

  "log": [  

    {  

      "_text": "Access from "  

    },  

    {  

      "ip": "192.168.2.28"  

    },  

    {  

      "_text": " blocked."  

    }  

  ]  

}  

The array is necessary to preserve the original order of text and embedded elements. Without 

it, the relative position of the IP address within the surrounding text would be lost. 

Fortunately, mixed content is rarely used in typical data integration scenarios, where XML 

documents usually represent structured data rather than text markup. 

 

Namespaces 

Namespaces allow mixing the vocabulary of different XML languages within a single 

document. They make it possible to combine independently defined schemas without naming 

collisions. 

At the same time, namespaces significantly increase XMLôs complexity and are a reason why 

XML is perceived as difficult to work with. 

<ns1 :person xmlns:ns1="uri:person" xmlns:ns2="uri:address" > 

  <ns2 :address>Madrid</ ns2 :address>  

</ ns1 :person>  

JSON has no concept of namespaces. As a result, XML-to-JSON conversions must either 

drop namespace information or encode it in some ad hoc way. A common approach is to 

retain namespace prefixes as part of the property names: 

{  

  "ns1:person": {  

    "xmlns:ns1": "uri:person",  

    "xmlns:ns2": "uri:address",  

    "ns2:address": "Madrid"  

  }  

}  
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Array Detection 

One of the hardest problems in XML-to-JSON conversion is determining whether an element 

represents a single value or a list. 

Consider the following XML document, which contains one animal: 

<animals>  

  <animal>dog</animal>  

</animals>  

A converter might reasonably transform this into: 

{  

  "animals": {  

    "animal": "dog"  

  }  

}  

In a later message, a second animal appears: 

<animals>  

  <animal>dog</animal>  

  <animal>cat</animal>  

</animals>  

Now the same converter produces a list:  

{  

  "animals": {  

    "animal": [  

      "dog",  

      "cat"  

    ]  

  }  

}  

From the perspective of a backend or client, this is a breaking change. The structure of the 

document has changed. Code written to handle a string cannot process an array. 

Without explicit knowledge of the intended structure, provided by a schema or configuration, 

it is impossible for a converter to reliably decide whether an XML element should be mapped 

to a JSON array. This ambiguity is one of the fundamental impedance mismatches between 

XML and JSON and a frequent source of integration errors. 
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Element Order 

In XML, the order of elements matters. After parsing, an application receives the elements in 

exactly the order in which they appear in the document. In many applications, this order is 

essential for correct processing. 

The following document describes a workflow whose steps must be executed in sequence: 

<workflow > 

  <check/>  

  <translate/>  

  <compute/>  

  <archive/>  

</ workflow > 

After transforming this document using the xml2json  component of our gateway, the result 

was: 

{  

  " workflow ": {  

    "compute": "",  

    "archive": "",  

    "check": "",  

    "translate": ""  

  }  

}  

The element order is lost. Executing the workflow in this order does not make any sense. 

While a converter could attempt to preserve the original order when producing JSON output, 

JSON objects themselves are unordered by definition. There is no guarantee that the property 

order in the serialized document will be preserved when it is parsed by the receiving 

application. 

To reliably preserve ordering, the workflow steps must be represented as an array, since array 

elements in JSON are ordered: 

{  

  "workflow": [  

    "check",  

    "translate",  

    "compute",  

    "archive"  

  ]  

}  

This example highlights another fundamental mismatch between XML and JSON and shows 

why ordered XML structures should be modeled explicitly as arrays when converted to JSON.  
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Missing Types 

In XML documents, data does not carry type information. While types can be defined in 

external XML Schema definitions (XSD), most XML-to-JSON converters do not use schemas 

as guidance during transformation. 

Instead, converters often try to guess data types based on the actual values they encounter. 

Consider the following XML document for an address in Milan: 

<address>  

    <city>Milano</city>  

    <zip> 20121 </zip>  

</address>   

A converter may infer that the ZIP code is numeric and produce the following JSON. Notice 

that 20121  isn't wrapped in quotes. 

"address": {  

  "zip": 20121 ,  

  "city": "Milano"  

}  

Now look at an address from Tokyo, where ZIP codes contain a dash: 

<address>  

    <city>Tokyo</city>  

    <zip> 100- 0005 </zip>  

</address>  

This time, the same converter will likely infer that the ZIP code is a string: 

  "address": {  

    "zip": "100 - 0005" ,  

    "city": "Tokyo"  

  }  

The result is an inconsistent data type for the same field. At the receiving end, this 

inconsistency can easily break the contract. 

Without explicit type information, XML-to-JSON conversion is always a guess. You can 

never be sure whether a value that looks like a number in one request might suddenly appear 

as a string in the next. One possible workaround is to convert all values to strings, but that 

leads to poor API design. 

 

7.3.2 JSON to XML 

The transformation from JSON to XML also comes with challenges, although typically fewer 

than in the opposite direction. 
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JSON follows a simpler structural model and does not support features such as attributes or 

namespaces. This reduces ambiguity during conversion. Still, there are structural differences 

that must be addressed, especially around root elements, array handling, and element 

ordering. 

In the following sections, we examine the typical issues that arise when converting JSON to 

XML and how they can be handled in a consistent way. 

 

JSON Documents are not Trees 

At first glance, JSON documents look like trees. However, JSON itself does not define a tree 

model in the same way XML does. XML always has a single root element, and a clearly 

defined parent child hierarchy. A JSON object, by contrast, is defined as a set of name value 

pairs and arrays. Object properties are unordered by specification. 

Another important difference is that a JSON document does not have to be an object. Any 

valid JSON value can be a complete document. All the following samples are valid JSON 

documents: 

Sample Document Description 

{ "foo": 1 }  

 

Object 

[1,2,3]  

  

Array 

42 

 

Number 

true  

 

Boolean 

null  

 

No value 

"foo"  String 

Table: JSON data types 

In integration scenarios, most JSON messages are objects. Arrays are also common, and in 

rare cases even a single number or string may be exchanged. These values can still be mapped 

to XML by wrapping them inside a root element. 

For the following examples, we focus on JSON objects. Consider this simple document: 

{  

  "name": "Elena"  

}  
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A JSON-to-XML converter could transform this into:  

<name>Elena</name>  

Now consider a slightly extended document: 

{  

  "name": "Elena",  

  "city": "Buenos Aires"  

}  

Here, name and city  are sibling properties at the same level. XML, however, requires a single 

root element. To produce valid XML, both elements must be enclosed within a common 

parent: 

<root>  

  <city>Buenos Aires</city>  

  <name>Elena</name>  

</root>  

Although both XML outputs represent similar data, their structure differs. The shape of the 

resulting XML depends on whether the JSON input contains one property or multiple 

properties. 

This variability can break interfaces that rely on a stable XML structure. For that reason, 

many JSON to XML converters always wrap the generated content in a predefined root 

element, regardless of the number of properties in the original JSON document. 

 

Property Order  

Properties in JSON are unordered by definition. Even if many implementations preserve 

insertion order, the JSON specification does not guarantee it. 

XML, in contrast, is order-sensitive. In many XML schemas, elements are defined as 

sequences with a strict order. Changing the position of an element can lead to validation 

errors or cause problems in systems that rely on a fixed structure. 

When converting JSON to XML, this difference becomes visible. If the converter processes 

properties in arbitrary order, the generated XML may not match the expected element 

sequence. For loosely defined XML formats this may not matter, but for schema-driven 

interfaces it can be critical. 

To avoid issues, converters may enforce a predefined element order or apply a post-

processing step, for example using a script or XSLT, to rearrange elements into the required 

sequence. 
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Null Handling 

JSON has a null  data type to represent unknown or missing values. XML itself does not have 

a built-in concept of null . 

In the following JSON document, the field a contains an empty string, while the value of b is 

unknown: 

{  

  "a": "" ,  

  "b": null  

}  

A JSON-to-XML transformation might render both values as empty elements: 

<root > 

  <a></a>  

  <b></b>  

</ root > 

 

7.4 Combining generic with concrete Transformations 

The shortcomings of generic transformations can be compensated for by adding an additional 

transformation step that corrects or refines the result. 

A common pattern is to first apply a generic transformation, for example JSON to XML, and 

then follow it with a more specific transformation that adjusts structure, naming, or ordering. 

This keeps the initial step simple while still allowing precise control where needed. 

In a transformer pipeline, each step builds on the output of the previous one. A generic 

converter can handle the heavy lifting, such as structural format changes, while a second step 

enforces schema requirements, renames elements, reorders fields, or enriches the message 

with computed values. 
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Image: Generic transformation followed by specific post-processing step (Tool: draw.io) 

This layered approach keeps configurations manageable. Instead of replacing a generic 

converter with a complete custom implementation, you only refine the parts that require 

special handling. 

▪▫▬▲►Best Practice: Start generic, then specialize 

Start with a generic conversion, such as XML to JSON. If the result already covers about 80% 

of what you need, add a second step that makes the remaining adjustments. Typical fixes 

include renaming fields, converting data types, or reordering elements 

 

7.5 XSLT Transformation 

XML messages can be transformed using templates or scripting languages. If you already 

have experience with XSLT or have existing stylesheets, XSLT can be an additional option 

for message transformation. 

We have migrated several legacy applications that relied heavily on XSLT stylesheets. In 

many cases, these stylesheets were copied from closed-source solutions and reused almost 

unchanged with a modern open source gateway. 

XSLT, short for eXtensible Stylesheet Language Transformations, is a language for 

transforming XML documents into other text-based formats. The output can be XML, HTML, 

CSV, or virtually any other text format. The input, however, must always be an XML 

document. 

XSLT is not easy to learn. It is not imperative like most programming languages and does not 

use commands in the traditional sense. Instead, it is rule-based and declarative. In this respect, 

it resembles logic programming languages such as Prolog and shares characteristics with 

functional programming, including the absence of side effects. Because XSLT requires a 
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significant learning effort and is considered a legacy technology, you should think twice 

before starting to learn XSLT  today. 

If that does not discourage you, XSLT offers several advantages for the transformation of 

XML messages: 

¶ Standardized: XSLT is a W3C standard, and stylesheets can be reused across 

different tools and platforms without modification. 

¶ XML -native: XSLT fully supports XML features such as namespaces. 

¶ Rule-based model: Pattern matching enables concise and powerful transformation 

logic. 

One major benefit is the ability to reuse existing stylesheets from legacy systems, which can 

significantly reduce migration effort. 

 

Only a subset of API Gateways, primarily those based on the Java platform, provide built-in 

XSLT support. The following gateways offer XSLT capabilities (non-exhaustive list): 

 

¶ Azure API Management 

¶ Axway API Gateway 

¶ Google Apigee 

¶ Gravitee.io API Management 

¶ IBM API Connect / DataPower 

¶ Membrane API Gateway 

¶ MuleSoft Anypoint Platform 

¶ Oracle API Gateway 

¶ WSO2 

 

Most gateways support XSLT versions 1.0 and 2.0. IBM API Connect also supports XSLT 

3.0, which can be used to transform JSON input in addition to XML. 

 

 

XML to JSON Transformation with XSLT  

In this section, weôll look at how XSLT  can be used for message transformation in an API 

Gateway. The use case is a common one: integrating a backend API that returns XML with a 

client that expects a specific JSON format. 
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Assume the backend responds with the following XML document containing a list of books: 

<books>  

  <book id="1">  

    <title>The Mythical Man - Month</title>  

    <author>Frederick P. Brooks Jr.</author>  

    <year>1975</year>  

  </book>  

  <book id="2">  

    <title>Code Complete</title>  

    <author>Steve McConnell</author>  

    <year>1993</year>  

  </book>  

</books>  

 

The API client, however, expects the data in this JSON format: 

 
{  

  "books" : [ {  

    "title" : "The Mythical Man - Month",  

    "author" : "Frederick P. Brooks Jr.",  

    "year" : "1975"  

  }, {  

    "title" : "Code Complete",  

    "author" : "Steve McConnell",  

    "year" : "1993"  

  } ]  

}  

 



The API Gateway Handbook 

   86 

To perform the transformation, the following stylesheet can be used: 

 
<xsl:stylesheet version="1.0"  

        xmlns:xsl="http://www.w3.org/1999/XSL/Transform">  

 

  <xsl:output method="text" encoding="UTF - 8"/>  

 

  <xsl:template match=" books ">  

    { "books": [  

      <xsl:apply - templates/>  

    ] }  

  </xsl:template>  

 

  <xsl:template match=" book ">  

    {  

      <xsl:apply - templates select="*"/>  

    }  

    <xsl:if test="position()!=last()">,</xsl:if>  

  </xsl:template>  

 

  <xsl:template match=" *[text() and not(*)] ">  

    "<xsl:value - of select="name()"/>":  

    "<xsl:value - of select="normalize - space(.)"/>"  

    <xsl:if test="position()!=last()">,</xsl:if>  

  </xsl:template>  

 

</xsl:stylesheet>  

I struggled whether to include XSLT in this book at all. Itôs undeniably a true legacy 

technology. However, in practice we still encounter many existing systems that rely on large 

collections of XSLT stylesheets. In recent projects, weôve reused and migrated quite a few of 

them. Since the stylesheet is included here, itôs worth explaining how it works for anyone who 

wants to adapt it for their own project. 

The stylesheet consists of three templates, each responsible for a specific part of the 

transformation. The XSLT processor selects templates based on the current XML node being 

processed. 

Because <books>  is the root element of the XML document, the following template is applied 

first: 

<xsl:template match=" books ">  

  { "books": [  

    <xsl:apply - templates/>  

  ] }  

</xsl:template>  

 

This template creates the outer structure of the JSON document. The <xsl:apply -

templates/>  instruction tells the processor to continue processing the child elements of 

<books> . 
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Next, the processor applies the following template once for each <book>  element: 

<xsl:template match="book">  

  {  

    <xsl:apply - templates select="*"/>  

  }  

  <xsl:if test="position()!=last()">,</xsl:if>  

</xsl:template>  

This template wraps each book in a JSON object. The position()!=last()  check ensures 

that commas are placed correctly between book entries, but not after the last one. 

Finally, the third template renders the individual properties of a book: 

<xsl:template match="*[text() and not(*)]">  

  "<xsl:value - of select="name()"/>":  

  " <xsl:value - of select="normalize - space(.)"/> "  

  <xsl:if test="position()!=last()">,</xsl:if>  

</xsl:template>  

This template matches elements that contain only text and no child elements, such as 

<title> , <author> , and <year> . It outputs them as JSON key-value pairs and again takes 

care of comma placement. With this generic template, large numbers of fields (elements) can 

be converted in a generic matter. For fields that are not converted as intended like numbers 

that do not require quotes or fields that need to be renamed you can just add additional rules 

like this one to make the needed adjustments: 

<xsl:template match=" id | price | count | age">  

  "<xsl:value - of select="name()"/>":  

  <xsl:value - of select="normalize - space(.)"/>  

  <xsl:if test="position()!=last()">,</xsl:if>  

</xsl:template>  

XSLT may be a legacy technology, but it is also a very powerful one. It can handle complex 

XML transformations efficiently and at scale. 

To balance out the ñold-school XSLTò content, the last section in this chapter explains using 

AI to generate transformation templates. In practice, tools like ChatGPT or Claude can be 

quite helpful when designing or debugging stylesheets. 
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7.6 Security Considerations for Templating 

Templates make message transformations easy to implement. That simplicity, however, can 

lead to careless usage. Consider the following template: 

{  

  "city": " { {params.city[0]} } "  

}  

At first glance, this looks harmless. It simply inserts a query parameter such as: 

?city= Vienna  

into a JSON document: 

{ "city": " Vienna "  }  

Now consider a carefully handcrafted request from a hacker: 

?city= Roma%22,%22admin%22:true,%22x%22:%22d"  

The encoded value %22 represents a double quote. After decoding, the template produces: 

{  

  "city": " Roma",  

  "admin":true,  

  "x":"d "  

}  

The attacker closes the original string with the first injected quote and then adds additional 

JSON properties. The extra "x":"d  fragment balances the trailing quote from the template so 

that the final JSON is syntactically valid. 

This is a classic injection attack. The template assumes that the inserted value is safe and 

properly formatted. But unescaped user input can break the surrounding structure and 

inject additional fields. 

To prevent this, values must be escaped according to the target format. In JSON, this means 

escaping quotation marks and other characters with special meaning.  

With proper escaping, the template could look like this: 

"city": {{ toJSON(params.city[0]) } }  
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Because the toJSON()  function renders a valid JSON string literal , additional quotes in the 

template are no longer needed. The malicious input is then transformed into: 

"Roma\ ", \ "admin \ ":true, \ "x \ ": \ "d"  

When this escaped value is inserted, the JSON structure remains intact. The city  field 

contains one long string with JSON gibberish, but no additional properties are injected. The 

result is syntactically valid and safe to process. 

▪▫▬▲►Security Hint : Never trust external input 

The principle ñnever trust external inputò applies to templating as well. Treat all user-supplied 

data as untrusted and take appropriate measures, such as escaping and validation, before 

including it in messages. 

 

Escaping  

Escaping can be implemented through helper functions or built directly into the template 

engine. A JSON aware template plugin can automatically escape inserted values before 

rendering them. 

Escaping must match the target format. JSON, XML, and URLs all require different 

characters and sequences to be escaped. 

Consider this input: 

Bob "The <Boss>" & Sons  

Depending on the context, it must be escaped differently: 

Context Escaped Sample 

JSON 

 

Bob \ "The <Boss> \ " & Sons  

XML  

 

Bob "The &lt;Boss&gt;" &amp; Sons  

URL 

 

Bob%20%22The%20%3CBoss%3E%22%20%26%20Sons 

Table: Escaping for JSON, XML and URLs 

The correct escaping depends on the downstream consumer and how it interprets the content. 

Missing escaping, or escaping for the wrong context, can break parsing or open injection 

vulnerabilities. 

Using the wrong format in a template, or forgetting to specify the format at all, often leads to 

incorrect or missing escaping. 

Even better than relying on string-based templates and manual escaping is constructing 

structured data using JSON or XML libraries instead of concatenating strings. Scripts can 
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help implement this approach, but they introduce a different attack surface and must be 

secured carefully. 

₵₿⃰℅Security Hint: How to escape 

Escape for the final output context, using the correct encoding, at the last possible moment. 

 

Combine Transformation with Validation  

Injection attacks often change the structure of a message or make it invalid for the expected 

data format. A validator that rejects unexpected or additional fields can help detect such 

manipulations early. 

Validating input types and enforcing length constraints adds another layer of protection. Some 

injection payloads simply do not fit into short strings or numeric fields. While validation does 

not prevent injection completely, it raises the bar and makes exploitation harder. 

Validation can be performed at the backend, at the gateway, or at both layers. Performing it at 

the gateway has the advantage that malformed or malicious input can be rejected before it 

reaches internal systems. 

OpenAPI specifications and WSDL descriptions already define message structures and data 

types. They can therefore serve as a basis for request and response validation. Alternatively, 

JSON and XML  Schemas can be used to validate payloads against precise structural rules. 

Transformation and validation work best together. Transformation adapts messages to the 

required format, while validation ensures that only valid and expected data is processed 

further. 

 

Resources 

Alice & Bob learn Application Security 

Tanya Janca @shehackspurple, Wiley,  

RFC 8259 (JSON) section on strings and escaping 

https://www.rfc-editor.org/rfc/rfc8259#section-8.1 

Extensible Markup Language (XML) 1.1 (Second Edition), 2.4 Character Data and 

Markup  

https://www.w3.org/TR/2006/REC-xml11-20060816/#syntax 
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7.7 Best Practice 

Here are a few practical guidelines that help with complex transformations and legacy 

integrations. 

Start simple, then refine 

Begin with a minimal, working configuration that solves one small part of the overall task. 

Then add transformation steps, security checks, and orchestration gradually and iteratively. 

This keeps complexity under control, makes errors easier to trace, and gives you a chance to 

learn from each step before moving on. 

Prefer structured processing over string concatenation 

When generating or transforming content, use dedicated JSON or XML libraries instead of 

building documents through string concatenation or regular expressions. 

These libraries understand the target format, handle data types correctly, and apply the 

appropriate encoding rules automatically. This reduces the risk of injection vulnerabilities, 

malformed output, and subtle parsing errors. 

Separate wiring from logic 

Keep orchestration and routing in the gateway configuration, but move complex 

transformation logic into external scripts or dedicated files. This keeps API definitions 

concise and makes the flow easier to understand. 

Externalizing transformation logic also enables isolated testing without running the full 

gateway, which improves maintainability and supports automated tests. 

An API Gateway is not the right place to host application logic. Do not misuse 

transformations and integrations to implement business rules. Keep domain logic in backend 

systems or microservices, and let the gateway focus on mediation, security, and protocol 

adaptation. 

Build t ransformation libraries 

When mapping large interfaces with many endpoints, it pays off to extract reusable 

transformation logic into libraries. In real-world APIs, the same data structures and fields 

often appear again and again. 

Instead of duplicating mapping logic across multiple configurations, encapsulate it in reusable 

scripts or templates. These libraries can be implemented using the gatewayôs scripting 

capabilities and referenced from different APIs. 

This reduces duplication, keeps configurations consistent, and makes changes easier and 

safer.  

Generic transformations 

If many fields are copied or transformed in the same way from input to output, generic 

transformers can significantly reduce effort. Generic JSON to XML and XML to JSON 

converters, as well as reusable scripts, are often sufficient for large parts of an interface. 
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In many cases, most of a transformation can be handled generically. Only the fields and 

structures that deviate from the norm require individual rules. This keeps configurations 

shorter and easier to maintain. 

Scripting languages such as JavaScript, Lua, or Groovy are suitable for implementing generic 

transformers for JSON and other formats. They allow you to traverse structures dynamically 

and apply consistent rules across large payloads. 

When working with XML, XSLT can be a powerful option. Its template matching model 

enables compact and expressive rule-based transformations. 

 

7.8 Creating Transformation Templates with AI 

Writing transformation templates, scripts, or stylesheets for API Gateways is usually not hard, 

but it takes time. That makes it a good use case for AI assistance. With a short prompt and a 

representative sample, you can often get a working template, or at least a solid starting point, 

in a few iterations. 

The following sample prompt asks an AI model to create a transformation template for the 

Tyk Gateway. The template converts a JSON document into CSV. 

Prompt:  

Create a Tyk response transformation template using Go 

templates that converts documents with the following JSON 

structure into CSV:  

 

{  

  "animals": [  

    {"name": "Skye", "species": "dog", "legs": 4},  

    {"name": "Molly", "species": "cat", "legs": 4}  

  ]  

}  

 

Requirements:  

-  Output CSV with headers  

-  Comma- separated CSV format  

-  Include complete API definition snippet  

 

₵₿⃰℅Privacy Hint  

When using a public AI model, use sample data and avoid sharing sensitive or personal 

information. 
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8 API Orchestration 

A single API can aggregate or coordinate multiple underlying APIs. This is called API 

orchestration. Instead of working in isolation, the orchestrating API coordinates multiple 

internal APIs to fulfill a request, acting like a conductor leading an ensemble of backend 

services. 

Orchestration is especially common in service-oriented architectures (SOA) and 

microservices environments, where functionality is split into small, focused services. 

Because each of these services is highly specialized, useful business processes often require 

combining several of them. 

Take the example below: an order API depends on customer, article, and price APIs. Rather 

than duplicating functionality, the order API serves as a composite that orchestrates responses 

from all three. 

 

Image: Orchestration of fine-grained APIs 

Orchestration can improve structure, encapsulation, and reusability. But it also comes with 

trade-offs: the orchestrator becomes a point of dependency, and if not carefully managed, 

this can increase coupling and fragility  in the system. 

Some API Gateways come with features such as: 

¶ Calling multiple backend services per request 

¶ Merging responses 

¶ Executing conditional logic 

Alternatively, API orchestration can be implemented outside the gateway using tools such as: 

¶ Workflow engines, e.g., Camunda, Zeebe 

¶ Integration frameworks, e.g., Apache Camel, Spring Integration 

¶ Low-code platforms, e.g., AWS Step Functions, Azure Logic Apps 

These tools can manage more complex flows, long-running processes, or asynchronous tasks 

that go beyond what an API Gateway is designed for. 
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Typically, in API orchestration, the response from one API call becomes the input for the 

next. In practice, this is rarely straightforward. The involved APIs often speak different 

languages: one might return JSON, while another expect XML, and their field structures may 

vary widely. 

This means orchestration often requires: 

¶ Data format conversion (e.g., JSON to XML) 

¶ Field mapping (e.g., renaming, flattening, or restructuring data) 

When using an API Gateway for orchestration, make sure it supports robust querying and 

transformation features such as JSONPath, XPath, and templating capabilities. Without these, 

youôll likely run into limitations when integrating APIs with mismatched expectations.  

□Sidenote: Orchestration vs. Choreography 

In orchestration, a central API Gateway or workflow engine explicitly controls the 

interactions between services. In choreography, services react to events and coordinate 

themselves without a central controller. Gateways typically implement orchestration, not 

choreography. 
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9 Security 

API Gateways sit between clients and backend services, placing them in a natural point to 

enforce and enhance API security. As the central entry point for API traffic, a gateway can 

address a wide range of concerns, starting with transport-level protections and extending 

through authentication, authorization, and application-level defense. 

By offloading these responsibilities from backend services, the gateway helps standardize 

and centralize security policies across APIs, reducing complexity and improving the 

organizationôs ability to respond to evolving threats. 

An API Gateway can: 

¶ Handle transport encryption using TLS 

¶ Authenticate and authorize client requests 

¶ Validate input and output messages against business rules or schemas 

¶ Protect against message-based attacks, including those targeting XML, JSON, or 

GraphQL 

¶ Log and audit traffic, users, and sensitive events 

The following sections introduce key security concepts such as integrity , confidentiality , 

authentication, and authorization. These concepts form the foundation for understanding 

how secure API communication works in practice. Together, they define how data is 

protected, how identities are verified, and how access decisions are enforced in distributed 

systems. 

 

9.1 Integrity 

Digital messages are easy to change but hard to trust. Without protection, a receiver has no 

way to tell whether a document was altered. Thatôs where integrity checks come in. A 

signature or cryptographic hash can ensure that the content hasnôt been tampered with. 

Integrity is a fundamental requirement in API security. One of the most common use cases is 

token validation. Tokens such as JSON Web Tokens (JWTs) are signed so that the recipient 

(usually the API Gateway or backend) can verify that they havenôt been changed and that they 

were indeed issued by a trusted authority. 

  

9.2 Confidentiality 

In 2017, a routing incident caused internet traffic for Google, Facebook, and Microsoft to be 

redirected through Russia. The event underscored a critical risk: traffic can be silently 

detoured without the sender or receiver knowing. 
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On the open internet, the route a message takes is unpredictable. It might pass through dozens 

of routers and networks, including infrastructure owned by third parties or even potential 

attackers. Without proper protection, anyone along that route could intercept and read the 

data. 

This is where encryption comes into play. Encryption ensures that only authorized parties 

can read and understand the protected content. 

To ensure confidentiality  with APIs , two main strategies are used: 

1. Establishing a secure communication channel 

Confidentiality is achieved by creating a secure, encrypted point-to-point connection 

between the client and server. This is typically done using Transport Layer Security 

(TLS), the successor to SSL. TLS encrypts the entire communication channel, including 

paths, headers, and payloads. But only while the data is in transit. Once it reaches the 

endpoint and is decrypted, the protection ends. 

2. Encrypting the message 

This secures the message itself, so it stays protected even after transmission. This is useful 

when messages pass through intermediaries or when they are stored for later processing. 

This approach is used for data at rest or in very sensitive scenarios.  

 

9.3 Authentication & Authorization 

In API security, itôs important to distinguish between two foundational concepts: 

authentication and authorization. 

Authentication is the process of verifying who someone is. For example, when youôre asked 

to show an ID card, the goal is to confirm that you are the person you claim to be. In the 

world of APIs, this often means logging in with credentials, using an API key, or presenting a 

client certificate. 

Once a subject is authenticated, we know their identity, but we do not yet know what it is 

allowed to do. 

Authorization  determines what actions the authenticated subject is permitted to perform. 

For instance, an API might verify that a user is authenticated as ñTobiasò but only allow users 

with the ñadminò role to perform a DELETE request on a certain endpoint. 

Authentication  =  Who are you? 

 

Authorization  = What are you allowed to do?  
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Authorization in APIs  

In the context of APIs, authorization typically governs actions like: 

¶ Can a user perform a POST? 

¶ Is this token allowed to access /admin ? 

¶ Does this client have permission to read a certain resource like /contracts/ 334? 

Gateways, API backends, or security policies often enforce these rules by checking roles, 

scopes, or claims within a token. 

 

Resources 

'Suspicious' BGP event routed big traffic sites through Russia, The Register 2017/12/13 

https://www.theregister.com/2017/12/13/suspicious_bgp_event_routed_big_traffic_sites_thro

ugh_russia/ 
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10  Transport Layer Security (TLS/SSL) 

API security relies heavily on Transport Layer Security (TLS)  to securely transmit data and 

tokens between systems. In this chapter, we explain why transport-level security is essential, 

clarify the difference between SSL and TLS, and show how TLS is used by API Gateways. 

 

Man-in-the-Middle Attacks 

API communication involves two parties: the client and the server. To protect integrity and 

confidentiality during communication, itôs essential that no one in between can read, 

manipulate, or redirect the data. 

TLS protects against man-in-the-middle (MitM)  attacks, where an attacker silently 

intercepts or modifies messages in transit. Without TLS, any router, proxy, or network node 

along the path could potentially tamper with the communication. 

TLS is the de facto standard for securing internet traffic. In fact, higher-level security 

mechanisms like OAuth2 or OpenID Connect assume that the transport layer is already 

secure. In other words: TLS is a foundation, not an option. 

 

SSL and TLS 

You might still hear the term SSL (Secure Sockets Layer), but itôs outdated. SSL was the 

original protocol developed by Netscape in the 1990s to secure internet communications. 

However, due to serious vulnerabilities, it has long been deprecated. Its successor, Transport 

Layer Security (TLS), is now the modern standard for encrypted connections. 

Despite this, many people still refer to TLS as SSL out of habit. 

Transport Layer Security is known for providing confidentiality by encrypting data in transit. 

However, TLS can also provide authentication. It uses certificates and certificate authorities 

(CAs) to verify the identities of communicating parties, ensuring that both the server and 

optionally the client are who they claim to be. This dual function of TLS helps prevent man-

in-the-middle attacks and unauthorized access. 
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API Gateways and TLS Connections 

API Gateways sit between clients and backend services and play an active role in securing 

communication. 

In most setups, two separate TLS connections are established: 

¶ One between the client and the gateway 

¶ One between the gateway and the backend service 

 

Image: TLS communication between client, gateway, and backend 

This design allows the gateway to terminate TLS, inspect traffic, apply security policies, 

validate tokens, and perform transformations before forwarding requests. 

▪▫▬▲►Sidenote: TLS Passthrough 

Some gateways also support TLS passthrough, where the TLS session is not terminated at 

the gateway. Instead, the encrypted connection is forwarded directly from the client to the 

backend. 

While this approach offers end-to-end encryption, it comes with trade-offs: the gateway 

cannot inspect, transform, or route traffic based on content. As a result, this mode is less 

common and used only in specific scenarios where full privacy is prioritized over control. 
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11 Content Protection 

A well-worn adage is: " never trust user input."  In the world of APIs, that becomes: "never 

trust the request." This holds especially true for structured data formats like XML , JSON, and 

GraphQL . Their flexibility and expressiveness also make them attractive targets. Attackers 

can exploit specific characteristics of these formats to overload systems, bypass validation, or 

trigger unintended behavior. 

The importance of content protection is underscored by the number of known parser 

vulnerabilities. According to cve.org, there are nearly 2,000 documented vulnerabilities 

related to JSON, and more than three times as many for XML. 

 

Image: Search result for JSON vulnerabilities on cve.org 

In the following sections, weôll take a closer look at some common attacks targeting JSON, 

XML , and GraphQL. 

https://cve.org/
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11.1 JSON Attacks  

JSON-related attacks exploit the way JSON payloads are parsed and processed. They can take 

advantage of parser inconsistencies, implementation flaws, or overwhelm systems with 

excessive or maliciously structured data. Below are some of the most common techniques: 

Duplicate Fields 

JSON objects are not supposed to contain duplicate keys. But if they do, parsers handle them 

differently. Some take the first occurrence; others take the last. Consider this example: 

{  

  " article " : " Smartphone " ,  

  " quantity " : 1,  

  " price " : 998,  

  " price " : 10  

}  

If validation checks only the first price  field, but the business logic uses the second one, an 

attacker could exploit this inconsistency to manipulate prices or bypass validation. 

Excessively Large Arrays or Strings 

Oversized arrays or unusually long strings can consume significant memory and processing 

time. JSON, for example, does not impose limits on string length or array size. So a value 

might be just a few bytes or several gigabytes. Without safeguards, this kind of input can 

overwhelm the receiver, degrade performance, or even cause denial of service (DoS) 

conditions through memory exhaustion or processing timeouts. 

Deeply Nested Structures 

Nesting JSON structures deeply may look innocent but can be devastating. Even small 

payloads with excessive depth can slow down or crash parsers by exhausting stack space or 

consuming excessive memory. 

Each additional level of nesting increases the processing effort. As the snippet below 

illustrates, adding another level requires only a few extra characters in the input, yet it 

increases structural depth significantly. 

{  

  "a": {  

    "b": {  

      "c": {  

        "d": {  

          "e": {  

            "f": {  

            }  

          }  

        }  

      }  

    }  

  }  

}  
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11.2 XML Attacks 

XML offers a rich set of features, but that richness also creates risk. Its extensibility and 

flexibility make it prone to several attack vectors, especially when parsers are overly 

permissive or insecurely configured. 

One of the most notorious threats comes from Document Type Definitions (DTDs), which 

allow the definition of entities that can reference external resources. If DTD processing is 

enabled, attackers may exploit XML External Entities (XXE)  to access sensitive files or 

trigger unexpected network requests. 

 

External Entity Injection  

An attacker might send a request containing an XML payload like the following: 

 
 

XXE  attacks are considered so dangerous that we couldnôt include this example as plain text. 

Security tools and virus scanners would flag or block the book, and most likely your corporate 

firewall would even prevent you from downloading your copy of the book. The safest way to 

include it was as an image. Thatôs why this listing looks different from the others. 

If the backend XML parser accepts this input and external entities are enabled (which they 

often are by default in older systems), the parser will replace the &e;  entity with the content of 

the referenced file /etc/passwd . The result: sensitive data is silently leaked. 

Beyond leaking files, XXE attacks can also be used for the disclosure of confidential data, 

network port scanning, SSRF (Server-Side Request Forgery), or denial of service. 

▪▫▬▲► Sidenote: Why is XML still a risk? 

While many systems have moved on to JSON, XML is still in use, especially in enterprise and 

legacy systems. That makes XML security just as relevant as ever. 
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11.3 GraphQL Exploits 

GraphQL offers powerful capabilities for building flexible APIs, but its dynamic nature also 

introduces unique security challenges. Without proper safeguards, GraphQL endpoints can be 

abused, leading to excessive backend load, denial of service (DoS) conditions, or bypassing 

rate limits. 

 

Recursive Queries 

One of the most common attack patterns is a recursive query, where a client uses circular 

references to force the server into excessive work. Hereôs an example: 

{  

  products {  

    vendor {  

      products {  

        vendor {  

          products {  

            vendor {  

              products {  

                vendor {  

                  products {  

                    name 

                  }  

                }  

              }  

            }  

          }  

        }  

      }  

    }  

  }  

}  

At first glance, the query seems innocent, only about 400 bytes. But it triggers a chain of 

lookups across the product  and vendor  relationship that can rapidly expand the response 

size. Even on a small demo API with fewer than 20 products, this query can generate more 

than 3 megabytes of response data. 

This kind of pattern is a textbook example of a denial of service risk: the server does a lot of 

work, while the client does very little. With even deeper recursion, the backend can quickly 

become overloaded. 
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Introspection Abuse 

GraphQL provides powerful introspection features that allow clients to query metadata about 

the GraphQL schema. While useful during development, these features can become a 

valuable reconnaissance tool for attackers. By leveraging introspection, a hacker can: 

¶ Discover all available types, fields, queries, and mutations 

¶ Map out relationships between objects 

¶ Identify undocumented or internal API functions 

¶ Construct highly targeted attacks 

The query below retrieves all types defined in the GraphQL schema of an API which includes 

hidden and internal fields. 

{  

  __schema {  

    types {  

      name 

      fields {  

        name 

      }  

    }  

  }  

}  

 

Batching 

In GraphQL, multiple queries or mutations (i.e., remote function calls) can be grouped into a 

single message. Consider the following document:  

{  

  q1: products(id: "2") { name }  

  q2: products(id: "3") { name }  

  q3: products(id: "7") { name }  

  q4: products(id: "8") { name }  

  q5: products(id: "10") { name }  

  q6: products(id: "11") { name }  

  q7: products(id: "13") { name }  

}  

Although it's just one message, the server will treat this as seven separate queries. Because 

GraphQL queries can be written very compactly, a small payload of just a few kilobytes may 

contain hundreds of queries or mutations. 

Rate-limiting plugins at the API Gateway, which are often unaware of GraphQL internals, 

typically count the entire batch as a single call. This can be exploited by attackers to: 

¶ Generate heavy workloads with minimal effort to cause denial of service attacks 

¶ Bypass rate limits and perform brute-force attacks  
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11.4 Applying Content Protection 

To mitigate content-based attacks, you can add content protection rules directly into your 

API Gateway configuration. Once enabled, the gateway inspects incoming payloads before 

they reach backend services. 

If a message matches known attack patterns or violates configured constraints, the gateway 

can take one of two actions: 

¶ Block the message entirely, responding with an appropriate 4XX HTTP error code 

¶ Sanitize the content by removing or replacing harmful elements (e.g., prototype fields, or 

XML DTDs) 

This layer of protection is especially valuable when working with legacy systems, which may 

lack input validation or use outdated parsers with known vulnerabilities. 

 

Gateway Support for Content Protection 

Different gateway products offer different levels of support for content inspection and 

validation. Here's a quick comparison: 

Gateway JSON 

Protection 

XML Protection  GraphQL Protection 

Apigee ṉ ṉ ṉ passthrough only 

 

Envoy ṉ  δ  δ

 

Gravitee ṉ ṉ ṉ (in beta June 2025) 

 

Kong ṉ   δNot natively 

supported  

 δVia community plugins 

Tyk  ṉ   δLimited XML 

support  

 δGraphQL introspection 

filtering in Enterprise 

AWS API 

Gateway 
ṉ by JSON 

Schema 

validation 

 δLimited XML 

support 

ṉ GraphQL support via 

AppSync 

Table: Support for content protection in different gateways 

Properly configured content protection ensures that APIs do not become a backdoor for parser 

bugs, protocol tricks, or malformed payloads. For high-risk formats like XML or GraphQL, 

limit what the gateway will accept before passing it on.  
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Vendor-Specific Media Types  

Vendor-specific media types introduce another detail. A type such as 

application/vnd.predic8.product+json  uses the +json  suffix to indicate that the 

payload is JSON-encoded, even though the full media type is custom. Security mechanisms 

must check not only for application/json , but also for any media type ending in +json . 

 

Resources 

XML External Entity (XXE) Processing  

https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_Processing 

 

11.5 Content-Type Confusion 

When content protection is enabled, API Gateways typically apply validations such as 

blocking DTDs or detecting recursive structures based on the declared Content - Type . 

However, these checks are only executed if the Content - Type  header is correctly set. 

Take the following example: 

POST /api/user HTTP/1.1   

Content - Type: text/plain  

 

{  

  " role ": "customer",  

  " role ": "admin",  

  "name": "Tobias"  

}  

The payload is clearly JSON. But since the Content - Type  is declared as text/plain , the 

gateway treats it as plain text, where virtually any byte sequence is considered valid, and skips 

all JSON-specific inspections. This opens a loophole that attackers can use to bypass payload 

validation and security filters. 

One might argue that the backend should reject the request based on the incorrect Content -

Type header. But in practice, many backend implementations either ignore the content type 

altogether or assume the payload is JSON by default. This behavior makes them vulnerable to 

so-called content-type confusion attacks. 

 

How to Guard Against Content-Type Confusion? 

Ensure the content type of incoming requests matches the expected format. This can be 

enforced using a policy in the API Gateway, or more effectively by validating requests against 

an OpenAPI description. 
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In OpenAPI, every request body is tied to a declared content type. The validator checks 

whether the Content - Type  header in the request matches what is defined in the API spec. If 

not, the request is rejected. 

In the snippet below, the request body is explicitly declared to use the content type 

application/json .  

requestBody:  

  content:  

    application/json:  

      schema:  

        $ref: '#/components/schemas/Product'  

A web application firewall (WAF) positioned in front of the API Gateway adds extra 

protection. By inspecting parts of the payload, it may detect a mismatch between the declared 

media type and the actual message structure. 

▪▫▬▲► Tip: Use content protection in combination with a strict content type check. 

OpenAPI validation ensures that the Content - Type  header in incoming requests matches the 

expected value. This prevents attackers from bypassing security filters by mislabeling payload 

formats.  
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12  Injection Attacks 

In an injection attack, malicious input is inserted into a system in such a way that it becomes 

part of a command or query. As a result, the system may execute unintended instructions 

instead of treating the input strictly as data. 

Common types include SQL injection, code injection, XPath injection, LDAP injection, and 

XML external entity (XXE) attacks. The impact ranges from leaking or modifying sensitive 

data to bypassing authentication, escalating privileges, or even full system compromise. 

 

Injection Attacks on APIs 

APIs can unintentionally open channels for attackers to inject malicious code into backend 

systems. For instance, consider the following HTTP request where an injection is part of the 

query string: 

GET /rest/products/search?q=a pples ')) UNION SELECT id, email, 

password, '4', '5', '6', '7', '8', '9' FROM USERS --  

In this example, the search string is prematurely terminated by the '  character, and an SQL 

injection follows, designed to extract sensitive user information from the database. This attack 

succeeds if the backend service dynamically builds an SQL query without proper 

parameterization (e.g., using prepared statements). 

Beyond query parameters, virtually any part of an HTTP request, such as path parameters, 

headers, payloads, or even JSON Web Tokens (JWTs), can be a vehicle for injection attacks. 

 

12.1 Input Validation with OpenAPI 

Input validation reduces the risk of injection attacks. It can block malicious input outright or 

at least make exploitation harder. Take the search parameter q from the previous example. 

Suppose it is defined in OpenAPI like this: 

parameters:  

  -  in: query  

    name: q  

    schema:  

      type: string  

      maxLength: 20  

      pattern: '[A - Z0- 9]*'  

Only uppercase letters and digits would be accepted, and the input must not exceed 20 

characters. That already prevents many injection attempts. The SQL injection from the earlier 

example, for instance, used 85 characters, far beyond the 20-character limit enforced here. 
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To make APIs more secure, every parameter and field should be defined as precisely as 

possible. Use: 

¶ Length limits  (minLength , maxLength ) 

¶ Enumerations (enum) 

¶ Regular expressions (pattern ) 

¶ String formats (email , uuid , date - time , etc.) 

These constraints arenôt just helpful for documentation. They actively guard against attacks. 

To enforce these practices, static analysis tools like Spectral can lint OpenAPI definitions. 

There is a ruleset available that includes checks for the OWASP API Security Top 10, and 

you can add custom rules too. 

Hereôs an example Spectral rule that ensures all string-based query parameters include a 

maxLength . 

rules:  

  query - parameters - should - have - maxLength:  

    description: Query parameters should define maxLength  

    message: '"{{property}}" is missing maxLength.'  

    given: '$.paths[*][*].parameters[?(@.in=="query")]'  

    then:  

      field: schema.maxLength  

      function: defined  

Validation is your first line of defense, but it should be combined with other techniques like 

proper escaping, parameterized database queries, and contextual output encoding. 

 

12.2 ìőǃШéċũŔĬċƣŔŸŰШ ũŸŰĲШfƚŰќƣШEŰŸƨŊő 

Validation contributes to an effective defense against injection attacks. However, validation 

alone is not sufficient. Consider this email address, for example: 

"'OR 1=1 -- "@predic8.de  

At first glance, it does not appear to be valid. However, it is syntactically correct according to 

the email specification, and many validators will accept it without complaint. 
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Image: Excerpt of validation result at https://verifalia.com/validate - email  

Although the string passes email validation, it contains a classic SQL injection fragment: 

' OR 1=1 --  

If such a value is inserted into a dynamically constructed SQL query, it can alter the logic of 

the statement. In an authentication context, this may allow an attacker to bypass password 

checks. In poorly designed systems, the query could return the first user in the database, 

which is often an administrator account. In that case, the attacker has not only bypassed 

authentication but has also gained access to the most privileged account in the system. 

Validation at the gateway or service layer is valuable. It raises the bar and filters out many 

malformed or obviously malicious inputs. But it does not replace secure coding practices. 

Effective protection against SQL injection requires parameterized queries, also known as 

prepared statements. Instead of concatenating user input into SQL strings, the database driver 

binds values safely and treats them strictly as data. 

In environments constrained by legacy systems or tight budgets, external protection 

mechanisms such as web application firewalls or API Gateways can add defensive layers. 

However, they should complement secure backend coding, not replace it. 

 

12.3 Effective Injection Protection 

As discussed earlier, secure backend coding practices and a sound architecture are the most 

effective defenses against injection attacks. Still, additional protective layers can be placed in 

front of backend services to reduce risk. 
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Injection Signature Detection 

Injection scanners analyze incoming requests for patterns that indicate potential attacks. These 

patterns may include SQL fragments, comment markers, or suspicious operator combinations. 

Signature-based detection can be effective, but it has limitations. It is not feasible to block 

every character or sequence that might be used in an injection attack. For example, blocking 

the '  character would reject legitimate input such as the name O'Reilly . Likewise, blocking 

keywords such as union , drop , or even or , which are common in SQL injections, could also 

interfere with valid user input and business data. 

If everything that could possibly resemble an injection attack is blocked, normal production 

traffic may no longer function correctly. Injection protection is therefore always a 

compromise. It must be carefully tuned and combined with additional safeguards. 

Curated rule sets, such as those provided by Snort or similar security communities, help 

reduce this risk. They are continuously updated and refined to reflect evolving attack 

techniques. 

 

Machine Learning and Artificial Intelligence (AI)  

AI-driven tools can detect anomalies and suspicious patterns more flexibly than fixed, 

signature-based rules. Instead of relying only on predefined attack strings, they analyze 

behavioral patterns, statistical deviations, or contextual features in requests. 

There are gateway plugins available that incorporate machine learning techniques for 

advanced injection detection. These systems can identify attack variants by recognizing 

unusual input or traffic patterns. 

 

12.4 API Gateway vs. Web Application Firewall (WAF) 

Both API Gateways and web application firewalls can help protect against injection attacks. 

However, their responsibilities differ. 

¶ WAFs typically focus on generic injection detection. They are often placed in front of 

the API Gateway and inspect incoming traffic using signature-based or anomaly-based 

techniques. 

¶ API Gateways are well suited for API-specific validation. Using JSON Schema, XML 

Schema (XSD), or OpenAPI definitions, they can validate requests precisely per 

endpoint and per contract. 

Some WAF products also support JSON and XML schema validation. In that case, every API 

change requires updating the schema in both components, the WAF and the API Gateway. 

This increases coordination effort and the risk of configuration drift. 
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WAF products typically excel at signature-based detection and threat intelligence integration. 

Many API Gateways, on the other hand, focus more on authentication and contract validation, 

and therefore usually do not provide the same depth of injection protection as dedicated 

WAFs. 

This separation also allows independent update cycles. The gateway configuration changes 

whenever the API contract changes. The WAF rules are only updated when signature sets 

evolve.  

 

Resources 

OWASP Top 10 API Security Risks ï 2023 

https://owasp.org/API-Security/editions/2023/en/0x11-t10/ 

SPECTRAL, JSON/YAML Linter with Custom Rulesets Documentation 

https://docs.stoplight.io/docs/spectral/674b27b261c3c-overview 

Spectral OWASP API Security 

https://github.com/stoplightio/spectral-owasp-ruleset 

SNORT, Open Source Intrusion Prevention System (IPS) 

https://www.snort.org/ 
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13  Message Validation 

Message validation is a core defense mechanism in API security. Because APIs often operate 

at system or organizational boundaries, they should inspect incoming data carefully before 

passing it to backend services. 

Effective validation starts with a clear definition of what a valid request looks like. These 

expectations could originate from the business domain. Business stakeholders can define 

which values, formats, and constraints are meaningful. Once specified, these rules can be 

formalized as schemas and implemented in security infrastructure such as an API Gateway. 

API Gateways can enforce structural definitions based on specifications such as JSON 

Schema, XML Schema, OpenAPI, or WSDL. With precise schemas in place, invalid input 

can be rejected at the edge, before it reaches internal systems. 

 

Image: The request validation plugin for the APISIX gateway 

 

13.1 Response Validation 

Input validation receives most of the attention. Response validation is often overlooked. It is 

tempting to assume that, because the backend generates the output, it must be safe. That 

assumption can lead to unintended information disclosure. 
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Why Is Response Validation Important?  

Consider the following error response: 

{  

"status": 400,  

"trace": 

"org.springframework.http.converter.HttpMessageNotReadableException:  

JSON parse error: Unexpected character (' \ "' (code 34)): was expecting 

comma to separate Object entries; nested exception is 

com.fasterxml.jackson .core.JsonParseException: Unexpected character 

(' \ "' (code 34)): was expecting comma to separate Object entries \ n at 

[Source: 

(org.springframework.util.StreamUtils$NonClosingInputStream); line: 

3, column: 4]  

at 

org.springframework .http.converter.json.MessageConverter.readJavaType

(MessageConverter.java: 391 )  

at 

org.apache.catalina .core.ApplicationFilterChain.internalDoFilter(Appl

icationFilterChain.java:227)  

... 51 more",  

}  

This stack trace exposes detailed information about the internal structure of the server 

application. An attacker performing reconnaissance can extract valuable clues about the 

technology stack and libraries in use. 

It is obvious that the application is implemented in Java. The class names and line numbers 

help narrow down framework versions. When such a stack trace is analyzed with automated 

tools, it is often possible to infer likely versions of Spring, Jackson, or the underlying 

application server. 

Pasting this stack trace into an AI tool revealed that: 

¶ the application uses Spring Framework 5.3.x 

¶ Jackson 2.13.x is used for JSON deserialization 

¶ the system runs on Tomcat or Catalina 8.5.x or 9.0.x 

With this information, an attacker can search the Common Vulnerabilities and Exposures 

(CVE) Database for known vulnerabilities. 
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Image: Known vulnerabilities in an outdated Jackson library 

Once vulnerable versions are identified, the attacker can study published exploits and craft 

targeted requests. Verbose error responses significantly reduce the effort required for this type 

of targeted attack. 

Response validation helps to prevent this. Detailed stack traces and internal exception 

messages should be logged internally, not exposed to external clients. 

₵₿⃰℅  Security Hint : Block stack traces in responses 

Always block stack traces and verbose error messages from backend systems. These can 

reveal sensitive internal details, such as class names, frameworks, and line numbers, that 

attackers can use to identify vulnerabilities. Use API Gateways or a middleware to catch and 

rewrite such responses before they reach the client. 

 

Resources 

Keyword search for CVE Records @MITRE Corporation. 

https://www.cve.org/  
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Response Validation and Error Me ssages 

A message validator can only validate responses that are defined in a schema or contract. 

When a backend returns an unexpected error message, for example a raw database exception, 

the response will fail validation. 

As described earlier, this is often desirable. The unexpected error is blocked (5) and does not 

reach the client. Instead, the client receives a validation error generated by the gateway. 

 

Image: Failed response validation after an error at the backend  

However, this can lead to confusion. The client developer may assume that the validation 

error is caused by the request, while the real issue is an unmodeled backend response (6). 

Some gateways allow validation to be disabled for error responses. While this avoids 

validation failures, internal error details may pass through the gateway and be exposed to the 

client. 

Ideally, backend services should return only error responses that are defined in the schema 

used by the gateway. In practice, especially with legacy or off-the-shelf systems, error formats 

are often inconsistent and not described in OpenAPI or JSON Schema. 

One solution is to introduce an additional transformation step at the gateway (4). The gateway 

can normalize backend error responses into a defined and documented error format before 

validation is applied. 
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Image: Transforming custom error messages before validation  

For response validation to work reliably, error messages must be explicitly defined in a JSON 

Schema, OpenAPI specification, or XML Schema. The next section explains how to model 

such error responses properly. 

 

13.2 Describing Error Messages 

To validate responses properly, schema definitions are needed not only for successful 

messages but also for error responses. 

 

Problem Details (RFC 9457) 

RFC 9457, Problem Details for HTTP APIs, defines a standardized format for error 

messages in HTTP-based APIs. The format is designed to be both human-readable and 

machine-readable, making it easier for clients to process errors programmatically. 

A typical example looks like this: 

HTTP/1.1 404 Not Found  

Content - Type: application/problem+json  

 

{  

  "title" : "Product 7 not found",  

  "type" : "https://membrane - api.io/problems/user",  

  "uri" : "/products/7"  

}  

According to RFC 9457, fields such as type  and ti tle are typically present. The uri  field 

shown here is a custom field. That flexibility is one of the strengths of Problem Details. You 

start with a standardized structure and extend it to fit your domain.  
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Validating Problem Details with OpenAPI  

OpenAPI allows you to define structured error responses in addition to successful ones. This 

enables an API Gateway to validate error messages just like success payloads and prevents 

unintended data exposure. 

Below is an example OpenAPI snippet for an endpoint that returns either a successful 

response or a 404 error: 

paths:  

  /products:  

    post:  

      responses:  

        '200':  

          description: Ok  

          content:  

            application/json:  

              schema:  

                $ref: "#/components/schemas/Product"  

        ' 404 ' :  

          description: Not Found  

          content:  

            application/problem+json:  

              schema:  

                $ref: '#/components/schemas/Problem'  

Notice that the 404 response uses the application/problem+json  media type and references 

a shared Problem  schema. The schema might look like this: 

components:  

  schemas:  

    Problem:  

      type: object  

      additionalProperties: false  

      properties:  

        type:  

          type: string  

          description: URI reference identif y ing the problem  

        title:  

          type: string  

          description: Human - readable summary  

        uri:  

          type: string  

          description: Request URI  

The Problem  schema defines the required type  and title  fields from RFC 9457 and includes 

a custom uri  field. The line additionalProperties: false  is important. It ensures that 

unexpected fields in error messages are rejected during validation. This prevents internal 

details such as stack traces or debug information from leaking to clients. 
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▪▫▬▲►Security Tip : Error Validation with OpenAPI  

Define error schemas with the same precision as success responses. OpenAPI validation does 

more than improve documentation. It can enforce clean, consistent, and secure API behavior 

at runtime. 

 

Status Code Wildcards 

Describing every possible HTTP error code in an OpenAPI spec can get tedious. Fortunately, 

OpenAPI supports wildcards that keep things concise and maintainable. 

Hereôs a sample: 

paths:  

  /products:  

    post:  

      responses:  

        '200':  

          description: Ok  

          ...  

        '404':  

          description: Not found  

          ...  

        '4XX':  

          description: Bad Request  

          ...  

        '5XX':  

          description: Server Error  

          ...  

        'default':  

          description: default  

          ...  

Using wildcards: 

¶ '4XX'  matches any client-side error (400ï499) 

¶ '5XX'  matches server-side errors (500ï599) 

¶ 'default'  catches any other status codes not explicitly defined 

This makes API definitions compact while still covering a wide range of potential responses. 

Itôs especially useful when combined with response schemas like Problem JSON.  

 

Resources 

Problem Details for HTTP APIs 

https://datatracker.ietf.org/doc/html/rfc9457  
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13.3 JSON Message Validation 

JSON Schema is a widely adopted standard for describing the structure of JSON data. It 

allows you to define data types, required fields, formats, and constraints such as minimum and 

maximum values, regular expression patterns, or enumerated values. 

Letôs look at a simple example: 

{  

  "type": "object",  

  "properties": {  

    "condition": {  

      "type": "string",  

      "enum": [  "new",  "used"  ]  

    }  

  }  

}  

This schema defines an object with a single field called condition . The value must be a 

string and can only be either new or used . 

Now consider a request payload where condition  is set to old . Validation fails because old  

is not part of the allowed enumeration. The gateway can reject this request, preventing invalid 

or unexpected data from reaching the backend. 

 

By enforcing strict schemas, gateways can block malformed or invalid input early in the 

processing chain. 

Many API Gateways support JSON Schema validation directly or indirectly through 

OpenAPI. 

₵₿⃰℅  Security Hint: Unknown properties  

By default, JSON Schema allows unknown object properties. If you declare 

additionalProperties: false , only explicitly defined fields are permitted. 

Without this constraint, clients can inject additional fields that may be ignored by validation 

but still processed by backend logic. This can open the door to subtle exploits. 

On the response side, unexpected properties may expose internal domain fields or technical 

error details that were never intended for external clients.  

 




































































































































































































































































































































































































































